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Abstract

This document reports the second iteration of the SliceNet Cognition Plane, expanding the design and
implementation of its components. SliceNet Cognition Plane enables the Quality of Experience (QoE)-
aware management of network slices. SliceNet QoE-aware slice management combines the
established MAPE (Monitoring, Analysis, Planning, and Execution) autonomic control loop with state-
of-the-art data-driven management and AIOPS (Artificial Intelligence for IT Operations). To this end,
the components reported in this document provide the implementations of both analytical and
actuation frameworks of the Cognition Plane, all governed through a data-centric approach. In addition
to the design and implementation of the several components, the current document provides the
results obtained through several experimental set-ups as well as integration tests that demonstrate
the achievement of the integration of the Cognition Plane components. The developed Cognition Plane
will be exploited by both SliceNet’s FCAPS (Fault, Configuration, Accounting, Performance and Security)
management and Orchestration systems to aid in the management and orchestration of 5G slices,
paving the path towards the final integration of the overall SliceNet framework.
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Executive summary

The provisioning of network slices (NSes) with proper Quality of Experience (QoE) guarantees is seen
as one of the key enablers of future 5G-enabled networks. However, it poses several challenges in the
slices management that need to be addressed for efficient end-to-end (E2E) services delivery, including
estimating QoE Key Performance Indicators (KPIs) from monitored metrics and reconfiguration
operations (actuations) to support and maintain the desired quality levels. SliceNet provides a design
and implementation of cognitive slice management that leverages Machine Learning (ML) techniques
to proactively maintain the network in the required state to assure E2E QoOE, as perceived by the
vertical customers.

This deliverable is the second iteration of the overall Cognition Plane design and implementation. It
demonstrates work package-level integration of the different Cognition Plane components and initial
integration with other SliceNet components such as Monitoring, FCAPS (Fault, Configuration,
Accounting, Performance and Security) management, and Plug and Play (P&P) control. It provides
means to validate SliceNet’s approach and architecture for QoE cognitive management of NSes,
including interfaces and prototypes.

To this end, it builds on the foundations reported during iteration | for all the Monitor-Analyse-Plan-
Execute governed by a Knowledge-base (MAPE-K) control loop elements and expands them, providing
refinements in both the logical design and implementation as well as reporting several results coming
from multiple implemented Proof-of-Concepts (PoCs) and integration tests. The obtained results
highlight the performance of the several ML models and technical approaches that help in the
realization of the multiple cognition use cases (UCs) considered within the context of SliceNet vertical
UCs. Thanks to them, the QoE-aware management of NSes is enabled.

The proposed architecture covers the entire loop, including cognition-based monitoring to obtain QoE
KPIs, a ML pipeline for the analysis phase, and an actuation framework. The architecture will be
leveraged during the development of SliceNet FCAPS and Orchestration systems (WP6 and WP7,
respectively), to be finally integrated within the vertical UCs defined by SliceNet (WP8). As such, the
final iteration of WP5 will revisit the Cognition Plane design and refine the ML algorithms, based on
integration with the vertical UCs on the SliceNet testbeds. Our goal is to provide a reference
architecture for QoE-driven cognitive management of NSes.
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PDP Policy Decision Point

PF Policy Framework

PoC Proof of Concept

PoP Point of Presence

QoE Quality of Experience

QoS Quality of Service

RAN Radio Access Network

REST Representational State Transfer

RRM Radio Resource Management

RTT Round Trip Time

SDK Software Development Kit

SLA Service Level Agreement

SliceNet End-to-End Cognitive Network Slicing and Slice Management
Framework in Virtualized Multi-Domain, Multi-Tenant 5G
Networks

SMA Spectrum Management Application

SS-0 Service Slice Orchestrator

TICK Telegraf, InfluxDB, Chronograf, Kapacitor

TTE Time-To-Event

uc Use Case

ubpP User Datagram Protocol

UE User Equipment

URLLC Ultra Reliable Low Latency Communications

ViIM Virtual Infrastructure Manager

VM Virtual Machine

VNF Virtual Network Function

wP Work Package
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1 Introduction

1.1 Scope within updated architecture

This report covers the second iteration of the SliceNet Cognition Plane; as such, it builds upon the
report provided for the previous iteration and expands its content to include the latest developments
and integration test of SliceNet’s Cognition Plane. Due to the strong dependences with the rest of
SliceNet’s architectural components (specially, the Monitoring and Orchestration sub-planes), the
developed Cognition Plane and its components are intended to be updated as WP6 and WP7
materialize. The scope and goals of the SliceNet Cognition Plane remain as described during the first
iteration of WP5: to define and prototype a ML-aid framework which enable 5G control and
management systems with the capacity of QoE awareness in regards of NS provisioning and lifecycle
management (LCM). As such, the proposed Cognition Plane covers the functions needed to monitor,
estimate and predict relevant metrics that affect the QoE of NSes provisioned in the context of SliceNet
vertical UCs as well as the functions and modules that govern runtime (re-)configurations of the
underlying physical and virtual infrastructure to maintain optimal QoE levels. Having said that, Figure
1 depicts the logical SliceNet components addressed by WP5 as described in WP2 deliverables (see
D2.4, Section 5) [1] and in the updated SliceNet architecture (see D8.4 [2]), putting special emphasis
on highlighting for every cognitive management logical component the scope of its implementation
(WP5 or WP6).

SliceNet
[ OSA } [ P&P Control] Service Access
Sub-Plane
arerenerrn .:"""""T"": — oty SliceNet
E Aggregator :E Rule Engine :[ QoE Optimizer ][ Analyzer ][ o ] Cognition { P&P } { Service & Slice }
Nsssssssssssay Nsssssssssssar Sub-Plane Manager Orch. (55-0)

oL L .~ Qo Resource

LTI Dol e S *3 Manager Orch. (NMR-0)

B TtTEEssssssssssssssssssmmessnnn . Inventory Catalogue

E [ Aggregate Data HAnaIytic Output ] [ External Input ] 3

. .

. [ Resource Data H Traffic Data ][ Topology Dat: ] b SliceNet Feaps i

1 pology Data | 3 ) Manager SliceNet
. M Information Sub-Plane

Orchestration

..........
.................................

SliceNet Sub-Plane
Monitoring T—
N iceNe
SubzPlane Control Plane [QoS Control} [ IPC Control } [ NF Config } [ CPSR }
RECLTTT AR et bl -
i Resource Traffic 27 Topology I { RAN Adapter ] [ MEC-Core Adapter} { Backhaul Adapter} { DPP Adapter ] { WAN Adapter } VNF Manager Virtual Infra.
: Monitor I= Monitor :: Monitor (VNFM) Manager (VIM)

--------- ¥ ensnnnnnn? cnnnnannn?

[ RAN Controller } [MEC—Core Controller} [Backhau\ Comroller} [ DPP Controller } {WAN Controller}

4G/5G Network (Data and Control) Plane

)  cCognitive management components implemented in WP5

il Cognitive management components implemented in WP6 and WP5

Figure 1 Logical SliceNet components addressed by WP5 within the updated architecture

Compared to the previous iteration, the main update to the SliceNet logical architecture is the
empbhasis on the role of the Data Lake. SliceNet Cognition Plane design developed the Data Lake as a
key component to analytic driven management (as already described in the previous WP5
deliverables). This design has influenced the overall SliceNet architecture, as well as the division of
effort between WP5 and WP6. SliceNet follows the same logical architecture at both the Digital Service
Provider (DSP) and Network Service provider (NSP) levels, with some noteworthy differences (see
Section 2 for more details). One of the implications of these differences is that some logical functions
are implemented at both DSP level (in WP5) and NSP level (in WP6). The Data Lake itself is
implemented using the same technologies based on the TICK (Telegraf, InfluxDB, Chronograf,
Kapacitor) stack [3] at both DSP and NSP levels, with differences on the data that is being monitored,
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