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1. [bookmark: _Toc37227201][bookmark: _Toc37227347][bookmark: _Toc37231269]Introduction (not edited yet)	Comment by Mohr, Werner (Nokia - DE/Munich): Explanation in the introduction the terminology:
5G evolution
Beyond 5G
6G

The term 6G is still not very much appreciated in industry. Investors especially in operators still see this critical during the deployment phase of 5G.

We should describe this as an evolutionary process from 5G evolution towards future radio technologies and services and applications with requirements, which cannot be met by today’s technology and which may lead to 6G.

The new paradigm could be the triangle of physical (hardware systems), digital (software systems) and biological (wetware systems) world for real-time applications.

In 6G the physical world and the digital worlds will be deeply intertwined with human biological systems seamlessly coupled new human sensory and cognitive dimension.

Terahertz systems will not be comparable to wider area systems like LTE and 5G due to their very limited range. Therefore, such systems will be a complement to other systems for specific applications but no replacement in the long run.

So far a new generation implied mainly a new radio technology. The next step will have a focus on new network architectures.
	Comment by Mohr, Werner (Nokia - DE/Munich): Here we should consider the revised SNS proposal, which is currently prepared. There will be updated to actual policy objectives.
The preparation of Framework Programme 9 (FP9) as part of the next Multiannual Financial Framework of the EU is progressing. The NetWorld2020 European Technology Platform (ETP) and 5G Infrastructure Association (5G-IA), organisations representing more than 1000 entities, representing 5 % of European GDP, are contributing to the definition of research areas especially in the domain of communication systems and networks.
ICT in general and networks (mobile and fixed) in particular is a fundamental enabler of a modern society. The Smart Networks of the future will be the nervous system of the Next Generation Internet and other commercial networks and are the platform for driving the digital transformation. Future communication systems and networks (Smart Networks) are the foundation of the Human Centric Internet. They provide the energy-efficient and high-performance infrastructure on which NGI (Next Generation Internet) and other digital services can be developed and deployed. Smart Networks will apply intelligent software (Artificial Intelligence and Machine Learning – AI/ML)) for decentralised and automated network management, data analytics and shared contexts and knowledge. Such infrastructures are the enabler for the future data economy. By virtualisation and strict policies, they will foster a free and fair flow of data which can be shared whilst at the same time protecting the integrity and privacy of data which is confidential or private: Users should be able to control their environment in the Internet and not be controlled by the Internet.
The United Nations 2030 sustainable development goals [1] require Smart Networks in many different domains using various appropriate communication technologies to support the digitalisation of society and economy in developing and developed countries. The United Nations Broadband Commission for Sustainable Development has set deployment targets for 2025 [2] to underline the importance of communication systems and networks.

Strong Contribution to the European Economy	Comment by Mohr, Werner (Nokia - DE/Munich): Figures have been updated compared to the 2018 version.
The ICT domain contributes significantly to the European economy with about 5 % of GDP, which corresponds to a market size of about € 600 billion. The communication systems and networks sector (manufacturing including communication equipment and telecommunications) enables this market with
· about 28 % (1.76 million employees) of ICT employment [3],
· 40 % (€ 237 million) of ICT market size [3] and
· 49 % (€ 14.4 billion) of R&D expenditure in Europe [3].
These numbers do not reflect the multiplication factor of advanced communications in the economy. The Worldbank has shown that the availability of broadband access increases economic growth and employment [4]. Ecosystems connected to digital platforms and market places create value for all members and have the potential to disrupt entire industries and show significant economic and social impact. For example, the automation achievable by the Internet of Things across a broad range of sectors will lead to a potential economic impact in the range of $4 trillion to $11 trillion by 2025 [5]. A fully functional Digital Single Market could contribute €415 billion per year to the European GDP [6]. Overall, the digitalisation of society is still in an early stage. For example, Europe’s Digital Progress Report 2017 [7] points out that only 20 % of the companies in the EU28 countries are highly digitised and there are still many opportunities to be exploited especially by SMEs. According to an Accenture study [8] the economic opportunity from digitalisation in Europe is over € 4 billion in value per day.
Smart Networks are of strategic importance as the enabler for basically all sectors in society and economy for jobs and economic growth.

[bookmark: _Toc510109788]Smart Networks Vision	Comment by Mohr, Werner (Nokia - DE/Munich): There will be some changes in the SNS vision.
5G as a network of networks is just the beginning of a new paradigm after the successful development of mobile communication systems such as GSM, UMTS, LTE and other networks in a complementary manner. Further development is absolutely crucial to address new challenges and requirements coming from many different sectors in society and industry. The smart network architecture will be software defined and provide features significantly going beyond connectivity: Multiservice and Mobile Edge Computing will allow to store and process data locally at the edges of the network to provide fast reactions and efficient use of network resources. Programmable aggregation and virtualisation functions as well as built-in security functions enabled (e.g. by the support of blockchains) will create a trusted environment for the Internet of smart things in which new applications and ideas can flourish. Future cost-effective communication systems and networks, both terrestrial and non-terrestria, will increasingly be based on AI/ML and increased softwarisation in addition to requiring the continued development of classical communication technologies. Therefore, it is recommended to research future communication systems in close cooperation with these domains from an overall system perspective. The communication infrastructure will form the nervous system of the future Human Centric Internet and the digital transformation. It will intertwine distributed network, compute and storage resources to facilitate an agile composition of new services supporting a multitude of markets and industry sectors. From supercomputers and parallel computers, to data analytics, passing through cybersecurity, the Internet of Things (IoT), cooperative robots, or autonomous vehicles, it is universally agreed that every system and application must be interconnected to its peers, as well as to other related entities and systems. The interconnection of everything will be a distinguishable flavour of a competitive advanced society. Without network innovation the digital transformation is likely to fail. Therefore, it is vital that the Smart Networks area is adequately represented in Framework Programme 9.
The Smart Networks concept provides the necessary infrastructure and builds on scientific advances in the areas of physical and logical[footnoteRef:1] sciences as well as key enabling technologies to provide a coherent framework supporting the future network designs. It is a combination of Smart Connectivity, Data Analytics (AI and ML), high performance distributed computing and Cybersecurity. [1:  	Logical science means the specialised logic and mathematical development applied in ICT and Computer Science.] 


This Strategic Research and Innovation Agenda is summarising the different research domains to make the overall vision of Smart Networks happen.


2. [bookmark: _Toc37227202][bookmark: _Toc37227348][bookmark: _Toc37231270]Some Key Performance and Value Indicators towards 2030

[bookmark: _Toc37227203][bookmark: _Toc37227349][bookmark: _Toc37231271]Global Megatrends – Societal Challenges	Comment by Ari Pouttu: This could go to chapter 1 of the SRIA
· Education Innovations 
· Societal Services 
· Health and Wellbeing Services  (Ageing)
· Urbanisation vs.Remote 
· Infrastructure
· Work Life Change
· Data Security and Privacy
· Automation
· Personalisation
· Strong push towards digitalisation due to Corona pandemic
[bookmark: _Toc37227204][bookmark: _Toc37227350][bookmark: _Toc37231272]UN SDGs
· Analysis of SDGs in ICT domain
· Quantification methods for SDGs
· Alexandros’s report
​The Global SDG Indicator Framework includes 7 ICT indicators covering 6 targets under Goals 4, 5, 9, and 17. The following five indicators are under the responsibility of ITU. 	Comment by Mohr, Werner (Nokia - DE/Munich): On the other hand as shown in Figure 1 below ITU does see the role of ICT in all 17 UN SDGs.
· Indicator 4.4.1: Proportion of youth and adults with ICT skills, by type of skills
· Indicator 5.b.1: Proportion of individuals who own a mobile telephone, by sex
· Indicator 9.c.1: Proportion of population covered by a mobile network, by technology
· Indicator 17.6.2: Fixed Internet broadband subscriptions per 100 inhabitants, by speed 
· Indicator 17.8.1: Proportion of individuals using the Internet
· 
The United Nations 2030 Sustainable Development Goals (SDGs) [1] are a key driver for future developments to address societal challenges globally. The SDGs and the environmental sustainability challenges call for new and evolved Smart Networks and Services capabilities, high-level requirements and demands in capacities that must be carefully understood in a human-centric and societal context. Enabling European excellence in research, development, innovation and ubiquitous deployment of Smart Networks and Services will provide the tools to mitigate and tackle some of the major societal and environmental challenges of our times, such as ageing populations, increasing urbanisation, environmental protection and global warming. This must be achieved in a socio-technical and evolutionary context where the Partnership programme can adapt to changing needs and constantly evolving challenges and opportunities. By facilitating and enabling integrated and open ecosystem platforms with highly automated processes and service lifecycle support new tools will become available to empower societies, where the human-centric needs and the benefits to society will drive the developments.
Smart cities and municipalities, smart mobility, smart eHealth and smart building solutions are example use case areas that can help to mitigate societal challenges around the ageing populations and the increasing urbanisation. Smart manufacturing and communication services can enable more distributed and decentralised production of physical goods. Together with smart mobility solutions new possibilities will emerge that can positively influence and lower the urbanisation trend as well as result in reduced transportation.
There are challenges and opportunities within aquaculture, agriculture and waste handling for any vertical or segment. These can be addressed by supporting further advancements across various areas of IoT. New sensor technologies and new methods and techniques for life-cycle assessment can be enabled and supported to reduce the use of natural minerals and resources, reducing toxic waste and improve their handling, as well as reducing climate gas emissions.
While SNS will help other vertical sectors to become green and climate neutral, the telecom sector itself must continue to improve the efficient management of resources, the performance and coverage of the deployed infrastructure while lowering the climate and environmental footprint of the networks. With respect to coverage “We need to balance the need for connectivity to become a utility with the cost of building the infrastructure to deliver it “ [2]. In the future, as demanded by environmentally concerned customers, the sector must prepare for reporting upon own climate gas emission equivalents per type of subscription or even per service session use. This will enable the end-user to take informed choices, rooted in accurate climate and environmental footprint information. For instance, as new and high-fidelity live audio-visual person-to-person communication tools can be supported and become readily available, end-users will have a realistic alternative when there are needs for face-to-face communication. Thus, we can anticipate reduced time spend for travelling and a decrease of climate gas emissions.
Existing reports (e.g., [3]) explain how mobile networks are contributing to the economic growth and are addressing social challenges. The United Nations Broadband Commission for Sustainable Development has set deployment targets for 2025 [4] to underline the importance of communication systems and networks. The UN SDGs require the availability of ubiquitous and affordable communication networks to support the digitalisation of society and economy in developing and developed countries. ITU has summarised the contributions of the ICT sector to work on the UN SDGs (Figure 1) [5] as well as the investment in digital technology [6]. Mobile networks have a central role to play in this. Existing reports (e.g., [7]) have presented, using a qualitative and quantitative analysis, the impact of mobile industry in all 17 SDGs (Figure 2). Obviously, not all SDGs are met equally well for a number of reasons (e.g., maturity of services, lack of required networking technological solutions etc.). However, these normalised scores should be improved significantly in the future. Beyond-5G networks will lead such efforts as they will affect a number of vertical industries that cover multiple sectors of everyday’s life. Continuous research activities will create a number of technological breakthroughs. These are needed for the efficient support of the diverse requirements of the verticals and the expected massive connectivity of end-devices. All these efforts require multi-disciplinary and cross organisational collaboration activities (public and private sector, regulatory bodies etc.). 
[image: ]
Figure 1 [bookmark: _Ref23861481]ITU-R view in Sustainable Development goals [1], [5]

ITU has provided a methodology to identify which are the ICT building blocks for each SDG target group. For some of the SDG targets, this methodology is feasible since the related services of a vertical industry are quite mature. However, this is not the case for all SDGs, since some of these domains and processes are either in their infancy or they are currently evolving. Looking at the big picture though, one can easily identify what are the main technological areas that characterise each SDG.
Figure 3 presents such an indicative listing where some SDGs (i.e., 6, 7, 11, 13, 15) require mainly ubiquitous availability, energy efficiency and massive IoT service management. These SDGs are related for example to the deployment of vast numbers of IoT devices that collect information and improve the everyday life of citizens (e.g., water, quality, smart cities, improved management of power and energy etc.). Other SDGs (i.e., 3, 9) require a virtually “infinite network capacity”, high throughput, ultra low-latency and high reliability. Examples of related services to these SDGs are those used in the autonomous vehicles’ domain. Note here that although significant work has been performed in this area (i.e., V2X communication), fullfilling the capacity and delay requirements for full autonomous driving (i.e., SAE level 5) is still not supported by 5G networks as additional technological breakthroughs are needed.
[image: ]
Figure 2 [bookmark: _Ref23861701]SDG impact scores [7]

[image: ]
Figure 3 [bookmark: _Ref23862341]Indicative technological areas and their relation to SDGs

In relation to the SDG 2, an initial analysis indicates that it needs a combination of technological solutions discussed for the previous two SDG groups. For example, zero hunger can be addressed by increasing the food productivity (i.e., smart farming requiring a significant amount of IoT solutions) and efficient cultivation techniques (e.g., remote/autonomous driven tractors etc.). Finally, the last group of SDGs (i.e., 4, 8, 10 and 12) requires ubiquitous availabilty, infinite network capacity and mainly increased throughput to support advanced services (e.g., advanced collaboration using holograms, etc.). Note that security and privacy are present in all the technological areas.
To understand in detail how the SDGs can be met and which ICT building blocks need to be developed and used, one needs to follow a more formal approach. In [6] a methdology is explained on how the SDG targets can be eventually mapped into the necessary building blocks. In Annex 3 we briefly discuss this methodology and present two exemplary cases of such an analysis. A thorough analysis of all SDGs will take place during the first phase of the Smart Networks and Services Programme. This will allow the Programme to set solid and realistic goals until the end of the Programme.
Signficant research efforts have to be undertaken during the next decade for all these technological areas. Figure 4 is an example on how the technological areas needed by the SDGs are mapped into research activities for B5G systems. Figure 4 also presents a list of enablers for these research areas.
The European Commission is committed to the abovementioned SDGs [8]. In his State of the Union speech in 2017 the President of the EU Commission, Jean-Claude Juncker, formulated the vision of “a Europe that protects, a Europe that empowers, a Europe that defends” [9], which guides to the proposed next Multiannual Financial Framework from 2021 to 2027 of the European Union and the proposed Horizon Europe programme [10]. Data security and citizen’s integrity are key European objectives. This is one of the key enablers for Europe’s strategic autonomy. The proposed Partnership in Horizon Europe contributes to this European vision as “Smart Networks and Services empowers society and protects citizens”.
[image: ]
Figure 4 [bookmark: _Ref24043228]Indicative list of research areas and technical enablers
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[bookmark: _Ref24627161][bookmark: _Toc24669821]Exemplary analysis and mapping of SDGs to ICT building blocks
The analysis below is based on the ITU methodology presented in [62]. This methodology suggests starting from SDG targets (i.e., define high-level objectives to which governments systematically align their development goals), define use cases (i.e., define the steps necessary to achieve a business objective contributing to one or more SDG Targets.) and the workflows (i.e., generic business processes, such as ‘client communication’ or ‘procurement’, that support the delivery of a Use Case.) and finally end up to ICT building blocks (i.e., reusable software components that enable WorkFlows and Use Cases across multiple sectors). The ICT building blocks are related to mid and long-term objectives as described in 2.1.4.
In the next two subsection we have applied this analysis to two SDGs. Note that a thorough analysis for the different SDGs is needed to end up with solid conclusions and tangible goals that will be met by the end of the Programme.

[bookmark: _Toc37227205][bookmark: _Toc37227351][bookmark: _Toc37231273]Example 1: SDG 2 – Zero Hunger
From the description of SDG 2 the most relevant goals to the SNS Programme are the following:
· Goal 2.3: By 2030, double the agricultural productivity and incomes of small-scale food producers, especially women, indigenous peoples, family farmers, pastoralists and fishers, including through secure and equal access to land, other productive resources and inputs, knowledge, financial services, markets and opportunities for value addition and non-farm employment.
· Goal 2.C: Adopt measures to ensure the proper functioning of food commodity markets and their derivatives and facilitate timely access to market information, including on food reserves, in order to help limit extreme food price volatility.

Indicative use cases are:
1. Improve productivity and decrease cost through innovative production processes (e.g., smart farming, remote machinery operation).
2. Provide access to specialised information for some cases in real time (e.g., health of crops using AR/VR systems).
3. Provide access to markets and information in a globalised environment.
4. Provide the means for end-to-end product traceability information.

The corresponding workflow examples are:
1. Easy connection and management of massive IoT devices.
2. Support the automation of the farming activities (autonomic and remotely operated farming machinery).
3. Collection and management of vast amounts of information of localised significance.
4. Access to AI based systems to receive specialised information.
5. Global coverage and always on connectivity in an affordable way.

Finally, the needed ICT building blocks to support the abovementioned workflow are:
1. Support of novel functional architecture (e.g., slicing, advanced ad-hoc mode of operation, support mMTC and URLLC networks, satellite communications etc.).
2. Self-reacting core-orchestrators.
3. Provide efficient and affordable means for coverage and capacity in telecommunication systems (NFV/SDN, advanced edge computing and meta-data, energy efficient mechanisms).
4. Software defined security, distributed trust systems.
5. Scalable management of massive deployment distributed autonomous and cooperative computing, nanothings networking.
6. Energy efficiency through improved RF components and systems.
7. Swarm computing.

[bookmark: _Toc37227206][bookmark: _Toc37227352][bookmark: _Toc37231274]Example 2: SDG 3 – Good Health and well-being
From the description of SDG 2 the most relevant goals to the SNS Programme are the following:
· Goal 3.6: By 2020, halve the number of global deaths and injuries from road traffic accidents.
· Goal 3.8: Achieve universal health coverage, including financial risk protection, access to quality essential health-care services and access to safe, effective, quality and affordable essential medicines and vaccines for all.

Indicative use cases are:
1. Provide improved road safety solution for vehicles and pedestrians.
2. Provide access to advanced health services (e.g., remote surgery).
3. Provide support for advanced warning system.

The corresponding workflow examples are:
1. Support V2X communication systems for gradually introduce new levels of autonomous driving.
2. Connection to real time and non-real time medical services and doctors even to remote places.
3. Access in a secure way to AI based systems to receive specialized medical information.

Finally, the needed ICT building blocks to support the abovementioned workflow are:
1. Support of novel functional architecture (e.g., slicing, support URLLC networks, integrated fixed-mobile architectures, satellite communications, intent-driven and AI/ML management of network etc.).
2. Seamless fog/edge/cloud orchestration to support V2X Application servers.
3. Provide efficient and affordable means for coverage and capacity in telecommunication systems (spectrum, bandwidth adaptation, advanced edge computing, improved radio technology and signal processing, e.g., Terahertz, mmWave, VLC, capacity scaling).
4. Network wide security and trust on an end-to-end basis.
5. Native integration of AI and ML solutions for both the network and the applications.

[bookmark: _Toc37227207][bookmark: _Toc37227353][bookmark: _Toc37231275]Societal, Economical and Business Drivers for 6G 	Comment by Mohr, Werner (Nokia - DE/Munich): In the introduction we should explain the terminology 5G evolution, beyond 5G and 6G.

5G was mainly targeted to address the productivity demand especially in vertical sectors and, to some extent, utilize new technology opportunities.  With future Ssmart Nnetworks and Sservices we need a substantially more holistic approach and should include a larger community into the definition of Ssmart Nnetworks and Sservices to address the goals, trends and demands to avoid merely commercially driven system definition. Even though 5G development was characterized to be driven by the verticals (URLLC and mMTC scenarios), main emphasis was on deployments driven by mobile network operators (MNOs) for eMBB scenarios. On the other hand, Ssmart Nnetworks and Sservices will introduce super-efficient short-range connectivity solutions that are driven by new players in the market resulting in new ecosystems. 
Societal and business drivers will increasingly shape the Ssmart Nnetworks and Sservices development, including political, economic, social, technological, legal and environmental (PESTLE) drivers as summarized in Figure 4. To ensure that the benefits of smart city services and urbanization are fully shared and inclusive, policies to manage urban growth need to ensure access to infrastructure and social services for all, focusing on the needs of the urban poor and other vulnerable groups for housing, education, health care, decent work and a safe environment. The rise of always-connected, omni-present systems, gadgets and sensors serving digital automation of critical processes will set high requirements for trustworthiness and resilience. The ubiquitous connectivity and contextual awareness of future Ssmart Nnetworks and Sservices networks is expected to promote ICT accessibility and use for the social and economic development of people with specific needs, including indigenous people and people living in rural areas. Thus, future Ssmart Nnetworks and Sservices architecture fosters digital inclusion and accessibility unlocking also rural economic values and opportunities. 	Comment by Mohr, Werner (Nokia - DE/Munich): Should here be a new aragraph?
High energy efficiency targeting reduced network energy consumption is a critical requirement for Ssmart Nnetworks and Sservices. Combined with the optimization of choice, use, reuse and recycling of materials throughout the product life cycle enable reduced total cost of ownership, facilitates the extension of network connectivity to remote areas, and provides network access in a sustainable and more resource-efficient way. Extensive research has been conducted into possible health effects of exposure to many parts of the frequency spectrum including mobile phones and base stations. All reviews conducted so far have indicated that exposures below the limits recommended in the ICNIRP (1998) EMF guidelines, covering the full frequency range from 0-300 GHz, do not produce any known adverse health effect (UN WHO). Introduction of novel Ssmart Nnetworks and Sservices technologies will initiate the need to review the status of the science and identify gaps in knowledge needing further research to make better health risk assessments. 	Comment by Mohr, Werner (Nokia - DE/Munich): Here is a recent update available from 2020

 

[image: ]
[bookmark: _Ref9766053]Figure 4. Future Networks PESTLE (Political, Economic, Social, Technological, Legal and Environmental) analysis results highlight inclusion, sustainability and transparency

Data ownership is a source of value creation and control. Therefore, creating a system that transforms how data is collected, prioritized, and shared can create strong initial controversy, e.g., through raising serious privacy concerns over location and data. Furthermore, how to do business with data itself becomes a key question. The contractual policies between the actors will define the relative strengths of information and data ownership between parties, for example how the trust and ownership of information and data will be established in the autonomous smart device and service entities of the future.	Comment by Ella Peltonen: mention ethical questions here (data ownership is not only about privacy)?	Comment by Mohr, Werner (Nokia - DE/Munich): GDPR should be mentioned.

While operations in the lower frequency bands (below 4 GHz) currently used for wide area mobile communication networks will remain rather stable with MNO market dominance due to long-term spectrum licenses, there will be new bands that target super-efficient short-range networks, especially indoors, but also in outdoor city spaces. These networks will target verticals with specialized demand and can be deployed by different stakeholders opening the market to new players, new investments and new ecosystems. Building several overlapping ultra-dense networks becomes infeasible and will lead to different stakeholders deploying a network within a facility to serve multiple user groups and services. Via softwarization and virtualization of network functions and opening of interfaces, sharing economy concepts will be utilized not only at high platform business layers but widely in network connectivity and data context layers. Changes in the ownership of spectrum access rights, networks, network resources, facilities and customers will result in several different combinations depending on the situation as different facilities have different requirements and infrastructures. New incentives will arise including functioning of the society. 	Comment by Mohr, Werner (Nokia - DE/Munich): What is meant here? Spectrum sharing between different users, different access right may mean no spectrum auction, because significant payments for spectrum cannot be combined with sharing. Then different means would be needed.

As a sharing economy, Ssmart Nnetworks and Sservices ecosystem will introduce new stakeholder roles and change the existing roles resulting in a complex network as outlined in Figure 5. While the MNO market dominance continues in 5G, future connectivity solutions can be driven by new players in the market. Stakeholders representing the different types of demands and needs originating from a variety of users that can be human or machine, and specific to the public sector or enterprises in different verticals are in the middle quadrangle in Figure 5. Resources and assets needed to meet the versatile needs are then provided by different stakeholder roles providing physical infrastructure (facilities, sites), equipment (devices, networks), data (content, context), under the regulatory framework set by the policy makers as depicted in the outer quadrangle. Demands and resources are brought together through the matching/sharing stakeholder roles including different kinds of operators (local or vertical-specific operators, fixed operators, mobile network operators, satellite operators), resource brokers, and various service/application providers such as trust/security providers. 	Comment by Mohr, Werner (Nokia - DE/Munich): Does this address the same markets such as wide area public networks or does this mean specializsed services such as verticals especially for very short range systems (Terahertz), which most probably do not need MNOs.
Overall, the stakeholder roles in future networks are seen to change compared to the current mobile business ecosystem for public wide area networks and totally new roles will emerge. It is expected that especially the drivers listed in Figure 4 will fundamentally change the ecosystem and open new opportunities for different kind of stakeholders in 6G. The matching and sharing of resources to meet the demands will take place through new kind of activities to ensure inclusion, sustainability and transparency. Ultimately, the emergence and shape of the new 6G ecosystem are dependent on regulations which may promote or hinder the developments. 
[image: ]
[bookmark: _Ref9766369]Figure 5. Stakeholders in future Wireless ecosystem.

The Smart Networks and Services vision results in a set of generic requirements to generate the envisioned societal and economic impact and to make the digital automation of everything happen. The following is a list of initial and indicative key requirements:
· Network operation will be automised allowing self-operating networks requiring the human operators to only validate the decisions of the system. Human intervention will be minimised, to correct/adjust the system-based decisions.
· Service deployment time will be reduced by a factor of 10 compared to similar tasks in 2020, based on slice creation and on the instantiation of the provider virtual machines where needed to deliver the service.
· Full integration of technical operations (routing, security, authentication, accounting, etc.) and business operations (invoicing, help centre, configuration, accounting, CRM, service contract), in a seamless digital infostructure.
· Slice creation on the fly with negligible time across the combined cloud, edge and fog infostructure, including data-centre computers, telco-based computer, and vertical user computers.
· Terabits per second will provide seemingly infinite network capacity and multi-core MEC servers will provide the required computing power for the future digital applications and services. This requires smart and effective alignment of application intent with network service offerings, enabling the concept of energy-efficient open multi-service Next General Internet (NGI).
· Application to application response time in the sub-millisecond range (latency) must be supported to enable a new class of highly responsive and interactive applications as well as a new level of industrial automation.
· Ubiquitous networks and services must be trusted, secure and dependable in the support of critical applications, also when the related infrastructure is deployed in a multitenant environment. Personalised and perpetual protection and privacy must be provided to cover the expanding threat surface due to the trillions of IoT devices and can deal with the growing number of threats triggered by the increasing value of data.
· Trillions of things and systems, including critical ones, need to be connected in a scalable and cost-efficient way.
· High efficiency in energy and natural resources usage is mandatory to limit the impact of ICT on climate change and sustain Earth resources. A significant energy reduction of network operation must be achieved.
· Combination of global reach, ubiquitous availability and optimised local service delivery capabilities, available on-demand, and enabling web-based software and IoT platforms.
· Spectrum efficiency above 256 bps/Hz will be achieved based on new waveforms and spatial reusability thanks to nanotechnology and massive MIMO techniques.
· Means for geographical and social inclusion must be provided in order to allow ubiquitous affordable Internet access.
· Infrastructure solutions should allow efficient deployment capital and operational expenditures, especially for very low-population density areas.
· Autonomous networks and systems based on AI and ML mechanisms combined with cyber physical security allowing to cope with the growing complexity and scale of operations. AI systems will enable intrusion/anomaly detection and effectively counteract distributed denial of service attacks coming from millions of hacked devices.
· Networks must be EMF-aware in order to allow deployment in areas with challenging EMF limits despite the operation in new additional spectrum bands and network densification.


[bookmark: _Toc37227208][bookmark: _Toc37227354][bookmark: _Toc37231276]KPIs (Access, network, management): Werner, Alain
Main technical KPIs are: Data Rate, Latency, Link Budget, Jitter, Device Density, Position, Energy Efficiency, Reliability, Capacity, Mobility, Cost, Position Accuracy, Imaging resolution, EMF values, Security Mmetrics, Open Interfaces, Vertical Sspecific Mmetadata, Resource Efficiency.	Comment by Mohr, Werner (Nokia - DE/Munich): Redundant? Position accuracy is mentioned in next line.
 (if numbers are given, disclaimer needs to say that these are not agreed but available for discussion)Potential technical KPIs are currently under discussion mainly in the scientific community with respect to the envisaged usage of future systems, cost implications, business cases and technical feasibility. For the time being no KPIs are agreed. ITU-R WP5D has initiated the development of a “Technology Trends Report”, which will lead to an updated vision document to agree technical KPIs on global level. In the coming years association in the commercial domain such as NGMN, GSMA, 5GAA, 5GACIA as well as regional associations, e.g. 5G IA and international counterparts will contribute to this discussion to achieve a global consensus.
The following Figure xyz and Table A shows an exemplary challenging sketch of potential future technical KPIs as target for research and innovation and an input to the upcoming global debate, which provides guidance for the discussion in the community of the expected research direction. Such KPIs are under investigation and need to fit to requirements of industry and will be regularly updated based on state-of-the art knowledge.


///Alain’s input 11 Feb 2020 ///
Forecasts for the short, medium and long term evolution of 5G NR based on i) requirements from emerging and future use cases; ii) assumptions on technology advances. A source has been uploaded [6G-Wireless-Summit-Paper] to the Background repository.	Comment by Mohr, Werner (Nokia - DE/Munich): This may be more short-term information	Comment by Mohr, Werner (Nokia - DE/Munich): This may be more long-term information.


[image: ]
	Comment by Mohr, Werner (Nokia - DE/Munich): It makes sense to start with some challenging figures, which should be consistent to each other to contribute and start a discussion.
Table A: Targeted KPIs for the short, medium, and long -term evolution of 5G NR.
	Target KPI
	5G NR
	5G NR SEVO
	5G NR MEVO
	5G NR LEVO

	Spectrum
	<52.6 GHz
	<250 GHz
	<500 GHz
	<1000 GHz

	Bandwidth
	<0.5 GHz
	<2.5 GHz
	<5 GHz
	<10 GHz

	Peak Data Rate
	DL: >20 Gbps
UL: >10 Gbps
	DL: >100 Gbps
UL: >50 Gbps
	DL: >200 Gbps
UL: >100 Gbps
	DL: >400 Gbps
UL: >200 Gbps

	User Data Rate
	DL: >100 Mbps
UL: >50 Mbps
	DL: >500 Mbps
UL: >250 Mbps
	DL: >1 Gbps
UL: >0.5 Gbps
	DL:>2 Gbps
UL: >1 Gbps

	Peak Spectral Efficiency
	DL: >30 bps/Hz
UL: >15 bps/Hz
	DL: >40 bps/Hz
UL: >20 bps/Hz
	DL: >50 bps/Hz
UL: >25 bps/Hz
	DL: >60 bps/Hz
UL: >30 bps/Hz

	Density	Comment by Mohr, Werner (Nokia - DE/Munich): The IMT-2020 minimum requirement is 1 Million devices/km2, which is very similar to the requirement. Therefore, these requirements are not very challenging.
	>1 device/sqm
	>1.3 device/sqm
	>1.7 device/sqm
	>2 device/sqm

	Area Traffic Capacity
	> 10 Mbps/sqm
	>50 Mbps/sqm
	>100 Mbps/sqm
	>200 Mbps/sqm	Comment by Mohr, Werner (Nokia - DE/Munich): With peak rate above of 400 Gbps this corresponds to 200 sqm, which means a cell radius of about 25 m?

A similar question arises for the other columns. With the peak data rate the cell area would be rather small.

	Reliability
	URLLC: >5 nines
	>6 nines
	>8 nines
	>9 nines

	U-Plane Latency
	URLLC: <1 ms
	<0.5 ms
	<0.2 ms
	<0.1 ms

	C-Plane Latency
	<20 ms
	<10 ms
	<4 ms
	<2 ms

	Net. Energy Efficiency
	Qualitative
	>30 % gain
	>70 % gain
	>100% gain	Comment by Mohr, Werner (Nokia - DE/Munich): What is the reference, which year?

	Term. Energy Efficiency
	Qualitative
	>30 % gain
	>70 % gain
	>100% gain	Comment by Mohr, Werner (Nokia - DE/Munich): What is the reference, which year?

	Mobility
	<500 Km/h
	<500 Km/h
	<500 Km/h
	<1000 Km/h

	Positioning accuracy
	NA (<1 m)
	<30 cm
	<10 cm
	<1 cm




[bookmark: _Toc37227209][bookmark: _Toc37227355][bookmark: _Toc37231277]Vertical KPIs Alain, Ari	Comment by Mohr, Werner (Nokia - DE/Munich): Technical KPIs may be based on expected technology advances and feasibility.

How far this can be forecasted? Usually, it is much more difficult to do this than to propose technical KPIs. Maybe this should be used to justify technical KPIs or to provide some rationale and not push for some technical features.
/// Alain – Input 27 Feb 2020 ///
Comment: There are several Vertical KPIs taken from the perspective of application-level requirements or SLAs. Going through these would require going through the various verticals and their many use cases. We may want here to proceed by clustering the Verticals, or that we simply present a long list of Vertical KPIs that present wide variations in the target values. I will provide some more concrete inputs to illustrate this.

[bookmark: _Toc37227210][bookmark: _Toc37227356][bookmark: _Toc37231278]KVIs Marja, Seppo
Ethics, Sustainability, Trust, Privacy, Security Social Inclusion, EMF awareness, Transparency) Guaranteed Effort Service deployment, provisioning & resilience in multi- & variable topology networks, 



3. [bookmark: _Toc37231279]User Centric and Vertical Services
[bookmark: _Toc511140283]

4. [bookmark: _Toc37231280]System and Network Architecture and Control
[bookmark: _Toc37175228][bookmark: _Toc37227212][bookmark: _Toc37227358][bookmark: _Toc37231281]Evolution of Networks and Services
Distributed computing has taken a significant step forward with the development and utilization of the Internet in many industries, pushing forward the digitization of processes and having opened opportunities for many business-to-business (B2B) and business-to-customer (B2C) process to be improved or newly developed. The core design of the Internet started in the 1970s on very basic assumptions of an end-to-end connectivity between two remote machines, usually denoted as client and server. Inter-domain connectivity, enabled through the overall IP suite, allowed for reaching any server machine through a multi-tier architecture of autonomous systems (ASs). This basic principle, unchanged to this day, establishes the method for any service routing from a client to a server, i.e., the initiation of a call to a service name (expressed as a combination of hostname and service path) that ultimately leads to the initiation of a connection to the discovered server with a locator, i.e., IP address, bound to said service name and the exchange of a request and response in relation to the service. 
While unchanged in principle, many things have evolved from this basic picture of Internet connectivity. In the following, we differentiate three aspects, namely the nature of the communication over the Internet, the nature of services (and their relation) and the nature of the provisioning of services in the serving endpoints that are being reached via the Internet. 
When it comes to the nature of communication over the Internet, we can observe a significant change from the single client reaching a single server model outlined above. Today, many such servers are hosted in large-scale data centres, exposing their services via the data centre internalized routing mechanisms to the wider Internet – here, the client communicates to the data centre (over the Internet) rather than the server directly, said data centre serving as a point of presence (POP) for the service provider by enabling to host the service through the data centre provider rather than through dedicated resources provided by the service provider directly. In recent years, those POPs have been moved closer to end users in an attempt to reduce costs (e.g., for inter-domain transfer) as well as latency (by being closer located to the relevant users), particularly for services such as over-the-top video, social media and many others. This move has been specifically driven by large-scale service providers, such as Google and Facebook but also content delivery networks (CDNs), deploying their own POPs rather than relying on generic data centre resources, while also enabling the utilization of the compute resources by other service providers, establishing those companies as large cloud players in the market. Through this trend, communication in the Internet has become significantly focused on the customer access networks with, for instance, an estimated 61% of Asia Pacific Internet traffic expected to being served through CDNs alone by 2021[footnoteRef:2]. When combined with estimations of Netflix traffic, most of which is served through localized (often per major country) POP, of around 15% of Internet traffic[footnoteRef:3], and extrapolating this to other content platforms like Amazon, the newly announced Disney+ as well as local platforms such as BBC iPlayer, we can project the amount of frontloaded traffic to be easily around 90% of the overall generated traffic downstream to end users. [2:  https://www.marketwatch.com/press-release/62-of-all-internet-traffic-in-asia-pacific-will-cross-content-delivery-networks-cdns-by-20211-2017-10-02 ]  [3:  https://variety.com/2018/digital/news/netflix-15-percent-internet-bandwidth-worldwide-study-1202963207/ ] 

When it comes to the nature of services, the proliferation of the Internet as a means to establish fully digitized B2B and B2C process has evolved the simple model of a client-server exchange to that of a chain of (collaborative) transactions with the main focus on ensuring atomicity, combined resource management, and execution correctness of the transactions. This, in turn, has created the desire to extend the basic DNS+IP service routing, outlined above, through a network support for such chaining, as can be seen in the ongoing Service Function Chaining (SFC) work in the IETF[footnoteRef:4] . Many see such collaborative nature as a rise of in-network processing & computation capabilities, enhancing the basic packet transfer with, e.g., chaining, filtering or redirection capabilities, all embodied through the specific protocols that define said in-network processing, while a general framework for realizing any distributed capabilities (with the support of in-network compute resources) is still missing albeit work has started, such as in the IRTF recently established COIN (Computing In-Network) research group[footnoteRef:5] or IETF FORCES[footnoteRef:6] (separation of forwarding and control elements).  [4:  https://datatracker.ietf.org/wg/sfc/about/ ]  [5:  https://irtf.org/coinrg ]  [6:  https://datatracker.ietf.org/wg/forces/about/] 

The third aspect that has driven the evolution of service provisioning in the Internet is that of virtualization. After physical machines have been turned into virtual ones (over a physical host machine), driving the aforementioned hosting model in POPs, the evolution towards more lightweight virtualization approaches, such as through containers or even through application-driven unikernels has increased the dynamicity in utilizing service instances out of a pool of available compute resources. The realization of large-scale services, such as Gmail, YouTube and others, makes use of this approach by dispatching service requests at the DC ingress to dynamically created micro-services, which in turn are based on container-based virtualization. The 5G community has realized the power of such flexibility through the work on the enhanced service-based architecture (eSBA[footnoteRef:7]), which adopts the micro-service model for realizing vertical industry specific control planes over a cloud-native infrastructure, i.e., the so-called telco cloud. Service routing becomes key here for the dispatching of service request, e.g., for establish a data traffic session, quickly to the right service instance in the (often assumed distributed) data centre of the mobile operator.  [7:  3GPP, TS 23.501 – System Architecture for the 5G System; Stage 2, at https://www.3gpp.org/ftp/Specs/archive/23_series/23.501/ ] 

Many major Internet players, such as Google, have long recognized this trend and focused their attention to improve on service access in the customer access network (to their POP hosting their services). QUIC[footnoteRef:8], as an example, was initially purely driven as a browser-based extension on top of UDP as a differentiator for Google as well as Chrome-provided services, while standardization in the IETF only followed the initial deployment (in millions of browsers). The intention here was clear, namely improve the service invocation to those services (initially only Google ones) that support the (initially proprietary) extension, with the access been seen as a pure pipe of access with the drive of utilizing transport or application layer security mechanisms for everything from name resolution to service invocation.  [8:  https://datatracker.ietf.org/wg/quic/about/ ] 

Complementing virtualization of service elements, network programmability has seen entry to enable programmatic changes of forwarding operations post-deployment. In other words, programmability enables the functionality of all/some network elements, network functions and network services to be dynamically changed in all segments of the network infrastructure (i.e. wireless and wire access, core, edge and network cloud segments), possibly and often utilizing the aforementioned proliferation of virtualization technologies. Therefore, network programmability enables the support for different and multiple execution environments at the forwarding plane level, those execution environments enabling the creation, composition, deployment and management of network services and/or network functions. 
Let us turn to the aspect of digitization of processes and the proliferation of said digitization in many industries. Through this digitization, the number of use cases for communication technologies has significantly increased beyond the often consumer-oriented focus of many Internet services (such as social media or OTT video). Communication technologies have penetrated manufacturing process, vehicular communication, and the Internet-of-Things has created a vibrant industry sector with a plethora of service scenarios well beyond the consumer-oriented Internet. With this in mind, the nature of the service itself has widened significantly. As argued by, but not limited to, the 5G community, new verticals have brought new requirements to the table in terms of latency, resilience, throughput, among others. 
In addition to the wider scope of applying communication services in an increasingly digital world and the therefore widening requirements for the underlying communication solutions, another key aspect that is important for B5G is the nature of the service interaction in terms of the service invocation model that is being assumed. While we already discussed the transition from pure client-server to collaborative model, the ‘language’ chosen for the transactions performed in said collaborative chains also varies. Although arguments have been presented that HTTP may be seen as the new waist of the Internet[footnoteRef:9], the reality of many service invocation frameworks and protocols persists. Those range from request-response models (such as in HTTP), over pub-sub models (with HTTP/2 enabling some functionality to that regard) and message passing abstractions to remote memory access models (to create the perception of a large yet distributed computer with shared local memory). We can observe from this situation is that distributed computing has NOT converged onto a single universal invocation framework that can be used to connect to any other compute resource. Furthermore, each service invocation framework usually comes with its particular lower layer protocols onto which to map the service invocation itself (e.g., HTTP->TCP->IP), often only leaving IP as the only common denominator.  [9:  L. Popa, A. Ghodsi, I. Stoica, ‘HTTP as the narrow waist of the future internet’, Hotnets-IX: Proceedings of the 9th ACM SIGCOMM Workshop on Hot Topics in Networks October 2010] 

The key takeaway from those trends is that collaborative services in the Internet have moved on significantly since devising the key fundamentals of network forwarding that underpin the transfer of bit over Internet. In the following sub-section, we will focus on those aspects.
[bookmark: _Toc37175229][bookmark: _Toc37227213][bookmark: _Toc37227359][bookmark: _Toc37231282]Vision: Towards Smart Green Networks
Beyond 2020, we envisage a prosumer-centric world, based on a comprehensive system model and architecture for control, which leverages the most innovative and promising research elements of the Networking and Distributed Systems communities of the last years. 
This Smart Green Networks concept builds on the required scientific advances in the areas of physical sciences, logical sciences and key enabling technologies and aims to provide a coherent framework in support of:
· Integrated Connectivity, Computing and Control (the 3Cs).
· Converged fixed and mobile networks, integrating the 3Cs.
· Improved coverage and reduction of white spots.
· Support of hyper-converged overlays.
· Hundreds of trillions (1014) of connected, active, devices and terminals.
· Massive numbers of tailored cost-effective services
· Automated and greatly cost-reduced network operation.
· High societal, vertical, autonomous and cross-sector penetration: Energy, transport, health, entertainment, security, industry, aerospace and many other sectors relying on this infrastructure.
· Multi-sensorial interfaces, multi-environment and wearables.
· Reality enhanced with virtual and augmented reality.
· Support of drone fleets and autonomous vehicles.
Smart Networks will be a key enabler of all the other application domains in higher layers, which are built on top of high-performance communication systems and networks.
[image: ]	Comment by Artur Hecker: To be reworked.
Figure 1 [bookmark: _Ref510784438]The Smart Green Networks concept

The vision of Smart Networks is a system based on a single, unifying controllability framework spanning any resources a tenant is authorized to control, including from previously separate and heterogeneous domains, e.g. enterprise and telecom networks, virtual and physical, data centers and routers, satellites and terrestrial nodes, etc. The unifying controllability framework should allow for instantiating and executing any control architectures, constrained by well-defined limits to the execution of each individual control architecture (Figure 1).
Key challenges that the Smart Green Network control layer must solve are the aspects of control over multiple general-purpose, distributed, network control operating systems; the availability of powerful abstractions to resources to services; new naming schemes for virtualised resources; dynamic and automated discovery; intent-based open APIs and highly configurable policies to control the resource and service access and dynamics; isolation of application’s execution environments and performances; a high degree of automation and support of self-* principles (self-driving networks).
The future network infrastructures implementing the Smart Green Networks concept will make large use of the existing AI/ML algorithms as well as propose new, network-suitable, distributed AI/ML, to implement data-driven closed control loops that can enable cognitive (at first) and intuitive (then) network behaviour. The training and validation of such technologies require the availability of cross-technology and cross-sectorial datasets that do not exist yet. The networking research community needs to build those datasets, agreeing how they are generated, accepted and accessed.
For the Smart Green Networks we aim for comprehensive network control intelligence capable of handling the future communication network technologies. Hence, it is strategic to:
· Build the cognitive and autonomic end-to-end orchestration based on network and non-network functions and datasets (typically from the vertical application layer and beyond the mere communication aspects);
· Allow dynamic pooling of local resources from diverse participating devices;
· Offer programmable analytics to the application layer through open interfaces;
· Support and instantiate more and more service intelligence at the edge as well as across cores.
The vision laid out hereupon transcends and concretises the previously proposed concepts of 5G network slicing, application-centric infrastructure and application-driven networking in that:
· It is not limited to 5G in particular or to mobile networks more generally, but rather aims at machine-aided, end-to-end, fine-grained and native service deployment “over everything”, including at larger and varying scales and for different purposes;
· It is not limited to a single domain of any kind, but rather advocates different per-tenant views on a possibly shared i.e. common resource pool, where a tenant can pool together and use any resources available to this tenant. As such, a tenant can be a physical network provider, any MVNO or a syndication of different stakeholders agreeing on common policies and needs (e.g. so-called vertical industries), or it can be a single terminal, an application type or an application on a terminal;
· It is not limited to a vision and does not stop at current enablers like SDN and NFV, but rather asks for a solution to set of problems defined in this text to be able to realize the vision in really deployable infrastructures.

The following subsections discuss different fundamental problems that have been identified, as well as their related implications, in respect to future research challenges.

[bookmark: _Toc509511047][bookmark: _Toc37175230][bookmark: _Toc37227214][bookmark: _Toc37227360][bookmark: _Toc37231283]Virtualised Network Control for Increased Flexibility	Comment by Artur Hecker: Elisa, Franco, Martina, Carlos, Dirk, Jorge, Artur

We need to elevate this section to become the driver for the main vision in the system architecture. The solution that we are after (yet do not have) is supposed to become the magic glue between virtual and physical resources, the role of which can be changed anytime. We should probably explain that “resources” here become atomic modules at some level of abstraction, but could be decomposed further using the same mechanisms to recompose back to something that looks like a coherent individual module again.

We should address the question of how we believe actuators and sensors should be included in this.



Like the Internet of today, the Internet of the future will be a complex planetary system made of myriads of physically interconnected elements, logically broken in separate islands, each possibly applying different security policies, routing mechanisms, access mode to application services. With more and more intelligence and computing power available per resource, resources will be configured and orchestrated dynamically (i.e. also reprogrammed in runtime), both to deploy/support new services and to better match the requirements of services running over the network.
Hence, unlike the Internet of today, the Internet of the future will exhibit a higher dynamics, notably in its topology, and should better support virtualization, paving a possible path for its own technology evolution, very difficult today at a global scale. With that higher dynamics and the co-existence of virtual and physical entities, the physically separate policy islands of today will often overlap in the future.
A massive number of devices will be connected and will generate and exchange very large quantities of data. Useful insights will be generated based on the automatic analysis of all that data. The infrastructure that supports society will also be integrated into the Internet, which will help improve the effectiveness and efficiency of both.
These trends imply that the future network technology will have to support the Internet economy and the particular needs of the cyber-physical infrastructure alike. It will have to address different requirements and counter security threats, in a world, where autonomic operations, and in particular AI/ML techniques, will be widely used. Open standards will be required, while governments will want to impose limits and regulations on the usage of all the data required to drive these new systems. In this context, overcoming the digital divide will be a key driver for technology evolution, and personal freedom and rights will need to be assured across all media.
[bookmark: _Toc37175231][bookmark: _Toc37227215][bookmark: _Toc37227361][bookmark: _Toc37231284]Ownership through control
We need to address the ownership considerations, to the extent that this is still a technologically oriented text, not an economic assessment paper
[bookmark: _Toc37175232][bookmark: _Toc37227216][bookmark: _Toc37227362][bookmark: _Toc37231285]Reprogrammable Networks, Mixed Virtual-Physical Environments and their Operation
· We should insist on
· The dynamicity of the resource pool (not only in the load, but in its presence - e.g. each individual resource could exhibit on/off behavior, i.e. suddenly disappear; it could also physically move; it could change its connectivity).
· The known unknowns (or something like this – we should explicitly explain that we cannot assume that everything about the resource pool is perfectly known. For instance, at the resource level, on which this section is positioned, resources will not be informed of business level decisions, so new resources can be added, or some resources can be removed somewhere, without any explicit information sent around).
[bookmark: _Toc37175233][bookmark: _Toc37227217][bookmark: _Toc37227363][bookmark: _Toc37231286]Towards Flexible Control: separation of control from controllability
· Need to explain why control and controllability separation can be advantageous
· We should explain the structure adaptability / rewiring. Since we want the controllability to be the common denominator, we cannot predict the setup. This is driven by three observations:
· One difference to the previous situations would be that we cannot make many assumptions about the density of the network/infrastructure, its scale, or the homogeneity of these things. Compare it to a typical RSTP use case: we can rule out many unreasonable assumptions about how many Ethernet bridges can be interconnected how. This does not hold, once you mix physical and virtual switches in the core, access and DC networks.
· Another difference is that we cannot know what the expectations of the actual control solution are. Some control solutions expect a centralistic solution, where maybe the controller should sit at the root of the tree. Some other control solutions actually would profit from a one to all communications, suggesting some more efficient message distribution structure, etc.
· With the potentially transient presence of every resource and every link (subject to reprogrammability, physical movement, etc), the underlying structure and topology could change any time.
[bookmark: _Toc37175234][bookmark: _Toc37227218][bookmark: _Toc37227364][bookmark: _Toc37231287]Acknowledging known unknowns
We should probably clarify the suggested separation of controllability (ability to control) and control as such. E.g. we could provide a concrete use case, where in a programmable compute/networking infrastructure, any individual “box” or “device”  - let’s use “resource” unless there are major objections - can take different roles following the reprogramming action and therefore has to redo neighbor discovery, interconnection, possibly routing/forwarding for its novel control plane needs, etc. We could compare e.g. BGP and RSTP agent on the same node, or something like that. Better use cases would mix CT and IT types of control.
[bookmark: _Toc37175235][bookmark: _Toc37227219][bookmark: _Toc37227365][bookmark: _Toc37231288]Separate Decision from Enforcement (Intent-based Networking?)
A key challenge is to separate enforcement (the ”how” part) from the decision (the “what” part), as well as to investigate the ways, in which the control boundary evolves between the objective (e.g., a number of decisions at a given point in time) and its realisation (e.g., considering the operational limits of realising any decision being made). Future networks need enhanced flexibility in assembling service offerings at runtime by the (virtual) network operator. Therefore, the softwarisation of telecoms is crucial and future research efforts need to converge to consolidate the good results achieved by the scientific community so far.
To address this challenge in a ”not-always fully known environment”, we envision decision modules as software control elements, realising an adaptive control over the resources they manage. Changes in control objectives are reflected in the existing software, which, in turn, can establish additional software elements in order to react to changes in the control objectives. The enforcement, e.g., of flow handling or computation instalment, is realised by the resource owner, possibly self-constrained by objectives imposed by the physical infrastructure and its operational environment. The overall system will nevertheless need to reliably fulfil the service requirements.
[bookmark: _Toc37175236][bookmark: _Toc37227220][bookmark: _Toc37227366][bookmark: _Toc37231289]Control of Various Virtualisation Layers	Comment by Artur Hecker: The title is OK, not sure about the content.
In computing, there has long existed a tension between isolation and robustness on one side, and performance on the other side. One example of this tension is the famous debate between Linus Torvalds – advocating for a monolithic kernel – and Andrew Tanenbaum – advocating for a micro-kernel approach.
Starting from these roots, the advances in recent years on cloud-based services and NFV architecture and platforms have moved the community focus on the performance and flexibility offered by compute virtualisation technologies (e.g., Xen, KVM, VMWare, Hyper-V, etc.) when running guests based on general-purpose operating systems. The virtualisation of network and non-network functions has many potential options today, starting from general purpose virtual machines based on Windows, Linux or FreeBSD to the more recent lightweight virtualisation technologies including containers, unikernels (i.e. specialised VMs with single-application function) and minimalistic distributions of general-purpose OSes (OS tinyfication).
The main challenges to solve in this area of research can be briefly summarised in:
· Performance Area (SLA), i.e. design platforms that can support the specification, realisation and runtime adaptation of different performance metrics, taking into account workload type, size of the workload, set of virtual machines sharing the underlying infrastructure, etc. More in details, main challenges exist in:
· Optimising the VNF provisioning time (including up/down/update) which includes the time to implement resource allocation at hypervisors, select the guest and host OS flavours, configure the need for hardware and software accelerators, etc.
· Increasing the runtime performance (achievable throughput, line rate speed, maximum concurrent sessions that can be maintained, number of new sessions that can be added per second) for each virtual function.
· Efficient inter-VM networking solutions that can support the achievement of the required performances.
· Continuity, Elasticity and Portability, i.e. service continuity of virtual functions can be interrupted due to several factors like upgrade progress, underlying hardware failure, unavailability of virtualised resources, software failures, etc. Some of the challenges to study and address include:
· Coupling of virtual functions and applications with the underlying virtualisation infrastructure, e.g. in terms of hypervisor type support, new hardware capabilities (e.g. packets acceleration), etc.
· Service continuity, i.e. to achieve efficient high availability of the virtualisation technologies in use for seamless (with zero impact) or non-seamless continuity of the supported services.
· Service elasticity, i.e. to extend and rapidly adapt service coverage.
· Scalable continuous monitoring, i.e. to collect and process state information from various sources and trigger new service optimisation strategies of the intelligent Smart Networks.
· Security of the virtual functions and applications and their states. Challenges in this area mainly concentrate around the support of multi-tenancy and secure slicing of the infrastructure resources, for which it is critical to
· Guarantee complete isolation across resource entities (hardware units, hypervisor, virtual networks, etc.) and provide secure access between VM/container and host interface, VM-VM or container-to-container communication, etc.
· Quarantine compromised entities while ensuring service continuity for other resources.
· Securely recover from runtime vulnerabilities or attacks and restore the network functions to an operational state.
· Management of the operational aspects of the virtual functions and applications to implement centralised control and visibility, proactive management for dynamic resource allocation, auto-restart in HA model, audit trails, patch management, etc.

[bookmark: _Toc37175237][bookmark: _Toc37227221][bookmark: _Toc37227367][bookmark: _Toc37231290]Re-Thinking the Data & Forwarding Planes	Comment by Artur Hecker: Alex, Carlos, Dirk
[bookmark: _Toc37175238][bookmark: _Toc37227222][bookmark: _Toc37227368][bookmark: _Toc37231291]Design Considerations for an Evolved Data & Forwarding Plane 
The original design of the IP-centric data plane of the Internet focused on three key fundamentals (i.e. principles – key design choices), namely ensuring global reachability through a robust packet forwarding mechanism that would provide a best effort service to higher layers[footnoteRef:10]. Those higher layers would then complement the basic mechanisms through aspects of, e.g., reliability, error control, but also support for specific service invocation models. From our discussion in Section 2.x.1, we derive a number of design considerations for data plane solutions that would ensure a continued support for the evolved services and interactions we have been seeing in the Internet (and discussed briefly in Section 2.x.1), depicted in our figure below and discussed in the following. At this stage of formulating a research and innovation agenda, we choose to formulate our list as design considerations rather than principles since only further research and the following discourse from said research can establish the right set of principles that the emerging solutions will adhere to and can be tested against. [10:  D. Clark, “The Design Philosophy of the DARPA Internet Protocols”, Proc. SIGCOMM ‘88, Computer Communication Review Vol. 18, No. 4, August 1988, pp. 106–114 discusses other goals as well (including cost efficiency) but we focus on those key aspects initially.] 

It is important to note that evolved data & forwarding plane solutions do not need to necessarily address all considerations and we can already see examples for proposed solutions[footnoteRef:11] [footnoteRef:12] [footnoteRef:13] [footnoteRef:14] [footnoteRef:15] [footnoteRef:16] considering certain aspects described here: [11:  S. Ren et al., “Routing and Addressing with Length Variable IP Address”, Proc. Of ACM SIGCOMM NEAT workshop, 2019]  [12:  R. Li et al., “A Framework for Qualitative Communications using Big Packet Protocol”, Proc. Of ACM SIGCOMM NEAT workshop, 2019]  [13:  R. Li, “Network 2030 and New IP”, 15th International Conference on Network and Service Management, online: http://www.cnsm-conf.org/2019/files/slides-Richard.pdf, NOMS 2020 ]  [14:  Pouzin Society, RINA: Building a Better Network, online: http://pouzinsociety.org/education/highlights ]  [15:  D. Trossen et al., “Service-based Routing at the Edge”, online: https://arxiv.org/abs/1907.01293v1 ]  [16:  SCION Internet Architecture, online: https://www.scion-architecture.net/  ] 

1. Dynamicity: As observed in Section 2.x.1, relationships are bound to become ever shorter lived, driven by virtualization approaches, with the possibility of network resources to appear and disappear frequently. This introduces aspects of dynamicity into the relations that significantly depart from the long-lived locator concept that underpins IP, which assumed a long-lived relation between a client and a portal of information in the Internet. Instead, the assignment of forwarding relationships must be able to align with the ability of the corresponding SW component to change relationships, otherwise the data plane will only inadequately support the advances we see in complex SW systems utilizing the Internet, e.g., through container-based micro-services.
2. [image: ]Green efficiency: While we recognize that many of our considerations can be and partially have been realized through a myriad of add-ons, extensions to and overlays on top of Internet protocols, we strongly believe that green efficiency is a consideration that must be added to the design for an evolved data plane, even to the point where the selection of suitable mechanisms ought to include an energy efficiency KPI at the same level of today’s focus on performance KPIs such as throughput or delay. Overprovisioning and the aforementioned overlaying of solutions to improve on otherwise limited designs have played too long a role in communication networks for it to continue in the light of the increasing policy trends to fight against climate change, such as Europe’s New Green Deal[footnoteRef:17]. While providing a flexibility in change (through yet another overlay), it has also led to complexity in management and the inefficiencies caused through indirections over many shim layers that make up the final communication relation. This not only stands in the way of achieving true high throughput and low latency communication, as demanded by many of the emerging services, but also drives the ever-growing ratio of ICT with the global energy consumption[footnoteRef:18]. [17:  https://www.gndforeurope.com/ ]  [18:  https://www.enerdata.net/publications/executive-briefing/expected-world-energy-consumption-increase-from-digitalization.html ] 

3. Qualitative Communication: Relationships will not only become more dynamic in nature but also more complex in terms of inter-dependencies. The current model in the Internet treats relationships at the application or session layer, realized through independent connections, managed through protocols like TCP and others, with separate resource management schemes. This leads to inefficiencies in cases where one sub-relationship is transferred well compared to the other, spending efforts on, e.g., error control, for a sub-relationship that is reduced in value due to reduced performance of another sub-relationship. The result is often overall loss of end user experience that ultimately decreases the value of the communication. This qualitative communication is crucial to be taken into account when designing data plane solutions in order to be able to optimize the use of resources spent on the overall relationship rather than the sub-parts of it. Leaving this handling purely to the application or session layer leads to inefficiencies of resource usage, which can be avoided through, e.g., additional in-packet metadata at a lower part of the data plane, expanding on existing concepts such as service function chaining (SFC)[footnoteRef:19] albeit for parallel not sequential transactions.  [19:  https://datatracker.ietf.org/wg/sfc/about/ ] 

4. Security plays an important part in data plane mechanisms and the current Internet has well recognized this with security considerations having become essential in every protocol solution standardized, for instance, in the IETF. However, the fundamental of building security on top of an otherwise unsecured packet forwarding has not changed, therefore focussing efforts on end-to-end security of the application-level content, but not the security nor the privacy of the packet forwarding operation itself (who is talking to whom, compared to what is talked about). As a consequence, this has enabled for long mechanisms such as IP geo-tracing as well as enabling spoofing and therefore denial of service attacks. Mitigating methods deployed are add-ons to the otherwise unsecured IP, require extra effort rather than basing themselves on an intrinsically secure design per se where security of end points and networks alike is ensured together with the privacy of the interaction between communicating end points, striking the right balance between accountability and anonymity. 
5. Precision delivery: the best effort nature of the current IP suite does not suffice for a number of the new emerging services for Beyond 5G and will therefore need to be extended in order to capture the many new services that demand specific performance characteristics, such as strict delay and latency bounds for system control, human interaction and many other services as well as on-time bounds. This requires the control loops involved to ensure the specified performance requirements, particularly for access networks with widely varying performance characteristics such as wireless. 
6. Diverse Addressing: While the universality of higher layer service concepts over a single addressing scheme has been praised as key for the Internet protocol, we assert that the support for diverse addressing will need to replace this aspect of the current Internet in order to improve on efficiency when supporting the many new services, we foresee being realized while still ensuring the global reachability that the current Internet has achieved. This could lead to solutions for optimized Internet-of-Things communication (with smaller identifiers being used for efficiency purposes), while preserving inter-domain access to the IoT resources. As another example, instead of relying on an interaction between DNS and IP routing, adding initial latency to the service exchange (and leading to problems in future service invocation if service relations might dynamically change), research in, e.g., routing on labels[footnoteRef:20], information-centric networking[footnoteRef:21] and solutions on semantic addressing[footnoteRef:22] have shown that those latencies can be significantly reduced through name-based addressing, pushing name information to the far edge of the network as a trade-off (which can be accommodated through increasing availability of storage, even in mobile devices), while still scaling to significant network sizes, particularly in the recognition that much Internet traffic is being localized, as discussed in Section 2.x.1. In addition, changes in named relations become merely an ingress routing decision, being removed as a burden from the DNS, for instance, therefore significantly increasing flexibility in routing when the service instance serving a named relation is changing in the light of virtualization of service endpoints, as discussed in Section 2.x.1. [20:  M. Caesar et al., “ROFL: routing on flat labels”, ACM SIGCOMM Computer Communication Review August 2006 https://doi.org/10.1145/1151659.1159955]  [21:  G. Xylomenos et al, “A Survey of Information-Centric Networking Research”, IEEE Communications Surveys & Tutorials ( Volume: 16, Issue: 2, Second Quarter 2014 )]  [22:  Trossen et al., “Name-Based Service Function Forwarder (nSFF) Component within a Service Function Chaining (SFC) Framework”, Internet Society, RFC 8677, at https://datatracker.ietf.org/doc/rfc8677/ ] 

The aforementioned considerations for designing suitable packet delivery solution need to furthermore consider the following aspects when being realized for and deployed in the emerging communication infrastructure:
7. Manageability: All the above characteristics will require suitable instrumentation to monitor and validate the delivery of promised assurance levels via suitable control and management approaches. 
8. Programmability: Operators will need to be provided with the methods to dynamically govern the forwarding plane in order to rapidly and easily introduce new network services or to adapt to new enhance and modify contexts. Such programmability particularly aims at providing the desired overall green efficiency by moving from HW updates to SW upgrades instead, including executable code to be injected into the execution environments of network elements in order to create the new functionality at run time with the required security characteristics.
9. Slicing: Resource usage through slicing needs to be utilized to enable easy and efficient execution of multiple and different types of delivery mechanism, possibly each with different guarantees for KPIs/QoS/ stringent non-functional requirements of network services at a given time on the same infrastructure but across separated resource pool for realization of the desired functionality. Such slices may offer uniform capability interfaces to entities and network functions, abstracting the autonomous loosely coupled slice components with different functional and non‐functional behaviour.
[bookmark: _Toc37175239][bookmark: _Toc37227223][bookmark: _Toc37227369][bookmark: _Toc37231292]Key Research Questions for Realizations of Evolved Data & Forwarding Planes
We have focused our discussion so far on the extended fundamentals for an evolved data plane, having widened the design space for new solutions as motivated by the emerging services for a smart connectivity. In the following, we will focus on key questions that drive the realization of solutions within the aforementioned framework as defined by the extended fundamentals we identified; those questions driving future research into evolved data planes. 
1. Which layering in which part of the network? In order to cater to the often starkly different ‘scopes’ of communication, ranging from localized sensor communication over POP-based access to OTT services to truly global communication, the question on layering is crucial in the light of an efficient/green implementation of the overall system. With the desire to support diverse addressing of the data plane, the question needs consideration as to what layer best realizes the semantically different forwarding operation(s) most efficiently, taking into account not only the individual service itself but also the overall system efficiency from the perspective of those resources providing the suitable solution. 
2. What is the role of soft architecting? With the proliferation of SW-centric approaches to networking, separating HW and SW realization and allowing for a much higher degree of post-production as well as post-deployment programmability, the question arises on what the deployed architecture really is or if everything manifests its own (soft) architecture? If we take such soft architecting for granted, the desire to agree on a common substrate on top of which all such (soft) architectures reside still remains, similar to the origin of the Internet protocol albeit with a possibly different answer. Instead of the commonality being that of a common postal system between locations, such commonality could well be the interconnecting bus like system between a localized compute resource with everything else, including global routing, being a mere application. Any answer, however, should provide the right set of fundamentals among those outlined in Section 2.x.2 that align with the services at hand. In other words, soft architecting has provided the path for change but nonetheless requires the right (SW-based) solutions within the fundamentals nonetheless required. 
3. What are the tussle boundaries of the overall system? Tussles[footnoteRef:23] are caused by interactions of players as defined through the interfaces of the overall systems, with each player often pursuing their individual interest. Understanding the boundaries of tussles, the mechanisms to express them and those to resolve them, is crucial for the overall working of the system. Much has been done to study the tussles of the Internet (and its main players) but postulating a system of high dynamicity also postulates one of changing relations, particularly when it comes to trusted relations. Enforcement through trusted third party is often a mechanism that will not do in such often ad-hoc relationships and solutions will need to realize more suitable, equally dynamic and ad-hoc mechanisms to ensure an otherwise trustworthy execution of the overall system, while also preserving the privacy and ensuring the security of the individual participants.  [23:  D. Clark, J. Wroclawski, K. Sollins, R. Braden, “Tussle in Cyberspace: Deﬁning Tomorrow’s Internet”, ACM SIGCOMM, 2002, available at http://conferences.sigcomm.org/sigcomm/2002/papers/tussle.pdf ] 

4. What data is required to make the data plane work (well)? Any data plane solution, including existing ones, works on a set of metadata, such as identifiers, as well as state, such as link data. While much of this data is vital for the basic operations realized in the data plane itself, it is also required for control plane decisions (e.g., for load-depending resource allocations across the network) and for realizing management goals (e.g., matching long term demand to supply information). With this in mind, data plane solutions must not focus solely on hitting the key fundamentals outlined in Section 2.x.2 but also enabling a fruitful interaction with the corresponding parts of the overall system that ensure the working beyond the pure transport of relationship information.
[bookmark: _Toc37175240][bookmark: _Toc37227224][bookmark: _Toc37227370][bookmark: _Toc37231293]Recommendations for Actions towards Evolved Data & Forwarding Planes
The following list are suggestions for important actions towards realizing the research agenda for DP/FP evolution, not claiming to be exhaustive:
1. Call for internationalized efforts: given the challenge to evolve and change the data /forwarding planes, European efforts should liaise or even directly collaborate in internationalized research efforts, i.e., in the creation of solutions not just the exploitation in standards or OS communities. This could be realized through targeted international calls (e.g., EU-China, EU-US, …) calls on data/forwarding planes technologies as well through the creation of international expert groups, e.g., in coordination and support actions. 
2. Call for experimentation: although strong theoretical foundation is desired for any change of fundamental data/forwarding planes functionality, strong experimental evidence and large scale open testbeds are crucial to show feasibility but also foster adoption through the operational community. This could be realized through an evolution of the original FIRE efforts or a similar trial phase as in 5GPPP. Open experimentation data/forwarding facilities are required for a large number of third party experimenters of promising solutions and possibilities for looking beyond 5G - an internet of experiments (IoE)
3. Call for data/forwarding planes research repository: in order to foster the adoption of evolved data plane technologies, experimentation (see item 2) will need to ensure replicability in other, possibly pre-commercial or otherwise research, settings. This could be ensured through making evidence data and code base availability mandatory for certain aspects of data plane research (e.g., for certain TRLs upwards), including migration solutions that will allow legacy IP-based applications and IP-Services to be used with the new enabled forwarding plane capabilities.
4. Call for clean slate research: following the argumentation in other efforts, such as FP7 FI, NSF FIND, the evolution of core internet technologies requires a combination of an evolutionary and revolutionary approach. This could be achieved through setting aside specific clean slate or greenfield funds for testing more revolutionary approaches to the data plane evolution.
5. Call for funding data / forwarding planes research in solutions along the considerations discussed in Section 2.x.2, such as those providing precision delivery in extension to existing best effort. Examples for such research aspects are
a. Precision, i.e., QoS-defined, packet delivery to extend/complement best effort delivery
b. Intrinsically secure, i.e., authentication and accountability of, packet delivery
c. Semantic routing, extending current endpoint-based routing for lower latency and higher flexibility delivery of service requests
d. Deployment on tenant-specific (in-)network service functions
e. Inter-connection of compute/storage resources at Layer2, with focus on customer access networks while interconnecting to Internet-based clouds
f. Programmability of the forwarding plane under control triggered by management functionality
[bookmark: _Toc509511049][bookmark: _Toc37175241][bookmark: _Toc37227225][bookmark: _Toc37227371][bookmark: _Toc37231294]Efficiency and Resource Management (was: Slicing and Orchestrators)	Comment by Artur Hecker: Franco, Martina, Carlos, Jorge
Slicing promises a network-spanning (i.e., end-to-end), user-driven customisation of the basic, currently often invisible, network primitives. This translates to several new problem spaces, currently unaddressed, underestimated or completely overlooked in both the industry and academia.	Comment by Artur Hecker: This is agreed but must evolve in three aspects:

From operator-centric slicing to per user or per app slices
Beyond isolation: dynamic resource control is the main problem (it’s already mentioned, insist on that), possibly also with conflict resolution in federated and decentralized settings
The managed/controlled resource pools cannot be presumed super stable and fully known, if we assume that they are also part of the working of the same type of machinery. The on/off and changing footprint natures should be explicitly worked against.
[bookmark: _Toc37175242][bookmark: _Toc37227226][bookmark: _Toc37227372][bookmark: _Toc37231295]Network Slicing versus Network Capacity Planning
As network slicing promises a sheer endless customisation of network-spread functionality, it becomes difficult to plan the capacity of network infrastructures in the same way as today. Whereas operators currently use their combined empirical knowledge regarding both infrastructure and the expected service (and its prices), network slicing turns this principle upside-down: while the infrastructure operator remains ignorant of or neutral to the service, the slice owner is expected to translate the service to capacity requirements, an exercise that lacks a reliable general methodology. Incapable of correctly translating service to capacity requirements, slice owners are likely to engage in a cloud-like operation model: start small, expand or reduce contracts as you go. The elasticity of the slice therefore is a central requirement. This fact together with the required radical reduction of the service creation time (from 90 days to 90 minutes, as per 5G PPP KPIs) underlines the upcoming shift from planning of the infrastructure to continuous (and likely dynamically adapting) runtime operations on the latter. In simple terms, network planning and network slicing are misaligned, as the former, driven by the presumed physical deployment, operates within completely different time frames than the latter, which exhibits on-demand elasticity.
Hence, what matters for slicing is less the initial planning and much more the runtime (continuous, real-time, hot) management and control. If network slicing wants to succeed in the above sense, the employed technologies must embrace this change and provide mechanisms and practices that feed runtime control over a longer timeframe back into the planning and investment cycle for network infrastructure.
Independently of scale, slicing renders the infrastructure usage and occupation much more diverse and more dynamic. This emphasises the requirement for continuous operation of the latter (real-time management or control). It means that infrastructure control and management are required to handle the dynamics in a new, currently unsupported manner. This includes handling node and service element loads, departures, additions, errors and the like.
Runtime management and control ultimately still drives the longer-term planning that we can see today in networks. In staying with our cloud analogy, the longer-term demand and supply pattern emerging from the many tenants of a data centre still drives the planning, and therefore investment patterns, for sufficient build-out of the cloud. Similar feedback must exist for slicing-based network infrastructure albeit situated in a many point-of-presence nature of resources, utilised over a possibly huge area of requirements on those resources.

[bookmark: _Toc37175243][bookmark: _Toc37227227][bookmark: _Toc37227373][bookmark: _Toc37231296]Slicing Requires Novel Resource Control Means	Comment by Artur Hecker: Should go completely into the virtualized control chapter above.
With network slicing, the decoupling of the platform delivering the service and the service elements reaches a new level. While IP networking has decoupled services from network infrastructure by putting all services on the same technological foundation (the TCP/IP suite) and by pushing the service logic to the edge, slicing brings additional degrees of freedom in flow processing and combines edge and network in one logical entity; it is possible to have different flow processing logics active at the same time within the same physical infrastructure, usually in the form of software elements (different configurations, different active modules) deployed on top of more generically capable hardware resources. Whereas today’s networks rely on specific flow processing machines (e.g., IP routers or Ethernet switches), whose flow processing capabilities are intrinsically linked to the purpose of the device, network slicing breaks this barrier by allowing to define different flow treatments on the same network node and by concurrently reusing any given link for flows of different slices requiring different assurances. This immediately raises a completely new question of a service-independent control of resources per se: as all infrastructure capacities are, in principle, slice-independent, we need a means to make sure that the execution of any slice-specific element on an infrastructure element is durably possible. In other words, while a router routes and a switch switches, and there is hardly anything to verify about that, slicing means to tell a node to route, while this same node is possibly also doing other tasks at the same time. It must be verified that it routes correctly over time despite the task overlap. Classically, control was always something integrated in a particular solution logic (on the respective OSI layer or abstraction level) and directly projected to resources dedicated to realize (a part of) that solution. Previously, as existence and function of a node used to be the same, so was their control. For example, network service errors can be traced down to network element errors, by using network service control means. With slicing however, this changes drastically: we need to understand resource control as a new, paramount domain: because a node or link generally does not have a single predefined function (see subsection 8.2), there is a new requirement to allocate, monitor, migrate and execute/run several service elements on a shared, per se service-agnostic, infrastructure node.
Additional complexity arises from the insight that a slice function does not generally translate to a single infrastructure element, but can be sustained by capacities distributed over the infrastructure. Due to scalability and availability requirements, most network functions rely on hugely distributed realisations, causing the allocation, extension, monitoring or migration of a network function much more challenging than the question of copying a software state from one node to another.
Challenges on resource control in Network Slicing include:
· Resource control emerges as an initial glue that first allows operators to slice their infrastructures, i.e. as an initial new service that allows to allocate, monitor and remove service elements from sets of nodes and links. To avoid vendor lock-in and to allow truly end-to-end slicing, it is exactly this glue that requires standardisation, and not any domain-specific management interface.
· Resource control must be able to reach out to all infrastructure resources and be capable to check the states and operations of all slice-specific elements on those resources. Besides, the realisation of the resource control itself should follow the insights from above, i.e. it must be distributed over all nodes and support elasticity of itself (compare with subsection 8.2).
· Because of the novel degree of decoupling service elements from the infrastructure, the central problem of slicing is not to make a blueprint, but to be able to execute any requested blueprint on top of a shared, distributed infrastructure composed of different capacities, occupied by loads from other executed slices. Such a distributed guaranteed execution under contention and with concurrency is extremely challenging and, currently, can only be solved on very small scales.

[bookmark: _Toc37175244][bookmark: _Toc37227228][bookmark: _Toc37227374][bookmark: _Toc37231297]Slicing Efficiency is a Question of Scheduling
A different problem space, intimately related to the efficiency of slicing and the Total Cost of Ownership KPI, opens once one delves into the resource allocation question. Given a blueprint, one must find suitable resources in the infrastructure and make a reasonable long-term allocation of the blueprint on the selected resources (lifecycle as per slice lifecycle). This topic has received a considerable attention under the academic title of ”virtual network embedding”. As a result, both simplified greedy solutions and optimised heuristics (with tunable sub-optimality bounds) to this problem are available. However, the overall resource allocation problem of network slicing is twofold, and the second part is unsolved. This second problem is related to the question of elasticity of slices. More generally, to achieve slice properties not readily provided in the serving infrastructure (e.g., elasticity, but also availability, resilience, latency guarantees, etc.), slice embedding will be usually broader than the purely functional requirements of the blueprint. Therefore, for every entering flow, a simplified, yet more dynamic and online question of the resource allocation problem will arise: which of the suitable function-equivalent infrastructure resources should be involved into the treatment of that flow? This problem is one of job scheduling in the prepared infrastructure. (Note that this cannot be done within the slice, if the infrastructure owner promises (and sells) the extra-functional properties of the allocated slice; in other words, such provisioning will be done in the infrastructure, transparently to the slice owner).
The answer to the question of runtime networked job scheduling is paramount to address the Total Cost of Ownership (TCO) KPI, as a solution to this problem would allow to overprovision slices, without the need to overprovision the underlying infrastructure. The runtime networked job scheduling therefore is the answer to the elastic and dynamic network slicing questions, currently unsolved. Moreover, if an efficient solution to this problem can be found, then network slices can and, for efficiency reasons, should be implemented as dynamic scheduling.
Challenges in this area can be summarised in the following:
· The question of dynamic job scheduling in network slicing is paramount, as it permits both to provide superior extra functional properties of the supported slices and to lower the Total Cost of Ownership. Indeed, the TCO of a slicing implementation using only fixed-quota assignments (meaning that the sum of the resources consumed by all slice instances will define the necessary infrastructure resource footprint) would be horrible, comparable to hardware slicing. The resource assignment problem is a quest for a more efficient infrastructure sharing, including computing, networking and energy resources.
· The answer to the job scheduling in large networked systems requires a lot of fundamental research, to leverage the existing solutions from data centre research and to make them scalable and network-efficient. Because of the fundamental locks known from distributed systems research, the major goal should not be full optimality, but rather efficiency increase: given the size of the infrastructure, 1 % efficiency increase might translate in hundreds of millions of Euros/Watts/additional users/etc.
· The elasticity of slicing has to increase towards subscriber level and even application level. For instance, an application could use different slices with inter-slice handover during its session in order to best utilise the network as well as provide superior quality of service with respect to slice offerings. In the view similar to application-driven networking, an application could also explicitly ask for a “slice” suitable to its needs. This can only be reasonably implemented in public infrastructures like the telecoms, if the provision of the slices is resilient, i.e. secure and dependable.

[bookmark: _Toc509511050][bookmark: _Toc37175245][bookmark: _Toc37227229][bookmark: _Toc37227375][bookmark: _Toc37231298]AI/ML-based System Evolution (Was: Evolution of NFV/SDN and AI/ML-based Network Control)	Comment by Artur Hecker: Elisa, Franco, Martina, Carlos, Dirk

This section should shed some light on:
Which role do we foresee for particular “micro-programmability” solutions like P4 or microservices? What about composition of services? Who is handling that?
Different types of resources to be considered, e.g. what about IoT resources? Are they to be considered here or not?
Also unstable resource pools and not fully known environments are to be considered here
What about self-inflicted errors? (How do you protect the NFV/SDN control from the decisions that this controller is taking without limiting programmability)
Merge of the semantics: why do NFV and SDN have to be profoundly different? In an integrated compute/networking environment, shouldn’t we have a more integrated view?
What about AI evolution and AI mutualisation? Does every application have its own AI instrumentation? Which kind of insights will we get this way? How to get more insights (=correlations) by mixing models? How to establish common instrumentation for different models? Are the current AI implementations network-suitable?
AI should not be limited to control or optimization/operations only. With AI, (novel?) system functions can be conceived as well, existing functions/modules could be redesigned. This part is not taken into account yet.
Do we need a separate AI section?

Besides, I fear an overlap with Slicing and Orchestrators, once that section is rewritten in the sense of Resource Management. For now, ignore.
Within the long-term target-picture, there are no network ‘elements’ anymore, but rather virtualised functions, realised by pure software, for which the reliable controllability is key.
Network operators will aim to perform in fully automated manner:
· Instantiation of a complete end-to-end network that includes the RAN, mobile core, transport network, as well as the Data Network. This network may be logically separate and/or isolated for certain aspects like services, users, etc.
· Network services may be incrementally deployed in the operator's network in logically separated and/or isolated manner from the other already deployed services.
· Network services may be deployed and provided to other operators and/or service providers when requested, via open interfaces. This way, other operators and/or service providers can re-sell/extend the provided 5G network services.
· Fast lifecycle management (LCM) of the network automatically triggered based on vendor-independent FCAPS management.
· Plug & Play of new components into a live production network.
· Termination of one or more network service(s), or 5G networks as a whole.
The research challenge in this area is to develop a future network with Full Automation, which reduces and tries to eliminate any human intervention, by leveraging on powerful AI/ML systems to realise a cognitive network.
There is a challenge that AI/ML is seamlessly applied to the network control, to run automated operations of network functions, network slices, transport networks, in an end-to-end scope.
Also, a particularly critical challenge is the possibility to implement predictive behaviours on the network, to make available a network control intelligence capable to prevent the impact of failures, the usage load, etc. and fast adapt network configuration to be always available at the target performance levels requested by the applications.
While such AI/ML-driven or self-driving networking can start using existing AI and ML protocols, algorithms and approaches, it will gradually require network-specific adaptations in two regards. One aspect is the availability of network-typical and network-characteristic datasets for training and validation of any such proposals. Current experience shows that, not only the deployment approaches, but the procedures to train and validate the algorithms, and the architectures they use, are mostly focused on static pattern recognition (e.g. images, sounds, diagnostics of fixed analysis data…) not well adapted to the nature of networks. Another aspect is the extension of the currently mostly centralized AI/ML algorithms to distributed, more network-realistic or network-usable versions. This includes scalability, consistency, consensus and convergence of views in a distributed environment and should address auditability and intelligibility as well. Furthermore, aspects related to security beyond the traditional application of AI as a tool, such as ensuring data flow provenance and distribution within the networked infrastructure, and dealing with AI-enhanced (or amplified or even rooted) attacks are also essential.The call for AI/ML-based network control as a way to implement the concept of fully automated Smart Networks is a must of future communication networks more than a nice-to-have: in fact, the scale of deployments made possible by the function virtualisation, the extreme split in micro-/atomic-functions and the proliferation of more and more functions at the edge are creating network deployments of unprecedented complexity, impossible to manage and control with the actual human-driven decision support tools.
[bookmark: _Toc37175246][bookmark: _Toc37227230][bookmark: _Toc37227376][bookmark: _Toc37231299]Deep Edge, Terminal and IoT Device Integration (Was: Terminal Aspects)	Comment by Artur Hecker: Elisa, Artur, Dirk

To be rewritten:
Need a better integration as an architecture part.
Should mention different types of resources, e.g. IoT devices, different terminals like cars, factories?, possibly other things.
The ideas, visions and mechanisms presented upon are not meant as exclusively network-centric. Rather in contrast, the long-term challenge is to include the terminal and its applications along with the available basic compute and networking capacities, sensory capabilities, situational awareness, quality of experience perception as a possibly crucial part of the future network architecture. In other words, not only should the terminal be adapted to be able to fully exploit the new smartness of the network, but it should become, where suitable, an integral part of the realization of the latter, just like any other infrastructure resource.
Even though not discussed explicitly until now, this vision is corroborated by our explicit claim for multi-domain operations at the infrastructure level as per tenant, the requirement for deeper convergence and the desire to seamlessly fuse IT clouds and telecommunications networks to a common, flexible execution environment expressed above. In our view, terminal or application, whether perceived as a different domain or a part of the network, would need to be better included than it is the case today.
This challenge generalises and transcends the device-to-device communications provisions, the application-driven networking ideas, the swarm intelligence ideas from the IoT sector and the offloading from either terminal to the cloud or, since recently, even vice versa.
A pragmatic evolution path to that vision could start with classical implicit edge-based recognition of ingress flows over a more explicit intent-, hint- or request-based user-to-network interface (UNI) to a full integration of terminal as a resource within the unifying control framework.
Such an integration must be conditioned by suitable governance models for both the device and the data on the latter. Note however that, in essence, this problem already exists with the generalization of app stores on the current smartphone platforms like Android and iOS. In the European cultural canon, naturally, no operations should be done on user device without explicit user consent and continuous user awareness. More general than the privacy aspect, this raises questions of digital sovereignty of our citizens. To address this issues, the user could be seen as a tenant as per discussion above. This discussion should also include suitable notification systems and user interface as key questions in this regard.
[bookmark: _Toc509511048][bookmark: _Toc37175247][bookmark: _Toc37227231][bookmark: _Toc37227377][bookmark: _Toc37231300]Integrated Fixed-Mobile Architecture	Comment by Artur Hecker: Probable remove OR
Need to rewrite to not be TISPAN-like. We need integration going beyond link-layer technology integration. However, this text can then be moved to another section.
In the mobile and wireless networks, the demand for higher capacity can be achieved by new radio access technologies, diversification of the latter and by spatial multiplex, i.e. by reducing the cell radius and allowing frequency reuse. The latter leads to the well-known micro, pico and femto cell designs. The cell densification has been the main contributor to the tremendous increase of the wireless system capacity over the last generations. However, it also leads to the problem of backhauling, i.e. to the question of connectivity of femto/pico cell base stations to e.g. the mobile core network, the Internet or to other backend services. In principle, the backhaul provisioning has three alternatives, and in practice we expect all of them to be employed:
1. Major case: use optical and copper connectivity, if and as available (e.g. FTTH, xDSL). This is by far the major case for small cell connectivity, as it supports the full frequency reuse in the wireless cells.
2. Typical case for macro cells in rural areas: use dedicated directed microwave links from tower to tower, until some dispatch centre to a fixed network is reached.
3. Specifically, at the edge: use macro-cell’s fronthaul, i.e. another cell’s mobile service, for backhauling. Alas, this approach strongly limits frequency reuse, as many small cells have to share the available bandwidth of the macro-cell, which also cannot be used within the small cells.
4. Rural areas and on open waters: use other possibilities, such as satellite connectivity or HAPS (high altitude pseudo satellites or high-altitude platform stations). Satellites are currently used for backhauling, and the future very high throughput ones will be too, but HAPS have not so far been deployed. In the near future, large constellations of small LEO satellites will be launched and could become a viable backhauling prospect. Major HAPS developments are foreseen. These systems can easier provide coverage in these scenarios, where not very high capacity requirements need to be supported compared to densely populated areas. Note that the data from the satellite is typically sent back to a ground dispatch station, from where on fixed networking is used.
Since the technologies used for backhauling majorly are fixed network technologies, the backhaul problem solution requires a common management and control of both fixed and mobile networks.
Seen from the other direction, as was initiated by e.g. ETSI TISPAN, one could also consider opening the subscriber management and subscriber service systems, which usually exist as parts of mobile systems (e.g. EPC + IMS) and of network access control systems (e.g. NAS/DIAMETER), for any access network technology. In this view, the services made available by the operator over his Core network, should be transparently, i.e. with adequate or equivalent service quality guarantees, made available to the subscribers regardless of the access technology that the subscriber currently uses. This is usually referred to as user-centric networking, as the focus of service provisioning here always lies on the user profile, and never on any specific technology. Instead, any employed technology, be it in the access, the core or the service realisation, must be adjusted and operationally parameterised in a way to provide the same service with equivalent functional and extra-functional properties, as long as possible.
Trying to achieve either of both points above defines the question of fixed-mobile convergence, a slow yet unstoppable trend to fuse previously radically different fixed and wireless networking. Indeed, while the 2nd Generation mobile systems (e.g. GSM) mostly employed typical telecom technologies, and fixed networks were mostly used for data access using TCP/IP networking, this gradually changed with 3rd Generation capable (UMTS) of providing TCP/IP services to the subscribers and the 4th Generation (LTE/SAE) employing the All-IP approach in its own realisation, where the TCP/IP networking represents the common technological base for system realisation and service provision. Besides the All-IP approach, mobile systems have also integrated other, previously fixed network technologies such as network security protocols and methods (e.g. TLS, IPSec, EAP, specifically 802.1X/EAP model, DIAMETER). Nevertheless, even 4G did not follow the early proposals for a user-centric network and remained an operator-centric technology. While it is therefore in principle possible to provide similar services e.g. over xDSL, WiFi and 4G (e.g. Internet access or voice call services) including using the same user identity and credentials, today, the service quality, attributes and features are still rather different. Mobile access, security guarantees, quality of service attributes e.g. are not homogeneously available and sometimes de facto restricted to the tightly integrated, native 3GPP RAN (LTE).
While the technological base therefore is already mostly shared, further convergence of mobile and fixed access would require common operational control of these heterogeneous infrastructures. Indeed, a dynamic and flexible provision of the service to the user according to the user profile would require capability to control the heterogeneous infrastructure elements and systems, so as to operationally change their runtime attributes.	Comment by Artur Hecker: A possible angle to be developed: a common control of a heterogeneous, changing resource pool.

[bookmark: _Toc509511052][bookmark: _Toc37175248][bookmark: _Toc37227232][bookmark: _Toc37227378][bookmark: _Toc37231301]Network-Based Localisation	Comment by Artur Hecker: Probable REMOVE? Any volunteers to extend it to be relevant for a system architecture?
Location-Based Services (LBS) and Real-Time Location Systems (RTLS) market is significantly growing, stimulated by the various networked applications offered to the users by the current networks. Nevertheless, localisation aspects (and especially the business exploitation of both localisation information and derived knowledge) have never been considered thoroughly in the network evolution, but have rather been addressed as a valuable, but still aside, add-on to the main communication services that networks are called to provide.
We call for the ambitious challenge of realising Smart Networks to incorporate by design technologies and APIs to enable location/context-based services and powerful business analytics on top of them as a way to fully respond to the needs of the vertical applications implementing new personalised services for the end-users.
Key challenges in the area of network based localisation include:
· Terminal localisation with sub-meter accuracy. This precision could be required by applications like personal security, infrastructural monitoring (e.g. structural monitoring of buildings, roads, bridges, etc.), etc. it is critical to consolidate the integration of localisation technologies designed into specific subsystems (Wi-Fi, GNSS, Bluetooth, visible light, inertial, etc.) and to enable the collection, interfacing, and fusion of location-based information coming from heterogeneous technologies and subsystems.
· Device-free localisation. The challenge here is to properly design and use a network of sensor radars which are coupled with functions of spatiotemporal analysis of signals backscattered by single and multiple device-free targets (persons, things, and vehicles) and can allow to derive the position information (localisation and tracking) of the target. The work to be done is not only in the integration and processing of the various signals, but also in waveform design to properly obtain localisation accuracy in a given context of propagation, bandwidth, and application. It would be useful to consider mmWave technology to assess the achievable gain in tracking accuracy, as well as to develop innovative algorithms for single and multiple target tracking which make use of signals of opportunity, both radio (such as LTE, DVB, and DAB) and non-radio (i.e. acoustic and visible lights), massive MIMO, etc.
· Spatiotemporal analytics. Analytics are key to provide verticals with elaborate knowledge learned from localisation data. Such analytics will primarily leverage basic spatiotemporal features of individuals or crowds such as presence, position, heading, velocity or trajectory. It is needed to develop analytics that take full advantage of the localisation accuracy and precision to derive useful information on the physical behaviour of individuals and connected objects to support business intelligence, smart intuitive buildings, intelligent transportation, smart management of the parking spaces, or network demand prediction.
· Multi-modal Analytics. In many domains where localisation is a driving technology, the individuals to be localised are associated with a multitude of data (e.g., accelerometer data, mobile application usage, imaging information activity patterns from the network such as HTTP(S) request sequences, etc.). The availability of additional data sources is an important opportunity to complement and enrich analytics, developing more comprehensive AI/ML models. There is the need to develop novel AI/ML models to combine the various data sources, build efficient representation models, and thus discover/detect collective anomalies. Hierarchical architectures for these analytics efficiently splitting the data engines between the core and edge of the network are key to guarantee low-latency, computationally efficient and scalable analytics processes.




5. [bookmark: _Toc37227240][bookmark: _Toc37231302][bookmark: _Toc511140296]Radio Technology and Signal Processing
[bookmark: _Toc32413490][bookmark: _Toc32438288][bookmark: _Toc37184791][bookmark: _Toc37227241][bookmark: _Toc37231303]Spectrum Re-farming and Reutilisation 
Allocated frequency spectrum is one of the main factors that determines the system capacity. However, radio spectrum is a very scarce resource. Especially the lower frequency bands are precious and tightly regulated. In order to satisfy the high bandwidth demands of upcoming generations of mobile systems, it is crucial to reutilise the existing spectrum resources. While the traditional approach allocates a dedicated spectrum to each radio access technology (RAT), spectrum reutilisation between RATs offers a more efficient utilisation of resources and greater flexibility, e.g., for load-balancing. Spectrum reutilisation, also known as spectrum sharing, can be applied to licensed but also unlicensed bands.
A straightforward approach to inter-RAT spectrum reutilisation is spectrum re-farming. Re-farming performs static allocation of spectrum resources to different RATs. This method was already used to clear GSM spectrum to make it available for 3G. Because of its static nature, it has poor spectrum utilisation.
A more efficient utilisation is achieved by dynamic inter-RAT resource scheduling with optimised multi-RAT handover and interference coordination. Preferably, this is based on a centralised multi-RAT radio resource management. The signalling overhead can be reduced by decentralised strategies.
For the joint utilisation of licensed and unlicensed spectrum, adaptive strategies are required such as cognitive radio concepts, in which co-existence with existing (e.g. analogue) services is studied. Such considerations and new concepts for spectrum licensing and reutilisation are particularly important in the context of new radio technologies such as the millimetre wave, optical wireless, and terahertz communications discussed below, which have a radically different interference footprint compared to conventional sub-6GHz communications. Their highly directional links and susceptibility to blockage reduce interference, which significantly increases the potential gains of spectrum sharing and simplifies its use [9].
Spectrum reutilisation is supported by multi-RAT connectivity, which allows the UE (User Equipment) to choose the best RAT depending on the link qualities. This added diversity not only increases the performance due to better spectrum utilisation, it also makes the network more robust and resilient towards shadowing effects, hence improving the reliability and availability.
Future networks will support different services, enabled by network slicing based on a multi-RAT radio access. Multi-RAT connectivity can also make flexible use of licensed and unlicensed bands. E.g., data and voice traffic can be offloaded to WiFi or LTE small cells operating in unlicensed bands as an enhanced mobility concept. Hence, utilising unlicensed bands is important and technologies to bring the quality to the licensed spectrum level are open to study. This not only increases the overall throughput but also enables low latency.
Existing short-range wireless communication technologies, including WiFi, Bluetooth and Zigbee, share the same spectrum, e.g. in 2.4GHz. Co-existence of diﬀerent wireless network technologies in/near such a carrier frequency may cause radio interference, which can lead to relatively high error rate in data transmission. This problem happens especially in unlicensed bands. How to efficiently share the spectrum and improve co-existence needs careful considerations. Scalability and power efficiency are critical for success of a macro, micro, or pico network. Current short-range communication technology provides either high throughput with high power, or low throughput and low power consumption. Whereas IoT devices operate in a very low power mode in most of the time, they need to support a short-time high bandwidth transmission. Scalability is needed to support both short-time high throughput transmission and low power transmission. A unified and scalable architecture will be beneficial to support both low data rate (e.g. with Bluetooth, ZigBee, RFID, NFC, etc) and ultrahigh data rate (e.g. up to 100Gbps within 10m coverage). Further requirements to be considered include, e.g. scalable network topology supporting P2P (point-to-point), MP2MP (multipoint-to-multipoint), as well as the smart home and smart building coverage; more power/cost efficient designs, e.g. for zero-power consumption in some dedicated scenarios; and the capability of information and energy simultaneously transporting (IEST).

[bookmark: _Ref510625864][bookmark: _Toc32413491][bookmark: _Toc32438289][bookmark: _Toc37184792][bookmark: _Toc37227242][bookmark: _Toc37231304]Millimetre Waves and Cellular Networks
Millimetre wave (mmWave) have attracted large research interest in recent years due to the huge available bandwidth required to fulfil the today’s traffic demand. This is reflected in WLAN and WPAN standards: in the license free 60 GHz band, the IEEE802.11ad WLAN standard provides rates up to 8 Gbps and the upcoming IEEE802.11ay WLAN standard will provide rates up to 30 Gbps. The fifth generation (5G) wireless networks aim to use mmWave in mobile networks, where the transmitter/receiver nodes may be moving, channels may have a complicated structure, and the coordination among multiple nodes is difficult [10]. This year’s Winter Olympics in Korea already provided first glimpse at the 5G services powered by Korea Telecom with support from global equipment makers. This show case included a 28 GHz mmWave backhaul network for moving hotspots, such as buses. Additionally, the mmWave band in combination with mobile edge computing (MEC) is highly suitable for on-demand content (multi-media) delivery services, hence enabling the enhanced mobile broadband (eMBB). This combination of mmWave and MEC is the only way to satisfy both extreme communications requirements of ultra-high speed and low latency at the same time. Beyond 2020, MEC is expected to enable automated driving using mmWave based V2X/V2V links. This requires, however, cooperative perception and the exchange of HD dynamic map information between vehicles and radio units, to enhance the visibility area. The automated driving use case can be considered as the most important application of mmWave and MEC, which requires both ultra-high speed and low latency [10]. The high channel resolution due to the large bandwidth also makes mmWave technology a prime candidate for joint communication and radar, which can complement or replace conventional radar and lidar systems in autonomous vehicles [11]. Mobile virtual and augmented reality application represent a further future use case with similarly high requirements that may only be met by mmWave technology [12].
Beyond 5G, it is expected that the data traffic due to mobile nodes (smart phone and tablets) will be more than 100 petabytes per month by 2023 [13], which is 10 times of the traffic in 2017. In Western Europe alone, the data traffic is expected to be as high as 12 petabytes per month, which amounts to 56 terabytes per person per month [14], hence, offering a huge potential to exploit mmWave bands and even the Terahertz frequency range (not considered so far by 5G). It is projected in [15] that the volume of traffic generated from smart phones will be 86% of the global data traffic by 2021 and among this more than 50% data will be offloaded to the fixed networks by means of Wi-Fi devices and small cells each month, while the remaining traffic will be covered by the cellular networks. Anticipating the requirements for short range communication beyond the year 2021, a very high data rate new Wi-Fi is inevitable. In order to achieve high data rates, one would require a large amount of contiguous bandwidth suitable for communications over short ranges, that is to be found beyond 100 GHz, for example around 140 GHz. The use of these frequency bands provides an excellent opportunity, since many antennas can be packed in a small area to direct a beam to the intended user.
An important business case for mmWave is in so-called ‘smart factories – Industry 4.0’. Due to its ability for spectrum re-use that enables multi-connectivity for high reliability, mmWave provides a complementary solution to low frequencies. Additionally, due to the high penetration losses, mmWave is inherently more secure against eaves-dropper and is a suitable candidate for industry environments. An additional feature of mmWave is sensing/positioning with high accuracy. This allows detection with higher spatial and velocity resolution that is suitable for both V2X and industry automation scenarios. 
Small cells are to play a key role to cope with the increasing traffic demands in mobile network. These small cells connect to the core network via wired or wireless backhaul links. The dense deployment of small cells and a variety of services offered by the RAN having diverse requirements on throughput, latency and reliability, poses new challenges on backhaul links. One way to address these challenges is self-backhauling using mmWave, i.e., the access and backhaul share the same wireless channel. 3GPP stage 1 in its Release 15 [16] outlines the requirements for the self-backhauling in 5G networks. Among these requirements are the flexible partitioning of resources, autonomous configuration, multi-hop wireless connectivity, topology adaptation, and redundant connectivity. 
One of the main challenges will be to manage the different network features introduced in 5G and developed beyond the first release and optimise them collectively. Diverse network components need to be integrated, such as D2D, self-backhauling, and multi-casting/broadcasting. While these technologies will be already available in 5G, the new challenge consists of extending them by advanced mmWave massive MIMO techniques, which are dynamically coordinated, considering interference and mobility. As mmWave network device density as well as the number of antenna elements and RF chains of devices increase, channel estimation overhead becomes a major challenge and intelligent solutions for initial access and beam training based on context information will be needed [17].
Due to high propagation loss and severe atmospheric effects, mmWave communication are more suitable for short range communication and small cells. However, the increase in the system capacity through densification is not linear and therefore potential benefits of using high frequency bands for longer ranges and macro cells need to be considered. Designing macro cells without appropriate planning and optimization may limit the potential gains of mmWave communication [18].

[bookmark: _Toc32413492][bookmark: _Toc32438290][bookmark: _Toc37184793][bookmark: _Toc37227243][bookmark: _Toc37231305]Optical Wireless Communication 
Despite the tremendous improvements due to the small cell concept and the allocation of new radio frequency (RF) spectrum, the continued exponential growth in mobile traffic [19] means that inevitably the RF part of the electromagnetic spectrum will not be sufficient to be able to drive the 4th industry revolution which is centred around data-driven economies and data-driven societies [20].
It is, therefore, natural to consider the infrared and visible light spectrum, both of which are part of the electromagnetic spectrum for future terrestrial wireless systems. In fact, wireless systems using these parts of the electromagnetic spectrum could be classified as nmWave wireless communications systems in relation to Section 3.2. Light based wireless communication systems will not be in competition with RF communications, but instead these systems follow a trend that has been witnessed in cellular communications by inspecting all the generations developed during the last 30 years. Light based wireless communications simply adds new capacity – the available spectrum is 2600 times larger than the entire RF spectrum.
An important advantage is that off-the-shelf optical devices can be used to harness these unregulated and free transmission resources. By using advanced devices, lab demonstrations showed 8 Gbps from single light emitting diodes (LEDs) and 17.6 Gbps using laser diodes (LEDs) [21]. Recently, a record of received data rates of 500 Mbps by using a single solar cell has been demonstrated. The use of these types of ‘data’ detectors has the appealing advantage of achieving simultaneous energy harvesting and high-speed data communication – a feature that will become ever more important in mobile machine-type communication (MTC) [22]. By 2026, it is expected that micro-LED technologies and spatial multiplexing techniques will be mature and cost effective such that white light based on different wavelengths will unlock throughput, leading to potentially 100 Gb/s plus for ultrahigh-data-rate VLC access points [23].
Networked and cellular wireless networks which are based on visible light communication (VLC) are referred to as LiFi (light fidelity) [24]. LiFi enables bi-directional networked communication including multiuser access and handover (please refer to Figure 2 for a taxonomy of different light communication approaches). The blue arrow in Figure 2 indicates that the major research efforts in the last 15 years have been focused on enhancing link data rates of intensity modulated (IM) / direction detection (DD) optical wireless communication systems. With the advent of LiFi the research focus has begun to shift to challenges related to networking issues using light.
As in RF networks, there are issues surrounding interference management and interference mitigation in LiFi networks. However, since, for example, there is no multipath fading because the detector sizes are much larger than the wavelength, techniques developed for RF systems may only be sub-optimum. There are also fundamental differences as a result of IM/DD, in that signals can only be positive and real-valued. Consequently, new LiFi-bespoke wireless networking methods must be developed. Moreover, because light can be confined spatially by using very simple and inexpensive optical components, interference can be controlled much easier. This feature also allows step-change improvements of the small cell concept as single cells might cover sub-m2 areas.
Furthermore, due to the extremely small wavelength, the active detector sizes are very small, and massive MIMO structures can be implemented at chip-level. Edinburgh University, for example, has developed a massive MIMO LiFi chip composed of 49 avalanche photodiodes (APDs) on CMOS which, as a major breakthrough, requires only very low-voltage negative biases while achieving at least 10 dB APD gains. The size of the 49-dector die was merely 2.8 mm x 2.8 mm. This property can be used to develop unique and LiFi-bespoke MIMO systems, networked MIMO approaches, and new angular diversity techniques in conjunction with low computational complexity cooperative multipoint (CoMP) systems. Diversity techniques in LiFi systems are especially powerful to combat random blockages that naturally occur in a mobile scenario.
Moreover, the spatial confinement of signals in LiFi enables the development of radically new physical layer security concepts.
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Figure 2 [bookmark: _Ref510626356]A taxonomy of emerging light communication technologies

Free-space optical (FSO) is point-to-point long range optical wireless communications with target data rates of tens of Gbps primarily using laser diodes and coherent transmission. VLC has been used in the context of line-of-sight high-speed point-to-point communication, primarily using LEDs in conjunction with IM/DD. VLC systems are usually designed for ranges less than 100 m, as well as for bi-directional communication. Optical camera communication (OCC) in contrast is simplex communication using embedded CMOS camera sensors as data detectors. Due to the use of CMOS sensors, the achievable data rates are well below 1 Mbps. OCC is primarily used for indoor navigation, asset tracking and positioning. These applications assume some user mobility.
LiFi is currently being standardised in a Task Group within IEEE 802.11. The new LiFi standard has received the following reference: IEEE 802.11bb. Similarly, VLC is being standardised in IEEE 802.15.13, while OCC has been standardised in IEEE 802.15.7r1. 
Convergence with 3GPP access: LiFi communication is bi-directional. Due to the abundance of optical spectrum, typically the visible spectrum is used for the downlink by piggy-backing on lighting systems, while the infrared spectrum is used for uplink transmission. The simplicity of IM/DD in conjunction with advanced layered modulation techniques [25] enable highly energy-efficient transmission systems suitable for the uplink. These highly energy-efficient and spectrum efficient modulation techniques are based on multicarrier approaches. Therefore, it could be argued that a tight interaction between radio and optical components should be considered at the level of baseband processing. Since OFDM transmission (e.g. 5G waveforms) is feasible on a free-space IM/DD optical link, it is definitely worth investigating the use of the same basic waveform and protocol stack for radio and LiFi systems. This would allow for a common baseband processing platform in both the small-cell transmitters and terminal receivers. Moreover, the 3GPP access-layer protocols are perfectly adapted to the use of downlink-only component carriers. 

[bookmark: _Ref510686357][bookmark: _Toc32413493][bookmark: _Toc32438291][bookmark: _Toc37184794][bookmark: _Toc37227244][bookmark: _Toc37231306]Terahertz Communications
Wireless data rates have doubled every eighteen months for the last three decades. Following this trend, Terabit-per-second (Tbps) links are expected to become a reality within the next five years. While mmWave communications are a step in the right direction, the total consecutive available bandwidth in such systems is less than 10 GHz. Consequently, supporting Tbps would require a physical layer efficiency of 100 bit/s/Hz, which is several times higher than the state of the art.
In this context, Terahertz-band (0.1–10 THz) communication is envisioned as a key technology to satisfy the need for much higher wireless data rates [26]. This frequency band, which lies in between mmWave and the far infrared, supports huge transmission bandwidths: from almost 10 THz for distances below one meter, to multiple transmission windows, each tens to hundreds of GHz wide, for distances beyond several tens of meters. However, this very large bandwidth comes at the cost of a very high propagation loss. Moreover, for many years, the lack of efficient ways to generate and detect THz signals has hampered the use of the THz-band in practical communication systems.
To date, different technologies are being considered to close the so-called THz gap. In an electronic approach, the limits of silicon CMOS technology [27], silicon-germanium BiCMOS technology [28], and III-V semiconductor HEMT, mHEMT, HBT and Schottky diode technologies [29] are being pushed to reach the 1 THz mark. In a photonics approach, uni-travelling carrier photodiodes [30], photoconductive antennas [31], optical downconversion systems [32] or, more recently, quantum cascade lasers [33] are being investigated for high-power THz systems. In both approaches, fundamental device limits are being reached, as the frequency is ”too high” for electronic devices and the photon energy is ”too low” for photonic devices to efficiently operate at true THz frequencies.
More recently, the use of graphene to develop novel plasmonic devices for THz communications has been proposed. Graphene is a two-dimensional (2D) carbon-based material that has excellent electrical conductivity, which makes it very well suited for propagating extremely-high-frequency electrical signals [34]. Moreover, graphene supports the propagation of THz surface plasmon polariton (SPP) waves at room temperature. SPP waves are surfaced-confined electromagnetic waves generated by the global oscillation of electrons. By leveraging the properties of graphene, nano-transceivers [35] and [36] and nano-antennas [37] and [38] have been proposed and are being developed. These devices are intrinsically small, efficiently operate at THz frequencies, and can support very large modulation bandwidths. Moreover, graphene is ”just the first” of a new generation of 2D materials (such as MoS2 or Hb-N), which can be stacked to create new types of devices and leverage new physics.
In parallel to the development of new device technologies, there is a need to understand and model the THz-band channel. In the case of line-of-sight (LoS) propagation [39], the main phenomena affecting the propagation of THz waves are the spreading loss and the molecular absorption loss. The spreading loss accounts for the attenuation due to expansion of the wave as it propagates through the medium and is common to any wireless communication system. The molecular absorption loss accounts for the attenuation that a propagating wave suffers because a fraction of its energy is converted in vibrational kinetic energy in molecules (especially water vapor). In the case of non-line-of-sight (NLoS) propagation [40], in addition to the two aforementioned phenomena, high reflection loss, diffused scattering and diffraction by obstacles need to be captured. Ultimately, stochastic multi-path channel models are needed to statistically characterise the channel. In addition, there is a need to understand the channel characteristics in mobile environments, see e.g. [41].
In light of the capabilities of THz devices and the peculiarities of the THz-band channel, there is a need to develop new communication algorithms and networking protocols, tailored to THz communication systems. At the physical layer, new types of modulations are needed. For short-range communications (below one meter), the use of impulse-radio-like communication based on the transmission of one-hundred-femtosecond-long pulses following an on-off keying modulation spread in time has been proposed [42]. Such very short pulses are already at the basis of many THz sensing systems and can be generated and detected with current technologies. For longer communication distances, new dynamic bandwidth modulations [44] are needed to not only overcome but even leverage the unique distance-dependent bandwidth created by molecular absorption. Specialized (single-carrier) waveforms that are robust to phase noise, Doppler, and carrier frequency offset have been investigated as well [43]. 
Independently of the modulation, and similar to any wired or wireless Tbps communication system, physical-layer synchronisation (both in time, frequency and phase) becomes a major challenge. The front-end non-idealities, e.g. non-linearity and phase noise, can severely impact the achievable throughput. Going to Tbps throughputs implies increasing the bandwidth to tens of GHz. This is another challenge for implementations for two reasons: first, ADCs and DACs in the tens of Gsamples/s are needed; second very wideband analogue baseband circuits are needed (half the RF bandwidth). The lack of digital-to-analogue and analogue-to-digital converters (DACs and ADS, respectively) able to handle multi-GHz bandwidth signals, limits the application of traditional digital signal processing and motivates the research and development of new mixed (digital and analogue) techniques where some traditionally digital functions such as synchronisation or equalisation can be moved to the analogue domain. Additional challenges include new channel coding strategies, which leverage the uniqueness of the THz-channel, or physical layer security schemes for THz-signals. Very generally, efficiencies become dominant bottlenecks: at 1 Tbps, an efficiency of 1 pJ/bit (impossible today if we consider the whole PHY) translates into 1 Watt of power consumption; similar considerations about implementation efficiencies in silicon technology (area efficiency (bit/s/mm²) and power density (W/mm²)) show huge challenges at Tbps rates.
Similarly, many challenges arise in the higher layers of the protocol stack. At the link layer, novel MAC protocols are required for THz-band communication networks, since classical solutions do not capture the peculiarities of this band. The very large available bandwidth almost eliminates the need for nodes to contend for the channel. The transmission of very short signals also minimises the chances for collisions. All these come at the cost of more complex synchronisation schemes between devices. Ideas to be explored for new MAC protocols include, among others, the development of receiver-initiated transmission schemes to ensure that the transmitter does not waste resources when the receiver is not available, especially when highly directional systems are used. Additional challenges also include packet size optimisation and adaptive error control strategies.
At the network layer, new routing mechanisms could be developed that take into account the availability of both classical active relaying nodes as well as novel passive dielectric mirrors, which can direct the signal towards its final destination. In addition, new routing metrics that consider the channel molecular composition and its impact on the available distance-dependent bandwidth need to be explored. At the transport layer, as wireless multi-Gbps and Tbps links become a reality, the aggregated traffic flowing through the network will dramatically increase. These will introduce many challenges at the transport layer regarding congestion control as well as end-to-end reliable transport. For example, we expect that a revision of the TCP congestion control window mechanism will be necessary to cope with the traffic dynamics of THz-band communication networks.
For the validation and refinement of the developed solutions, new experimental platforms and integrated testbeds will be needed. For the time being, these are mainly focused in the sub-THz windows (300 GHz, 650 GHz), but systems at true THz frequencies will be required. Finally, in parallel to all the scientific developments, work needs to be done towards regulation and standardisation of the THz-band [45].
Smart devices will be able to sense and monitor the environment based on the radiated communication signals. This will enable smart context-aware networking and new applications, which are based on the knowledge of certain features of objects in the surrounding, e.g. position, velocity, structure, or used frequency bands. Sensing not only includes the recognition of devices that radiate THz signals, but also passive imaging techniques can be integrated. Environment-aware communication will be a key component of next generation smart networking, which will push the integration of data analytics to a new level.
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The grand challenge for mmWave, THz-band and optical communications is posed by the very high and frequency-selective path loss, which easily exceeds 100 dB for distances over just a few meters in the presence of LoS (line-of-sight) and becomes even worse in NLoS (non-line-of-sight) conditions. As a result, high-gain directional antennas are needed to communicate over distances beyond a few meters.
Similarly, as in lower frequency communication systems, antenna arrays can be utilised to implement MIMO communication systems, which are able to increase either the communication distance by means of beamforming, or the achievable data rates by means of spatial multiplexing. In the last few years, the concept of Massive MIMO has been introduced and heavily studied in the context of 5G systems [46], [47] and [48]. In such schemes, very large antenna arrays with tens to hundreds of elements are utilised to increase the spectral efficiency to communicate over a large distance. In these arrays, it is important to take mutual coupling between the antenna elements into account in a physically consistent way [49][50]. Very large antenna arrays have been proved to be very useful for mmWave communication systems [51] and [52]. When moving to the THz-band, antennas become even smaller and more elements can be embedded in the same footprint. However, linearly increasing the number of antennas is not enough to overcome the much higher path loss in THz-band.
In this context, the concept of ultra-massive MIMO (UM-MIMO) communications, enabled by very dense plasmonic nano-antenna arrays, has been recently introduced in [53] and [54]. Instead of relying on conventional metals, nanomaterials and metamaterials can be utilised to build plasmonic nano-antennas (see Section 3.4), which are much smaller than the wavelength corresponding to the frequency at which they are designed to operate. This property allows them to be integrated in very dense arrays with innovative architectures. For example, even when limiting the array footprint to 1 mm × 1 mm, a total of 1024 plasmonic nano-antennas designed to operate at 1 THz can be packed together, with an inter-element spacing of half plasmonic wavelength. Such plasmonic nano-antenna arrays can be utilised both at the transmitter and the receiver (1024×1024) to simultaneously overcome the spreading loss problem (by focusing the transmitted signal in space) and the molecular absorption loss problem (by focusing the spectrum of the transmitted signal in the absorption-free windows).
By properly feeding the antenna array elements, different operation modes can be adaptively generated. In ultra-massive beamforming, all the nano-antennas are fed with the same plasmonic signal, as in conventional beamforming. This mode can effectively overcome the very high attenuation at mmWave, the THz-band and optical frequencies and thus enhance the communication distance. Moreover, beamforming has the benefit of avoiding co-channel interference while exploiting the angle diversity by steering the narrow beam dynamically to the targeted angle directions. In ultra-massive spatial multiplexing (UM-SM), physically or virtually grouped array elements can be assigned to communicate with an individual user. This mode uses multiple streams on a single carrier to increase the capacity per user and can be most effective when radio links operate in a high SNR regime and are bandwidth-limited. This mode improves the network throughput by means of spatial multiplexing, given that the UM-MIMO channel matrix is well-conditioned, or equivalently, provides sufficient diversity and rank. Obviously, any combination in between UM Beamforming and UM Spatial Multiplexing is possible.
In addition, to maximise the utilisation of the mmWave- and THz-channel and enable the targeted Tbps-links, more than one spectral window could be utilised at the same time. In this direction, multi-band UM-MIMO enables the simultaneous utilisation of different frequency bands by leveraging the electrically tunable frequency response of graphene-based plasmonic nano-antennas. By tuning (virtually) grouped sub-arrays to different frequencies, a single UM-MIMO system can simultaneously cover multiple transmission windows. One of the key advantages is that the multi-band approach allows the information to be processed over a much smaller bandwidth, thereby reducing overall design complexity as well as improving spectral flexibility. In this direction, advanced space-time-frequency coding and modulation techniques need to be developed for the UM-MIMO systems to exploit all of the spatial, temporal and frequency diversities, and hence, promise to yield remarkable performance improvements.
Besides the challenges related to the plasmonic nano-antenna array technology, the realisation of UM-MIMO communication requires the development of novel accurate channel models able to capture the impact of both plasmonic nano-antenna arrays in transmission and reception, as well as the behaviour of a very large number of parallel THz-waves propagating in space. Existing MIMO or Massive MIMO channel models for lower frequency bands [46], [47], [48], [55], [56] and [57] cannot be utilised because they do not capture the peculiarities of the THz-band channel, including the frequency-selective absorption loss or the very high reflection loss. Similarly, the few THz Massive MIMO channel models developed to date [58][59] do not take into account the capabilities of plasmonic nano-antenna arrays, such as the sub-wavelength size and separation, and the opportunities this brings. Therefore, a 3D UM-MIMO channel model for ultra-broadband communications is needed.
A new and revolutionizing technique able to improve substantially the performance of wireless communication networks is smartly changing the propagation characteristics of the wireless channel through the use of intelligent reflecting surfaces (IRS), which are made of a large number of low cost passive reflecting elements able to independently change the amplitude and/or phase of the incident signal so as to achieve specific propagation effects [60][61]. The IRS can be used to improve the coverage, reduce interference levels, increase system capacity. Additionally, they can be employed to increase physical layer security and even support wireless power transference.
Large intelligent surfaces (LIS) [62] can be an even powerful technique. They are also surfaces covered by a large number of antenna elements but, contrarily to IRS, where the elements are passive, the LIS elements are low complexity antennas connected to a processing unit. These elements are activated according to the user location and its transmission requirements. This allows unprecedented capacity gains [62], as well as accurate positioning [63]. LIS can also be used for wireless transference of power.
Although the LIS is made of antenna elements with very low complexity, its implementation can still involve considerable challenges due to the large number of antennas and the associated circuitry. A natural option to overcome these difficulties is to split the LIS surface in small panels (say with 10x10 antennas), each one able to separate a small number of users (say, 2 or 4 users), and only a fraction of the panels is activated. Radio stripes [64] are another interesting variant of LIS, with the antennas placed over a stripe instead of a surface. As with LIS, radio stripes can enable huge capacity gains, enabling cell-free systems [65], together with accurate positioning, having the additional advantage of a very simple and low cost and implementation. 
The communication using LIS and/or radio stripes schemes will require advanced, low complexity techniques for the signal separation, as well as new resource allocation spacial aspects (i.e., which antennas/panels are activated for a given user). Highly efficient, low complexity amplifiers, namely switched amplifiers, will be required, especially for systems operating at higher frequency bands (e.g., mm-waves and THz). To further improve the performance, disruptive techniques that take advantage of hardware imperfections such as nonlinear and/or memory effects can be employed [66][67].
The large dimensions of LIS and radio stripes (several tens of meters), together with the relatively short communication ranges (tens of meters or even less), leads to a near field communication effects, with its inherent potential and challenges. The channel estimation can be a considerable challenge due to the large number of parameters to estimate (this also applies for IRS). To overcome these difficulties, parametric channel estimation and tracking techniques [68] can be employed, eventually supported by positioning information.
In the different variations of ultra-massive MIMO schemes, machine learning (ML) can be used in certain scenarios. One scenario is when the available mathematical model is flawed or is only a coarse approximation of the real underlying model. An example is the linear channel model which neglects non-linearities caused by hardware and other practical effects. ML can be used to improve the solutions that are based on the linear model approximation. ML can also be effective to define detection schemes that take advantage of nonlinear effects [69][70]. A further example is molecular communications discussed in Chapter 9, where an accurate model describing the molecular channel is yet to be developed. Another scenario is where the optimal solutions are computationally demanding and/or not possible for practical hardware architectures. In this context, ML can be used to approximate those optimal solutions with lower complexity, albeit clearly at a performance loss. Examples include maximum likelihood detection, channel estimation, etc.
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Cyclic prefix orthogonal frequency division multiplexing (CP-OFDM) has been adopted in several wireline and wireless standards such as ADSL, Wi-Fi, LTE, and has recently been proposed for 5G [71]. CP-OFDM divides the bandwidth into several orthogonal subcarriers. The orthogonality is preserved as long as the transmitters are synchronised to each other. Fine time and frequency synchronisation is then required to maintain the subcarrier orthogonality. However, strict synchronisation is limiting in certain scenarios. For example, sporadic access in internet of things (IoT) and machine-type communications (MTC) requires relaxed synchronisation schemes, in order to limit the length of the signalling overhead [72]. Ideally, the massive number of devices could just transmit their messages asynchronously; being only coarsely synchronised [72]. This could also be advantageous for low-latency communications. However, in multi-user asynchronous access, the CP-OFDM subcarriers are no longer orthogonal, which introduces high inter-carrier interference [73]. Therefore, CP-OFDM is no longer viable in such scenarios.
Several waveforms, e.g. filter bank multi-carrier (FBMC), generalised frequency division multiplexing (GFDM) and universal filtered multi-carrier (UFMC) may be more suitable since their subcarriers are better localised in the frequency domain, and therefore limit the inter-carrier interference. A good frequency localisation may also be beneficial due to other reasons, e.g. sensitivity to phase noise in mmWave, required accuracy of frequency-synchronisation, etc.
The waveforms differ in whether they are orthogonal, whether and how they employ a cyclic prefix, and how the subcarriers are filtered to make them well localised in the frequency domain [74]. FBMC is quasi-orthogonal, performs a per sub-carrier filtering and eliminates the cyclic prefix, but care must be taken in the implementation since contrary to OFDM, GFDM and UFMC, it uses offset quadrature amplitude modulation (OQAM). GFDM also performs per-subcarrier filtering and reduces the overhead of the cyclic prefix by employing it for several symbols, instead of per symbol as in OFDM. However, its non-orthogonality introduces self-interference even if the transmitters are perfectly synchronised. This requires a more complex receiver using e.g. successive interference cancellation. UFMC eliminates the cyclic prefix and applies a filtering for a sub-band consisting of several subcarriers, where the subcarriers within a sub-band are orthogonal to each other but the sub-bands are non-orthogonal, introducing less inter-carrier interference compared to GFDM. Numerous comparisons between those waveforms have been made regarding implementation complexity, spectral efficiency, robustness towards multi-user interference (MUI) and resilience to power amplifier non-linearity etc., see e.g. [75] and [76].
Even if they have not yet been adopted in 3GPP, these post-OFDM waveforms are promising schemes, especially in asynchronous multiple access for massive IoT scenarios. Therefore, application-oriented research on algorithms and proof-of-concept implementations are needed to make them more mature.
Relaxing the orthogonality constraint generally leads to a more efficient and flexible use of the wireless channel. Non-orthogonal multiple access (NOMA) has attracted significant attention in recent years, as it does not only result in larger achievable rates for scheduled uplink and downlink transmissions, but also provide means to cope with packet collisions for MTC scenarios with grant-free access [77]. Challenges for NOMA research include
· User pairing: Current research in NOMA mostly considers pairing of two users with the same resource due to high interference accumulation at receiver. However, some publications suggest that with a careful design, more than two users can be paired to use same resource [78]. The application of dense users using same resource can be further extended by considering other candidates such as massive MIMO and mmWave.
· Interference cancellation: Several potential candidates for interference cancellation in NOMA have been discussed intensively. Successive interference cancellation (SIC), parallel interference cancellation (PIC) and hybrid interference cancellation are some possibilities [79]. Yet the challenge to find the optimal one is still broadly open. The main focus is to find balance between error rate performance, number of paired users, each user’s throughput and overall throughput. 
· Power control: It is important to design intelligent power control scheme since power is a crucial resource in NOMA. The design of power control in NOMA can affect other performances such as receiver interference level and throughput. E.g. the work in [80], where the power constraint is jointly allocated in full-duplex NOMA, can be further extended to multi-cell scenario. 
· Physical layer security: One of the earliest questions when NOMA was introduced is: Is NOMA safe? This question arose since in most NOMA cancellation techniques, one user can decode another user’s signal in its own device. Such an issue needs further investigations (see e.g. [81]).
Furthermore, advanced self-interference cancellation techniques enable in-band full duplex transceivers that offer a wide range of benefits, e.g., for bidirectional communication, cooperative transmission in heterogeneous networks, and cognitive radio applications [82].
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Channel coding aims to correct errors to establish reliable communication and can be regarded as one of the most complex parts of the baseband transmission chain [83]. For decades, researchers sought for channel codes with good error correction performance approaching Shannon’s capacity limits with manageable complexity. Modern channel coding schemes such as Turbo, LDPC and Polar codes with excellent performance made their way into several communication standards after advancements in semiconductor technology. However, as the decoders for those codes are very complex, there will be implementation bottlenecks (w.r.t. computational complexity, algorithm parallelisation, chip area, energy efficiency, etc.) to be addressed for high throughput (e.g. when throughput is over multiple Gigabits per second) and/or low latency applications are targeted by future communication standards.
For Polar codes, the state of the art CRC aided successive cancellation list (CA-SCL) decoding doesn’t scale up well with throughput due to its serial nature of the algorithm. Hence, iterative algorithms like multi-trellis BP (belief propagation) decoding [84][85] may be considered. Furthermore, modified polar code constructions can be adopted to improve the performance of iterative BP algorithms. Approaches like unfolding the iterative decoders using deep neural networks can be used to improve the latency and throughput of the decoders [86][87]. 
Even though these modern coding schemes show near-capacity error correction performance for many channels (e.g. binary input additive white Gaussian channels, BI-AWGN), their combination with higher order modulation schemes (such as QAM) can lead to a sub-optimal performance. One reason for this degradation is the so-called ‘shaping loss’ caused by the probability distribution of the transmitted symbols [88]. In order to approach capacity, the transmitted symbols need to have a certain probability distribution (e.g. discrete Gaussian distribution is needed for the transmission over AWGN channels) and using uniformly distributed symbols results in a performance loss, which can be up to 1.53 dB on AWGN channels.
Several solutions for constellation shaping are proposed to compensate this loss. One option is to optimise the locations of the modulated symbols in the constellation diagram to obtain non-uniform constellations (NUC), as adopted in the ATSC3.0 standard [89]. This scheme is also called geometric shaping and shows improvements compared to uniform signalling. Another approach is the so-called probabilistic shaping [90][91][92], where a shaping encoder is employed to encode messages in a way that the transmitted codewords have a non-uniform probability distribution, resulting in a capacity achieving distribution when combined with simple QAM symbols. This approach is shown to perform close to channel capacity. Another feature of probabilistic shaping is that the probabilities of transmitted symbols can be changed to adapt the transmission rate without changing the FEC code. This is of particular importance since a single FEC code design is sufficient for rate-adaption. Considering the diverse requirements of future communications systems, several shaping encoders suitable for both high throughput and ultra-low latency (short blocks) have been proposed in the literature [91] and [93]. However, hardware implementation of efficient shaping encoders and decoders needs further investigations.
Constellation shaping provides significant improvements in terms of error correction performance. In general, signal shaping is a fundamental and important technology to further improve the spectral efficiency of wireless and wireline communication systems, as the shaping loss may be considered as one of the last gaps between Shannon’s information theory and the practical communication systems to be bridged.
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Especially in the massively connected world of the “Internet of Things” (IoT), it is getting more and more important to be aware of where all these “things” are located, e.g. via positioning and sensing. Mobile radio-based technologies envisaged for a future system will play an essential role in providing high accuracy positioning of the “things”. State-of-the-art communications systems like 4G LTE support positioning in a non-cooperative way, i.e. in the downlink, several base stations send reference signals and the UE measures them and, in the uplink, a UE sends reference signals and several base stations measure them. This is good enough to support the requirements imposed by the FCC for localisation of emergency calls (so-called E-911), where an accuracy in the order of 50 m can be required [94]. There are use cases for future mobile communications, e.g. V2X, smart factory and others, however, where a higher localisation accuracy is required. For instance, for V2X vulnerable road user discovery, an accuracy as high as 10 cm may be required (see e.g. [95]). Currently, 3GPP is considering a positioning accuracy of 50 cm for the future 5G NR standard, due to the higher frequencies and large signal bandwidths, dense networks as well as improved device-to-device communications available for 5G. In general, wireless sensing can be used to monitor and record the physical conditions of the environment, which can in turn be utilized for more power-efficient communications, such as in communication with integrated sensing. High accuracy sensing without weakening the wireless communication should be an indispensable feature for future networks, including short-range communication.
While it is by now known that MIMO systems improve spatial diversity and result in spatial multiplexing gains, their power in improving positioning accuracy has not yet been fully exploited. Large antenna arrays at the BS (base station) result in very fine angular sampling, which can be leveraged for positioning methods. Further, existing positioning methods only work well in strong LoS environments in general. Many environments, however, experience strong multipath which cause performance degradations and reduces position accuracy. For that reason, the existing methods need to be revised or new methods need to be developed to accommodate multipath propagation. Such methods can additionally leverage the presence of large antenna arrays at the BS [96]. Clearly, having multiple antennas at the UE can improve positioning. In particular, the ability for a receiver to measure the time-of-arrival, angle-of-arrival, and angle-of-departure of distinct multipath components improves not only to ability of the UE to exploit the LoS path (including the possibility to determine the UE’s orientation), but also to map the environment, in order to determine location and extent of dominant reflectors. Such radar-like abilities can occur in either bistatic operation (piggybacking on standard positioning reference signals) [98], or in monostatic operation (requiring full-duplex processing at the BS) [97]. The price to pay is the complexity cost of the associated simultaneous localization and mapping algorithms [98], which likely need to be solved through mobile edge computing. Moreover, fully harnessing these physical dimensions would require novel signals in temporal spatial and frequency domain [99]. 
Once such radar-like abilities of communications systems are available, a convergence of radar and communications technologies is very likely. However, passive radar technologies depending on RF (communications) transmitters that are not under control of the locating entity cannot be used for critical applications where service availability and reliability is crucial. Active radar is necessary. The more active radar systems will be employed, the more interference will be experienced. Radio resource management is one means to cope with the interference. Well-known technologies from cellular communications can be employed using communications links for exchanging such control information. Ultimately, new waveforms can be deployed for combining radar and communication [100][101].
Cooperation can boost the positioning accuracy [102][103], especially in massively connected scenarios. In cooperative positioning, the user equipment (UEs) can send and receive signals and exchange their position relevant information. If the density of UEs is large, it is likely that there are line of sight (LOS) propagation conditions to each UE from several UEs, which is significantly increasing achievable localisation accuracy and coverage. There are two different approaches to position calculation, a centralised approach where a central entity calculates the position and a decentralised approach where UEs calculate their position based on the position estimates of the UEs in their vicinity. With slidelink communication in 5G, new opportunitiesor localization and sensing arise, not only in signal design, but also protocols, and algorithms. Important use cases are in the vehicular and drones contexts, where relative location information from cooperative links can have direct implications for safety and global situational awareness. 	
Accurate positioning can be leveraged to enable location-aware communications [104], e.g. design of narrow beams targeted towards the intended user in traditional cellular systems, facilitate autonomous driving, etc. These effects will become increasingly pronounced as communications systems shift to ever higher carrier frequencies (0.1 THz and beyond). Furthermore, accurate positioning is a prerequisite for emerging industrial and factory applications. Therefore, in contrast to legacy systems, positioning has a big impact on the operation of future communication systems. For these reasons, investigating new positioning paradigms, e.g. for joint communication and positioning, is essential, as it can further improve spectral efficiency, energy efficiency, and reduce latency. Similar to other applications such as ultra-massive MIMO, machine learning can be used in the case of positioning where complex propagation environments cannot be accurately modelled.
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The future vision of IoT envisages a very large number of connected devices, generating and transmitting very sporadic data. The challenge here is how to coordinate such a network without spending the whole network resources and node energy in protocol overhead. Modern information theoretic research has formalised this problem as follows: consider a number of nodes, each of which makes use exactly of the same code, which is hardwired into the device for system simplicity and cost reasons. These nodes access a common transmission resource at random in a very sporadic manner. The receiver (e.g., a base station) must decode the superposition of codewords without knowing a priori who is transmitting [105]. After decoding the messages (payload), the ID of the transmitter can be found as part of the message, if necessary. For example, in some applications it is important to know the transmitter, but there are applications in which it is important to get the data and not the identity of the transmitter. The challenge now is to design such new random-access codes for which the superposition of up to K distinct codewords can still be uniquely decoded.
This new random-access paradigm is inherently related to group testing: A set of statistical procedures for which it is possible to identify the presence of certain individual agents by sampling combinations thereof [106] and [107]. A related setting consists of coded slotted Aloha, where sparse codes with iterative message passing decoding are developed along multiple random transmissions, to effectively eliminate interference by a sort of low-complexity successive interference cancellation [108]. The performance can be further improved using low-rate channel codes in combination with multi-user detection at the physical layer [109].
A related problem consists of activity detection using a receiver with a large antenna array: In this case, users are given unique signature sequences and transmit at random in a completely uncoordinated way. The base station has multiple antenna observations and must identify the “active set” of users that are transmitting. This problem is related to compressed sensing where the sparse vector to be estimated is the vector of 0s and 1s, denoting “absence” or “presence” of the transmitters. Modern techniques based on approximated message passing (AMP) can be used for this purpose [110] and preliminary research results show the exact trade-off between the length of the signature sequences (protocol overhead) and the number of active users, such that the probability of identification error can be made as small as desired [111] and [112]. Compressed sensing-based multi-user detection may also be combined with coded random access schemes [113].
In both cases the massive random-access and the activity detection problems, a significant research effort must be made in order to bring the abovementioned theoretical ideas to practice and to solid and principled system design. Furthermore, even the basic theory needs to be extended, for example, to encompass asynchronism and presence of unknown parameters, such as phase and frequency offsets, and random fading coefficients, for which the current theory has only partial answers.
In a second step, this line of research should consider waveforms adapted for low-latency sporadic access for the cyber-physical systems characteristic of the tactile Internet [114]. Here, sub-ms latencies may be required in order to control moving or even flying objects (passenger drones) or other similar scenarios requiring the combination of ultra-reliable communication with centralised control systems. Similar mechanisms will also be required for evolved Industry 4.0 applications [115]. It is envisaged that the physical-layer transport mechanisms will be associated with real-time cloud computing (mobile edge computing) in proximity to the radio network to implement the necessary control loops. This concerns primarily sub-6GHz access for the uplink and massive connectivity of objects to wireless infrastructure. The objective is to provide solutions for the evolution of cellular IoT uplink waveforms and protocols that scale to huge number of connected devices with stringent energy and potentially latency constraints.
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Wireless communication networks have become an essential utility for citizens and businesses. Wireless data traffic is predicted to increase by 2 to 3 orders of magnitude over the next five years [15] and [116]. The implications of these trends are very significant: while continued evolution is to be expected, the maturity of current technology (e.g., LTE-Advanced for cellular and IEEE 802.11ac for WLAN) indicates that the required orders of magnitude throughput increase cannot be achieved by an incremental “more-of-the-same” approach. As far as wireless capacity is concerned, the forthcoming 5th Generation (5G) of standards and systems is focused to a certain extend on the traditional view of “increasing peak rates” [117]. In contrast, it is widely recognised that a major driver of the wireless data traffic increase is on-demand access to multimedia content (Wireless Internet) [15] [116]. Peak rates do not necessarily yield an improved user Quality of Experience (QoE). For example, typical video streaming requires rates ranging from ~400 kbps (standard quality) to ~2 Mbps (high quality). What really matters for the end user QoE is the availability and stability of such rates, so that a video can be played anywhere, at any time, and without interruptions. Also, we observe that the users’ content consumption pattern and the operators' data plans are dramatically mismatched. For instance, a standard monthly data plan in the EU includes ~3 Gbytes of LTE traffic at a cost ranging between 15 and 50 EUR, while a single movie requires ~1.5 Gbytes of data, such that the whole plan would be depleted by streaming ~2 movies.
In light of the above considerations, a novel content-aware approach to wireless network design is needed. Such novel approach should support the paradigmatic shift “from Gigabits per second to a few Terabytes per month for all”. More precisely, the special features of on-demand multimedia content can be leveraged in order to deliver a target of ~1 $TB/month of content data to each user in a scalable and cost-effective manner. This target is far more challenging than achieving Gbps peak rates, which have been already demonstrated by various “5G-ready” experimental platforms [118] and [119].
Meeting this challenge requires a profound and non-incremental advance in the information theoretic foundations, in the coding and signal processing algorithms, and in the wireless network architecture design, in order to exploit the potential gain of content-awareness.
Recent research in information theory and wireless communication has shown that content distribution over a wireless network (e.g., on-demand video streaming) can be made much more efficient than current state-of-the-art technology by caching content at the wireless edge [120], [121], [122] and [123][123]. This means pre-storing segments of the content files at the base stations, at dedicated “helper” nodes, and also in the user terminals.
Traditional caching (e.g., prefix caching) decreases the transmission load by the fraction of data already present (pre-cached) at the destination. With these novel modern techniques, based on extensive use of network coding, it is possible to show that a constant (non-vanishing) per-user throughput can be achieved while the number of users grows to infinity. We refer to this behaviour as “full throughput scalability” [124]. For the sake of concreteness, consider the analogy with conventional TV broadcasting: in this case, leveraging the broadcast property of the wireless medium, an infinite number of users can be served with a finite transmission resource, i.e., a finite bandwidth and transmit power. For example, this approach is taken in the so-called enhanced multicast-broadcast multimedia service (eMBMS) in 4G networks. Now, the reason for which eMBMS turned out not to be a huge success is that users do not consume wireless multimedia as they used to consume traditional live TV: they wish “on-demand” services, to access what they want at the desired time and location, and not at the time decided by a TV broadcaster. With on-demand delivery, the broadcast nature of the wireless medium cannot be exploited in a direct and trivial manner. In fact, streaming services today treat the on-demand traffic as unicast individual traffic, as if the content was individual independent data. An important consideration here is security. The data can be stored on user’s local cache that depends on the demand of other users in the network. This leads to the possibility of spying and tampering. Authors in [125] formulate a shared-link caching model with ‘private demands’ with the goal to design a two-phase private caching scheme with minimum load while preserving the privacy of the demands of each user with respect to other users. 
Treating on-demand content as unicast traffic is highly inefficient, since it does not exploit the huge redundancy inherently contained in the users’ requests, which concentrate on a relatively small set of very popular files, especially in video-server services where the library of popular movies can be controlled by the service provider, and can be updated at a relatively slow pace (e.g. the library is refreshed every day/week/month). Such redundant requests arrive to the server in an asynchronous way, such that the probability that many users wish to stream the same file at the same time is basically zero. Coded caching techniques have the ability of turning the unicast traffic (on-demand streaming) into a coded multicast traffic, such that again the scalability of broadcasting a common message is recovered and full throughput scalability is achieved.
Beyond these very compelling theoretical results, a significant knowledge gap must be filled to make these ideal of practical value. Therefore, a significant research effort needs be made e.g. in the following areas:
· Coding (e.g., combining edge caching with modern multiuser MIMO physical layer schemes);
· Protocol architectures (e.g., combining edge caching with schemes for video quality adaptation such as Dynamic Adaptive Streaming over HTTP (DASH) [126]);
· AI/ML based content popularity estimation and prediction, to efficiently update the cached content [127].

6. [bookmark: _Toc37227251][bookmark: _Toc37231313][bookmark: _Toc511140307]Optical Networks
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Within the next decade, the world will go digital, improving our quality of life for and boosting the industrial productivity. Artificial intelligence will free us up from routine tasks and boost human creativity and product innovation. We will enter a new era in which billions of static things, humans, and connected vehicles, robots and drones will generate Zettabytes of digital information. All this information needs to be transported, stored and processed in an efficient way. 
Smart connectivity will be the foundation of this new digital world: Always available, intrinsically secure, and flexibly scaling. A programmable network infrastructure will be the nervous system that the digital society, industry and economy will heavily rely upon. Delivering the required performance, resilience and security levels, while satisfying cost, energy efficiency and technology constraints, presents a formidable research challenge for the next decade.
Overcoming the challenges in scaling electronic interconnect speeds, advanced electro-photonic integration will enable a new generation of optical networking and IT equipment. Combining the advantages of optics and electronics is the way forward to deliver unprecedented functionality, compactness and cost-effectiveness.
Optical networks have long been the solution of choice for submarine, long-haul, and metro applications, thanks to the unparalleled capacity, energy efficiency and reach of optical fiber transmission. In recent years, optical network technologies have conquered inter- and intra-data center networks and have created tremendous growth in this sector. 
Building a mobile network will require optical connectivity to each radio antenna and a powerful optical backhaul network behind. So the mobile networking we all expect everywhere and which forms the basis for IoT or other smart networking applications will continue to rely on progress in the optical infrastructure to higher capacity, lower latency, increased programmability, enhanced reconfigurability, increased environmental hardening and significantly reduced power consumption.  
  Current access network solutions will evolve further to also fulfil future requirements of future applications for ultra-high speed and low latency.	Comment by Fabio Cavaliere: This is against the current trend of mobility of users and connected things.	Comment by Roberto Llorente Sáez: FTTH is more energy-efficient than any point-to-point of point-to-multipoint wireless service. Optical modulation and synchronization protocols are also much simpler than in wireless. I would keep the paragraph	Comment by Jörg-Peter Elbers: Additional text by Yvan Pointurier
Additional benefits such as their reliability and EMI (electro-magnetic interference) immunity make optical network technologies attractive also for applications such as critical infrastructures, factories of the future, private enterprise networks, and vehicular networks. 
, altogether advanced machine-learning processing in a  From ground-breaking discoveries such as new types of optical fibres and EDFAs over products such as WDM systems and 100 Gb/s transponders to global standards such as SDH and OTN, Europe has been at the forefront of optical communications R&D for many years.
Seven out of the top 20 network operators are headquartered in Europe while six out of the 20 largest optical equipment manufacturers have major R&D centres in Europe. By revenue, they represent more than 30% of the global optical equipment market. Two of the top 3 component manufacturers have operations in Europe and more than a hundred SMEs and universities provide complementary innovation on network, system, or component levels. Optical technologies leverage a telecommunication infrastructure market of 350 Billion EUR and impact more than 700,000 jobs in Europe [1].
 Yet, innovation cycles are fast and competition is fierce. New research challenges require a continued effort to defend and strengthen Europe's leading position. 
[bookmark: _Toc509414427][bookmark: _Toc37227252][bookmark: _Toc37231314]Flexible capacity scaling
The question of data traffic growth in optical networks is coming up periodically in the discussions of analysts. A few years ago, it was claimed there was a slowdown in the pace but these observations failed to notice that there was a massive transfer of data from public internet to the private intranets of cloud providers. Overall, the global data traffic has been doubling every 2-3 years over the past 15 years and it will continue to increase at an impressive rate. Extrapolations from today’s traffic predict rates of 10Terabit/s for opto-electronic Interfaces and over 1 Petabit/s for optical fiber systems by 2024 [2]. Moreover, these capacity analysis does not take into account the traffic increase in unexpected cases, as recently observed in Europe due to a health emergency condition in several State Members.	Comment by Roberto Llorente Sáez: There are not good analysis on this until now, to my knowledge. Some data:

https://www.businessinsider.com/coronavirus-akamai-high-internet-traffic-2020-3?IR=T

https://blog.cloudflare.com/cloudflare-during-the-coronavirus-emergency/
This evolution stumbles upon the most fundamental limits of physics which are: the Moore’s law on Silicon integration and Shannon’s limit on fiber capacity .  These limitations are already slowing capacity increase and will become gating items just a few years from now so urgent research efforts are necessary . There is a clear danger that a two-fold increase in the requested capacity will require doubling the amount of optical/electronic hardware. This will increase cost in a linear fashion and threaten future capacity growth. Obviously, disruptive approaches are now needed in optical networks in order to push Shannon’s and Moore’s limits out further. 
First, recent successful innovations will be exploited far beyond current status. It can be predicted that optical communications are moving to coherent everywhere. Once viewed as prohibitively expensive, coherent technologies will massively expand from long-haul systems into all fields of optical communications: to support the new generations of wireless systems beyond 5G, to offer enhanced broadband access, to cope with the growth of inter data center communications, to make edge cloud a reality for all and even to allow a new breed of intra-data center networks. Coherent is the most promising technology to bridge the gap which is caused by the Shannon limit, leveraging “shaped” modulation formats, flexible rates, and increased density WDM. Symbol rates in excess of 100 GBd, although they are challenging from technology point of view, are crucial to maintain the transportation per bit cost at the necessary levels to stimulate innovation.
Contemporary digital coherent technologies were essentially born in Europe in 2010 and Europe is in good position to gain leadership if it continues to innovate at fast pace. A mutualisation of research efforts to establish and drive new and upcoming standards is however required. We argue that a new flagship initiative “Open Coherent Communication Everywhere” tackling reach, capacity and cost considerations across all applications based on a common technological approach would be key in federating Europe's strengths. 	Comment by Fabio Cavaliere: Europe is not leading the coherent market
To expand network capacity beyond the Shannon’s and Moore’s limits, given by current fiber and integration technology, we need to exploit all dimensions in space and frequency, opening new optical wavelength bands and space division multiplexing. 
The exploitation of new wavelength bands will require advances in a wide range of technologies ranging from optical amplifiers, tailored to these new bands, to a wide range of opto-electronics devices and sub-systems; namely, tuneable lasers, optical multiplexers, couplers, optical mixers, photodiodes, wavelength selective switches and other optical switching solution. System design guidelines will also have to be revised and updated taking into account the new physical impairments which will undoubtedly come up in the new bands. Intensive research efforts are necessary along these lines. 
In parallel,  space division multiplexing must be investigated. This approach can offer significant capacity increase , either by multiplying fiber count in cables, or by introducing multicore or multimode fibers. Here again, new node and system architectures, new digital signal processing, new space division multiplexers, new switches, new optical amplifiers are needed along with the new fiber types needed. For space division multiplexing to become a cost-effective reality, a change of scale in component count per square millimetre will be required.	Comment by Roberto Llorente Sáez: Multicore fibre in a reality. Multimode is still open to efficient mode separation. I would keep "we must invest in space division multiplexing solutions"
Then, any improvement in fiber bandwidth, attenuation, and nonlinearity directly impacts the capacity of optical fiber systems, and the fibre plant itself is still amenable to such improvements. In particular, hollow-core fibres promise both larger bandwidth (up to several hundreds of nm) and much lower latency (30% lower) compared with standard fibers, at the cost of a much higher attenuation, which limits the transmission distance. The attenuation of those fibers is expected to decrease in the next decade. In parallel, improvement of the attenuation in the C-band is still possible, for instance using pure silica core fibers, showing that innovations are still possible in this field.   	Comment by Jörg-Peter Elbers: Text added by Y. Pointurier
Last, capacity can also be gained through margin reduction. Recent publications that doubling capacity, or even more, is possible through careful margin reduction, which has been rendered possible by the availability of a wealth of monitoring data in new optical networks, as further explained in Section 4.5. However, one should be careful not to jeopardize network operation when reducing margins, as margins are typically traded-off for reliability.
[bookmark: _Toc509414428][bookmark: _Toc37227253][bookmark: _Toc37231315]New switching paradigms
Future applications, such as autonomous driving, augmented/virtual reality and augmented workspace, will severely change architecture and dynamism in optical networks. Both new network architectures with edge clouds close to the end user and centralized clouds with flexible distribution of network and application functions will be required. Cloudlets at the edges can be viewed as "data centers in a box", that can be flexibly deployed at the network edge to meet the capacity or latency constrains required by the applications.
The optical transport network then can be seen as a programmable network fabric that  dynamically provides slices of distributed network, compute and storage resources to applications and tenants. Of course, switching is a necessary ingredient. Switching can be accomplished on layer 0-3 depending on technology availability and service requirements and may cross multiple vendor or operator domains.  With the trend towards disaggregated switch platforms, multi-layer switching functions often need to be orchestrated across multiple platforms. Technologies such as software-defined WAN (SD-WAN) move intelligence to the end-points of a connection and can use multiple transport options in-between to optimise cost, performance and survivability.	Comment by Fabio Cavaliere: FlexE and FlexO are sttandardized or going to be. No novelty in mentioning them.	Comment by Fabio Cavaliere: 100 us is teh vlaue for eCPRI.
Flexible coherent pluggable technologies for point-to-point and point-to-multipoint high-speed transmission will enable a tight integration with the packet layer. Novel white box solutions encompassing programmable packet forwarding technologies (e.g., P4, and its expected evolutions) and based on open node/network operating systems are needed for elastic networking, measurability, reliability, in-network operations, and embedded security of the packet-optical networks. 	Comment by Jörg-Peter Elbers: Suggested new paragraph by Filipo Cuggini
Flexgrid technology on the optical layer allows the introduction of a spectrum-as-a-service model offering the opportunity for a flexible network slicing in the wavelength domain. An operation over multiple wavelength bands and spatial dimensions requires new switch and transponder architectures which have not been discussed in great detail yet. Some applications may require network resources only for a very short time. Consequently, approaches enabling a faster reconfiguration (<1ms) on the optical layer and taking into account concerns such as amplifier power transients need to be developed.
While optical switching in commercial applications has so far limited to circuit switching, advances in photonics integration could allow optical flow or packet switching approaches to become practical, which were previously considered too costly or complex to implement. This opens up a range of new applications and use cases.
Research is required to investigate the benefits and drawbacks of different switch architectures on the network and application layers, to develop novel switching architectures and new routing protocols within, and to develop new semantic description and information models allowing the control of new devices by an SDN controller platform. 
[bookmark: _Toc509414429][bookmark: _Toc37227254][bookmark: _Toc37231316]Deterministic networking
While Internet mostly relies on a best effort traffic paradigm, the digitalization brings a multitude of applications in which reliability, latency and  signal quality need to be guaranteed (e.g. uRLLC = ultra-reliable low latency communication in 5G). Examples range from mobile fronthaul traffic over critical control applications in the vehicular and industrial space to high-resolution machine vision or augmented/virtual reality applications. Some of the most challenging requirements discussed today are <100µs latency (including fiber transmission which adds 5µs/km), <8ns timing error, and several tens of Gb/s bandwidth.	Comment by Fabio Cavaliere: I woudl not mention an "old-fashion" interface like CPRI in this document
Networking assuring end-to-end deterministic-performance is in the centre of attention that  includes, but is not limited to, controlled physical layer performance, guaranteed throughput of high-priority services, and upper bounds in QoS parameters such as latency and jitter. Typically, a precision timing solution is required to provide a time reference to all network nodes with sufficient accuracy. A central traffic management is desired to avoid an overbooking of the network and to be able to provide service-level assurance for the services running over the network. In addition, deterministic networking should also be revisited in the context of network and central office (CO) virtualisation. Research on how to achieve deterministic QoS targets while using function chaining over shared compute and network resources needs to be addressed. This includes study on hybrid use of electronic and optical switching as well as studies on the scalability of guaranteeing deterministic QoS for large number of flows/applications. A redundancy concept should ensure continued operation in case of an equipment or link failure. Some of the applications will have to run over a public network. In other scenarios private network builds are also possible or sometimes even required. In such cases, also the physical layer requirements may have to be adapted, creating the need for the development of ultra-high speed, low latency, and low jitter physical layer implementations. This is especially challenging in shared bandwidth applications, such as access networks, where changes to scheduling, signalling, and synchronization may be required to fulfil the QoS requirements.	Comment by Jörg-Peter Elbers: Text added by David Hillerkuss
Multiple options and technologies are being debated in standards bodies such as ITU-T, IEEE, and IETF and range from OTN over FlexE to time-sensitive Ethernet or IP approaches. However, the picture is not clear yet and the achievable performance of different methods need further investigation. Further research is required to determine the optimal solution set for a diverse range of applications, to develop the necessary planning and provisioning tools as well as the means for service assurance and performance verification.

[bookmark: _Toc509414430][bookmark: _Toc37227255][bookmark: _Toc37231317]Optical wireless integration
5G is deeply transforming the underlying transport network, due to several concurrent causes: the end-user capacity is increasing, the coverage of the mobile network becomes more dense, and a split architecture in the radio access network is introduced, where different functional splits between baseband and radio units are supported by the same transport network. The latter means that the traditional distinction between fronthaul and backhaul networks is blurred. Since it is impossible, for cost and operational reasons, to design dedicated networks for the considerable number of heterogeneous last-drop technologies, the adoption of a shared network infrastructure that makes use of common transmission and switching platforms is unavoidable. This is not a trivial task and will be the big network design challenge for several years from now. 
In principle, several candidate technologies exist for enabling the coexistence of fronthaul and backhaul networks. In practice, all require a redesign and a redefinition of their application space. For example, packet switching with new packet friendly fronthaul interfaces is likely to be implemented in scenarios where many users generate a low amount of traffic data each. However, the need to meet tight latency constraints (which can be as low as of 100 s) and deterministic delays across several packet switches may require the development of new framing, multiplexing and synchronization techniques that can guarantee the requirements of time-sensitive networking without losing the advantages of statistical multiplexing. The convergence of radio and fixed access, the necessity to support dedicated enterprise connections, and the transport of high bit-rate fronthaul signals corresponding to the low layer split options defined by the 3GPP will foster the adoption of interchangeable multi-layer switching platforms supporting various switching granularities that range from packet, to time-slot and wavelength channel level. This will lead to a further level of convergence, where a layered control plane offers to operators the ability to set up services in short time, while being unaware and totally decoupled from the underlying transmission and switching technology. However, the current transport networks based on OTN and DWDM are, in some respects, inadequate to support the requirements posed by the new generation mobile systems. 
In the emerging  new “mobile transport network”,  where it is of particular concern is to lower costs as well as to mitigate the jitter effects caused by complex justification mechanisms, the adoption of a  single time-division multiplexing hierarchy across all network segments (access, aggregation and the core) would be highly desirable . Moreover, 25 and 50 Gb/s channels, corresponding to low layer  radio functional split interfaces, should be multiplexed and transported in an efficient (i.e. with minimal overhead) and in a scalable way. At a physical layer, DWDM already has the formidable aggregate capacity capable to support 5G broadband services in densely populated areas, scaling up to several hundreds of Gbit/s/km2. However, breakthroughs in technology are still necessary to bring down the total cost of ownership, something that is seen as the necessary condition to justify the large-scale deployment of DWDM in x-haul (i.e. the network segment where mobile front- and backhaul as well as fixed access transport converge). Examples of enabling technologies here are: cost-effective 50 Gb/s (and beyond), optical interfaces with direct detection receivers capable of reaching distances up to 40 km in the 1550 nm window, possibly employing new modulation formats; tunable photonic integrated devices for compensating the chromatic dispersion; "lite" coherent transceivers with low DSP complexity as well as new technologies for developing cost effective and compact optical amplifiers. A new generation of coherent transceivers and optical amplifiers would also allow to implement fronthaul networks exploiting broadcast-and-select DWDM Passive Optical Networks (PONs) architectures. These technologies are to compensate the attenuation of passive splitters in the optical distribution node, which is a key issue for bit-rates 25 Gb/s and above. This scenario is of considerable importance as it enables the convergence of fixed access and fronthaul on PON fibre infrastructure which is capillary deployed, at least in big cities. For optical wireless integration, however, additional modifications and developments on the physical layer like protocols and transmission principles in the PON might be necessary to achieve the ultra-high speed, low latency, and low jitter required for radio applications. 	Comment by Jörg-Peter Elbers: Text added by David Hillerkuss
Another technological breakthrough would be the design of “fully colorless” DWDM networks, namely networks based on port agnostic devices which are offering the advantage to greatly simplify network provisioning, with lower installation and operational costs. Fully colorless networks require both tunable transmitters and reconfigurable optical add-drop multiplexers (ROADMs). Although ROADMs are widely used in wide area DWDM networks, current Micro Electro-Mechanical Systems (MEMS) or Liquid Crystal (LCoS) technologies can hardly scale their cost down enough to be applicable to an access network.  Novel system-on-chip devices based on silicon photonics could potentially reduce the cost by two orders of magnitude.  
All aforementioned transport technologies deal with digital radio split interfaces.  Analogue Radio over Fiber (A-RoF) is a well known alternative technology for the distribution of wireless signals: ideally, an A-RoF system acts as a mere medium converter, creating in optical fibre an exact copy of the radio signal on air, without further processing, with obvious benefits in terms of hardware complexity and power consumption. In practice, many performance issues remain to be solved before A-RoF can be deployed to the variety of scenarios where digital units are used today. Examples of challenges to be addressed by A-RoF systems are: noise mitigation techniques that compensate for the absence  of equalization and forward error correction mechanisms implemented in digital systems; and linear modulation and photodetection devices to decrease the effects of high peak-to-average power ratios and inter-modulation in multi-carrier wireless systems. Those two aspects are especially critical in 5G, due to the high order modulation format (256-QAM) and the high number of subcarriers (2048 OFDM) used in wireless systems. Furthermore, the introduction of millimetre waves necessitates  the development of linear devices with high signal bandwidth, up to 100 GHz. Centralized architectures, where the baseband processing unit is shared by a certain number of remotely placed radio units, meet operators’ plans for a reduction of the number of network nodes, and consequent saving of operational costs, but pose further challenges due to the increased link budget and the accumulated chromatic dispersion caused by the higher distance between antenna unit and central office. 
Finally, an important aspect to be addressed is the definition of an end-to-end control system, able to manage the interface with the packet switched core network and to monitor the quality of service for the whole link, encompassing A-RoF and packet switches. For example, one of the issues brought about by massive densification of cells is the high traffic fluctuation they experience due to the lower number of users served. As new fronthaul technologies capable of restoring the relation between the variable cell traffic and their fronthaul transport data rate (e.g., through functional split or variable-rate fronthaul), the control plane needs to coordinate statistical multiplexing of the allocated resources across the wireless, access transport and central office domains, merging priority and best effort applications over the same shared infrastructure.
[bookmark: _Toc509414431][bookmark: _Toc37227256][bookmark: _Toc37231318]  Optical network automation
The new flexibility and technology advances in optical networks, including increasing programmability and remote configurability at the device level, require advances in network control and automation, and autonomicity. Software defined optical networks (SDON) based on  centralized control and management provide the basic capabilities for new operational paradigms and network automation. With SDON, a centralized controller supports programmable flexibility of optical links in multi-layer, multi-domain optical networks with tuneable wavelengths and variable modulation schemes. It also allows multi-vendor ease of integration in the business and support systems. However, autonomic transmission and networking need to be further investigated.
Adopting SDN principles, including centralized deployments and the systematic adoption of unified data modeling frameworks, languages and open Application Programming Interfaces (APIs) allows an easier integration with Operation and Business Support Systems (OSS/BSS). This includes, in particular, the possibility of adopting dynamic and flexible pricing schemes and improved integration with billing systems. Open and standardized model driven control can integrate the optical network with OSS and payment systems to achieve new revenue streams for network infrastructure providers. The use of smart contracts will also allow cross-country end-to-end dynamic programmable connectivity.
As stated, the industry is slowly adopting a unified approach to device information and data modelling. The first initiatives mainly cover modeling low-level optical systems and devices such as transceivers, open line systems and ROADMs, in view of having common models across-vendors and, in particular, easing network control in the so-called disaggregated deployments, where individual components can be deployed and upgraded independently. However, modelling activities need not to stop at the optical device level and should cover other aspects related to network operation, including, for example, topology and inventory management or service description. This implies the need for a gap analysis of current modeling languages, identify shortcomings and limitations and extend them where required. This research and development activity should be carried out in view of subsequent standardization, avoiding the complexity of having multiple, often overlapping and incompatible models, frameworks and languages. This also involves finding a clear balance between de facto and de jure standards, combining the outcomes of Standards Defining Organizations (SDOs) and those of Open Source initiatives and projects, typically more agile and based on frequent releases, continuous integration and continuous deployment (CI/CD).
Control and Management solutions (in terms of actual products) tend to be monolithic, vendor-dependent and strongly coupled to the underlying infrastructure. However, due to operators evolving requirements and market pressure, and coupled to the softwarization trend and the adoption of unified modeling, a related industry trend is the disaggregation at the software level, and the progressive evolution towards more micro-services based architectures, where basic, reusable functional elements and modules are clearly defined, with standardized interfaces and reference points and can be composed and allocated depending on the actual needs.
Smart connectivity in the context of NGI requires additional solutions and innovations for optical network automation beyond simple programmability. Global reach and optimized local service delivery capabilities need to be combined in highly flexible and highly granular ways and should be available on-demand for the value chains of web-based software and IoT platforms.
Intent-based zero-touch provisioning of network services must be enabled for smart connectivity. Another key aspect for zero-touch control of optical networks is the introduction of network resilience in the transport domain, which is one of the key aspects for network cybersecurity. 
The advances in optical transmission and switching technology create new challenges for network automation and autonomicity. Spatial division multiplex (SDM) introduces an additional dimension of flexibility in routing and spectrum allocation. Margin-optimized transmission to maximize the fibre capacity requires dynamic re-routing and network re-optimization in case of performance degradation, e.g. due to aging effects or additional loss after fibre repairs.
The complexity of the underlying optical technology, resulting in a large number of interdependent configuration parameters, requires cognitive networks powered by streaming telemetry, real-time network measurements, Artificial intelligence (AI) and Machine Learning (ML). Optical devices can potentially produce a huge amount of operational and monitoring data. For example, coherent transponders inherently provide monitoring and sensing capabilities.Operators are eager to process and use such data, in view of the potential and promised improvements in network operation and automation procedures. However, this challenge involves the development of flexible architectures and protocols for streaming telemetry, for which it is commonly accepted that current methods are limited in terms of encoding efficiency, imposed overhead and sampling rate. Along with the new architectures and protocols, consensus needs to be reached which parameters are key indicators, so that common procedures and algorithms can be used in heterogeneous scenarios. It is also worth mentioning that telemetry does not only rely on retrieving data from one (or multiple) monitoring points, but also involves measurements at the network level, potentially requiring active network probes and joint processing of data measured at different places and times (spatial and temporal diversity). The design of such probes is also a challenge, since it is well known that it should not be disruptive affecting existing services or consuming an excessive amount of resources. As mentioned in Section 4.1, monitoring information can be leveraged to reduce network margins, especially during operation, through continuous re-optimization. However, just as active probes should not disturb existing services, both margin reduction and continuous network re-optimization should not come at the expense of a stable network. Conversely, continuous monitoring may help with improving network stability.	Comment by Jörg-Peter Elbers: Added by Y. Pointurier
 Streaming telemetry and continuous performance monitoring provides the data for AI and ML. Using model-based approaches and statistical analytics, SDN controller can observe the network behavior, analyze the performance, detect anomalies, and autonomously act and re-configure and optimize the network. However, the simplistic approach of “throwing” some machine learning algorithms on a large set of data will not achieve this goal. To fully utilize the expertise from big data analytics generally available, dedicated research activities for data curation and analytics, machine learning and artificial intelligence in optical networks are required.
Given the support that the optical infrastructure provides to 5G-based services, optical performance monitoring and analytics based on such data seems to be critical to understand the based-line performance of such upper layer services.
[bookmark: _Toc509414432][bookmark: _Toc37227257][bookmark: _Toc37231319]Security for mission critical services
Ever increasing interconnectedness not only of people but also of devices starting from huge power plants down to billions of IoT devices like sensors or appliances does not only increase the dependence on the network infrastructure but also expand the threat surface and therefore the vulnerability of every individual and of the society as a whole. Important threats do not only include hacking and espionage, but also network outages due to natural catastrophes as well as terrorism and sabotage against critical infrastructure. Therefore, it is getting more important, in addition to protecting computer systems and personal devices, to also better safeguard our network infrastructure against data leakage and unexpected service outages.
A signal on an optical fiber can be tapped, once the physical access to the fiber is available. At this point, the data of millions of users and billions of applications is exposed to theft and manipulation. Therefore, encryption and integrity of the data is essential and also needs to be kept at a level playing field with increasing threat scenarios (crypto agility). Improvements need to consider quantum-safety, for instance by post-quantum replacements of current algorithms or by provable and long-term secure data transmission of highly sensitive information using quantum communication with photons. Also, novel research directions like physical layer security for optical networks should be explored.
Adding redundancy is the conventional, but also expensive way to improve the reliability and resilience of networks. Alternative concepts, that are high on the research agenda today, are increased flexibility, massive monitoring and software control of optical networks. Data processing (e.g. by means of machine learning methods) can help to detect upcoming problems early and counteract in advance with the available flexibility. It should be possible to employ this functionality across the borders of a single networking domain.
The higher flexibility of optical networks, enabled through software controlled network elements (software defined networking, SDN), also increases the vulnerability of such networks to various kind of attacks and therefore security and resilience aspects need to be part of the concepts from the beginning (including both the hardware and software layers of the network). More generally, the design of network equipment needs to employ modern security and reliability paradigms (security by design) and apply modern software technology to foster efficient and secure implementation of increasingly complex network elements.
[bookmark: _Toc509414433][bookmark: _Toc37227258][bookmark: _Toc37231320]Ultra-high energy efficiency
With data centre traffic consuming nearly 2% of all electricity used today, cellular base-stations consuming a majority share of the overall operator energy [Ref], and the share of communications technology in overall world energy consumption growing over the last decade, there is an urgent need for a paradigm shift to greener IT technology. The same holds for switching, which is orders of magnitude more energy-efficient in the optical domain (specially, circuit switching) than in the electronic domain, at the obvious expense of reduced functionality/processing.	Comment by Roberto Llorente Sáez: Edler, T. (2008, April). Green base stations—How to minimize CO2 emission in operator networks. In Ericsson seminar, Bath Base Station Conf.	Comment by Roberto Llorente Sáez: Another more updated reference: Green and Sustainable Cellular Base Stations: An Overview and Future Research Directions
	Comment by Jörg-Peter Elbers: Suggested addition by Y. Pointurier
Increasing use of optical technologies within the IT and communications industries is one key opportunity to limit the increasing energy consumption against the massive growth of overall data capacity that networks and datacenters are handling. Since light can travel vast distances through fibres, fibre optics consumes only a fraction of the energy used by conventional technology that transports electrons via copper wires.
This means that higher reach and higher capacity interfaces can significantly reduce the energy consumption of networks as they reduce the number of optical interfaces and regenerations needed.
Also, the inherently low power consumption of optics can be directly used to reduce power consumption overall, if optical functions replace more power hungry electronics, e.g.:
· Functions may be turned off or switched into a low power mode if not in use
· Electronic processing can be bypassed more frequently through new control mechanisms that optimize traffic flows across network layers, particularly if combined with optical space and wavelength switching.
· Electronic interfaces of modern communications ICs are a strong driver of power consumption. Ways to replace those interface by lower power optical interfaces that are integrated or co-packaged with those chipsets can reduce power consumption substantially.
· The further drive to higher capacities and interface speed per electronic chip will make optical communication within chipsets as well as chip-to-chip a future necessity. 
[bookmark: _Toc509414434][bookmark: _Toc37227259][bookmark: _Toc37231321]Optical integration 2.0
Two developments, coming from different size scales, require progress in the field of optical and electronic integration: On one side, electronic integration advances, following Moore’s law, lead to increased interfacing requirements between electronic processing chips on a printed circuit board (PCB) or between PCBs. More numerous and higher speed lanes require the transition from high-power consumption electronic interconnects to optical interconnects to scale the increased processing power while limiting the power consumption. Here, integration of the optical components for transmission and detection of the high-speed signals into the electronic Silicon platforms is required. On the other side, increased data traffic in optical networks will require more and more high-speed optical interfaces, when exploiting wavelength and spatial multiplexing. To avoid scaling of cost and power consumption with the exponentially increasing data traffic, the development of standardized components for spectral and spatial unit cells are required [2].
Both applications point to Silicon Photonics (SiPh) as integration platform, enabling the use of Silicon mass manufacturing processes for optical applications. Also standard electronic packaging technologies can be leveraged, eliminating the need for expensive gold boxes and special assembly processes. Known as a low-cost platform for non-hermetic and high-temperature operation, Silicon provides good passive optical properties for routing, modulation and detection of light. It is a natural fit to also integrate RF electronics technology into this platform for driving and controlling the optical SiPh components. Projects in this field are well underway. It needs to be mentioned, however, that while Moore’s scaling of electronic memory and processors yields ever smaller structures in Silicon, this miniaturization is not feasible for optical components, where the telecommunication wavelengths on the order of a micro meter pose a size limit. Further integration of photonic and digital processing functions will require scale adaptation.   
Work is also required to enable active functionality, like lasing or amplification, into the SiPh platform. Initial projects are underway to integrate and structure III-V materials (e.g. Indium-Phosphide) into Silicon substrate as well as other passive materials (e.g. Silicon Nitride). It is crucial that this integration can be accomplished at wafer scale and without sacrificing the benefits of the silicon platform which are coolerless, non-hermetic, high temperature operation.
Further performance gains will be achieved by adding organic materials into the Silicon platform, providing very high optical coefficients and reducing the required driving power [3]. This will ultimately be beneficial for the integration of optical functionalities on every size scale.
Advances in photonic integration will pave the way for a raft of new IT and networking devices in which optical, RF and digital electronic functions can be combined, initially in multi-chip modules (MCM) comprising highly integrated CMOS dies and high-speed optical engine dies on the same substrate. Appropriate package design allows a reflow soldering of these components under standard process conditions.
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8. [bookmark: _Toc37227261][bookmark: _Toc37231323][bookmark: _Toc511140339]Network and Service Security



9. [bookmark: _Toc37227262][bookmark: _Toc37231324][bookmark: _Toc511140349]Communication Satellite Technologies
[bookmark: _Toc37132020][bookmark: _Toc37180156][bookmark: _Toc37227263][bookmark: _Toc37231325]Vision [Ana/Tomaso/Alessandro]
This chapter should describe the vision for the 2020-2030 and can be written on the basis of the introduction of the white paper plus an integration about the foreseen services. Satellite Operators view is instrumental here.
· SatCom Vision (Tomaso/Ana/Alessandro)
· Services to terrestrial 5G environmental monitoring, maritime, public safety, autonomous driving in remote area without terrestrial 5G coverage (Luis Perez-Freire, Ovidiu Vermesan); 
· Remote sensing service in remote area without terrestrial 5G coverage (Juergen Sturm);
[bookmark: _Toc37132021]
TBC
[bookmark: _Toc37180157][bookmark: _Toc37227264][bookmark: _Toc37231326]System architectures [Mario Marchese]
This chapter should integrate/harmonize contributions coming from:
SNS-3.7 New Constellations and system architectures
SRIA-7.4.1 HTS Broadband GEO
SRIA-7.4.2 HTS Broadband MEO
SRIA-7.4.3 LEO Constellations
SRIA-7.4.5 Nano-Systems
SRIA-7.5.2 Enabling Networking for NGSO (Non-Geostationary Satellite Orbit) Systems
Evolution of network architectures for space/terrestrial networking (Mobile Edge Computing and Fog; ICN and DTN; supporting the cloud-edge continuum in space )
Evolution of network architectures for space/terrestrial networking (Florian Zeiger, Siemens)
Satellite based IoT and Industrial IoT (LEO/MEO) (Florian Zeiger, Siemens)
Cloud interfaces / B2B interfaces and industry standards (Florian Zeiger, Siemens)
[bookmark: _Toc37132022][bookmark: _Toc37180158][bookmark: _Toc37227265][bookmark: _Toc37231327]Rationale
TBC
[bookmark: _Toc37132023][bookmark: _Toc37180159][bookmark: _Toc37227266][bookmark: _Toc37231328]Scope
[bookmark: _Toc37132024]TBC
[bookmark: _Toc37180160][bookmark: _Toc37227267][bookmark: _Toc37231329]Expected Impact
[bookmark: _Toc37132025]TBC
[bookmark: _Toc37180161][bookmark: _Toc37227268][bookmark: _Toc37231330]Evolved Satellite Networks [Michele Luglio]
[bookmark: _Toc37132026][bookmark: _Toc37180162][bookmark: _Toc37227269][bookmark: _Toc37231331]Rationale.
To really allow the satellite systems to be a component of the 5G network and to be considered one of the possible solutions to guarantee connectivity and best performance, as well as other technologies, it is strictly mandatory to push softwarization, implying to develop all the functions necessary respecting the NFV/SDN paradigm and 5G standard, including the functions implemented in the modem. Then, some functions shall leverage on cloud capabilities and on AI/ML, making SatCom fully compliant with terrestrial technology.
The adoption of a NFV framework standardizes the reference points along which the components interact among one another. It natively supports service chains, providing the basis for decomposition and provisioning of complex network services via a series of interconnected network functions, where each of which could reside in a different (virtual or physical) machine.
[bookmark: _Toc37132027][bookmark: _Toc37180163][bookmark: _Toc37227270][bookmark: _Toc37231332]Scope
The scope is to design and implement a number of functions realizing also a service chaining by constructing a forwarding graph interconnecting network functions in the NFV layer (Virtual Network Function Forwarding Graph - VNFFG). This concept is analogous to the IETF Service Function Chaining (SFC) standardization effort. A detailed, but non-exhaustive, list of virtualized functions to be developed to make the satellite network fully compliant with 5G architectures is: Transport Layer Optimization VNF, Deep Packet Inspection VNF (DPI-VNF), Adaptive modem and CODEC box, multi beam multi gateway, Bonding proxy, Virtual Cache, Virtual PEP. Some of the listed activities may imply the redesign of the radio access and physical layer to be suitable with these paradigms. More ambitious virtualization research could address the SatCom mission segment functionalities enabling: higher degrees of automation, the instantiation of satellite resources, multi-tenancy schemes and secure SatCom infrastructure “virtual” fragmentation, enhanced and more accessible SatCom resource allocation and usage, hopping beams payload capability. The need to cope also with mobility shall imply to develop efficient and seamless handover at beam, gateway, and satellite level, considering also the advent of the forthcoming big constellations. As a consequence, suitable orchestration schemes, fully centralized or distributed to better cope with the increase of processing delay, shall be developed. The heterogeneity of the technologies involved in the setup of complex architectures requires the definition of new network management models, unifying the different models, each one referred to a single technology, to get a flexible and consistent network management plane, with consequent implications also at system orchestration and security level.
[bookmark: _Toc37132028][bookmark: _Toc37180164][bookmark: _Toc37227271][bookmark: _Toc37231333]Expected impact
The outcomes of these activities are expected to be the availability of a full set of virtualized functions to be utilized by service providers and virtual telecom operators (agnostic from technological point of view but wishing to achieve the best performance satisfying user requirements) installed on servers along the network infrastructure, ready to be instantiated when needed. The network management will be particularly impacted in terms of resource allocation and dynamicity. The impact will also be an increased use of the satellite segment because no longer depending on the capability to convince content providers, OTT, telecom operators and verticals that they need the satellite but on the optimization of network management algorithms which will utilize the satellite when this really improves performance and increases efficiency. In terms of performance in strict sense, an additional contribution to overall latency introduced by cloud computation shall be taken into account.
The most promising service scenario in which the utilization increase can be more meaningful is CDN management. Both satellite terminals and (more futuristic) payload may be equipped with caching capabilities but, mainly, taking advantage of the intrinsic best cost/effectiveness of satellite-based architectures to set up multicast connectivity, the feed of already deployed CDNs directly through a satellite link has been demonstrated to be optimum and can represent an interesting market perspective.
The development and deployment of networks based on virtualized functions, which will include the satellite segment among the possible technologies to be used to provide efficient services due to the introduced flexibility, will also unleash new business cases for virtual operators. In fact, it will be possible to set up complex networks optimized on specific services satisfying the relative requirements and QoS transparently for the final user who may not be aware to use the satellite but will just enjoy the performance improvement.
[bookmark: _Toc37132029][bookmark: _Toc37180165][bookmark: _Toc37227272][bookmark: _Toc37231334]Optical based Satellite Communications [Tomaso De Cola]
This chapter should integrate/harmonize contributions coming from:
SNS-3.4 Optical based Satellite Communications
[bookmark: _Toc37132030][bookmark: _Toc37180166][bookmark: _Toc37227273][bookmark: _Toc37231335]Rationale
High Throughput Satellite (HTS) systems are necessary to provide 5G (and beyond) data services in geographical areas where terrestrial networks are not available or the correspondingly offered capacity is saturated or scarce. To achieve aggregate data rates of few Terabit/s in future networks, a very large number of spot-beams with aggressive frequency reuse are needed for RF access, hence making the feeder link the bottleneck of the HTS system. Amongst the different solutions proposed, using optical wireless technology in the feeder link is certainly particularly appealing for the following reasons: 
· Wider EM spectrum. The achievable data rate in a point-to-point optical wireless link can be few orders of magnitude larger than with an RF wireless link. 
· License-exempt. Optical wireless systems do not require a license for operation. 
· Interference management. The propagation conditions of the optical wireless channel, as well as the high directivity gain of the optical wireless transmitter and receiver telescopes, mitigates notably the interference that is generated in ultra-dense deployments.
[bookmark: _Toc37132031][bookmark: _Toc37180167][bookmark: _Toc37227274][bookmark: _Toc37231336]Scope
information that is received from the gateway. In the “ideal” case of a fully regenerative payload, the optical feeder link terminates in the satellite; therefore, robust Forward Error Correction (FEC) can be used to correct the long burst of bit errors that the turbulent optical satellite channel introduces. Moreover, this approach enables the implementation of advanced signal processing mechanisms on-board the satellite, such as beam precoding, enabling higher spectral/energy efficiency. In contrast, the fully regenerative payload demands the highest processing power on-board the satellite and gives limited flexibility to adapt to modifications on the communication standard during the lifespan of the HTS system. Therefore, transparent non-regenerative “bent-pipe” solutions should be initially implemented regardless if they are analog or digital transparent. 
In the analog transparent payload, the instantaneous value of the RF signal modulates the Intensity of the feeder link Laser Diode (LD). The most practical approach to implement the analog transparent optical feeder link consists in multiplexing the RF signals intended to the spot-beams of the HTS on a different wavelength in the infrared spectral window (1064/1550 nm). This Wavelength Division Multiplexing (WDM) solution enables high flexibility due to its channel scalability. For example, typical dense WDM systems in the C-band (1525-1565 nm) can accommodate 40 (80) optical channels at 100 (50) GHz spacing. For ultra-dense WDM solutions, 25/12.5 GHz spacing is also possible. The random turbulence that exist in the atmosphere leads to wave-front distortion and scintillation. For the uplink, the smaller aperture size of the receiver telescope leads to deep turbulence-induced fading events. For the downlink, the spatial dissemination of the received beam creates a similar effect after coupling the received optical signal into a Single-Mode Fibre (SMF). Different techniques exist to mitigate the effect of turbulence, such as 1) transmit micro-diversity schemes, adaptive Optics, and macro-diversity schemes. 
On the other hand, in the digital transparent payload, I/Q components of the baseband radio signal are oversampled and quantized to guarantee an acceptable Signal-to-Distortion Ratio (SDR). After that, the resulting sequence of bits modulates (digitally) the optical carrier of the feeder link. In the digital transparent payload, only limited signal processing capabilities are required on-board the satellite to reconstruct the complex-valued I/Q baseband signal; moreover, Forward Error Correction (FEC) can be used to protect the transmission against the impairments of the optical turbulent channel. Unfortunately, the digital transparent approach limits the aggregate data rate that the HTS system can support, as the digitalization process expands many times the original bandwidth of the complex I/Q baseband signal that wants to be transported.
[bookmark: _Toc37132032][bookmark: _Toc37180168][bookmark: _Toc37227275][bookmark: _Toc37231337]Expected Impact
The main expected outcome is to identify a unified technology for the implementation of the optical feeder link. So far, mostly theoretical studies have been reported on the literature on the different implementation approaches. Nevertheless, if a common standardized solution is found in a reasonable time window, large-scale experimental trials could be later organized, paving the way to a full implementation of the technology in an operative HTS system. This way, a giant leap will be taken to integrate the satellite segment into the Beyond 5G landscape.
Once the implementation approach of the optical feeder link is defined, different signal processing methods to mitigate the impact of the impairments introduced by the optical components of the feeder link, the electrical components of the access link, and the different effects that the atmosphere creates on the optical signal mainly (i.e., turbulence, particles, etc.), should be also taken into account. For this purpose, a consensus on the requirements and implementation limitations should be clearly defined, including the use-cases in which the HTS systems will be involved and the KPIs that should be maximized.
[bookmark: _Toc37132033][bookmark: _Toc37180169][bookmark: _Toc37227276][bookmark: _Toc37231338]Reconfigurable payloads [Eva Lagunas]
This chapter should integrate/harmonize contributions coming from:
SNS-3.5 Software defined payloads
SRIA-7.4.4 Highly Flexible Payloads
SRIA-7.4 Space Segment
TBD (Florian Zeiger, Siemens)

[bookmark: _Toc37132034][bookmark: _Toc37180170][bookmark: _Toc37227277][bookmark: _Toc37231339]Rationale
New generation of high-throughput broadband satellites will offer unprecedented operational flexibility. The up-coming fully digital and modular payloads brings unrivalled adaptability and agility enabling dynamically resource allocation to assign much higher capacity to designated areas, while other areas with less traffic demand are being illuminated only to gauge demand.
Satellite-service providers are thus investing in reconfigurable payloads in order to provide premium customer experience, while at the same time being able to adjust the satellite missions, even once they are on orbit.
[bookmark: _Toc37132035][bookmark: _Toc37180171][bookmark: _Toc37227278][bookmark: _Toc37231340]Scope
Payload softwarization is the key development that facilitates the system reconfiguration to accommodate dynamically changing demands, optimizes cost and processes, and enables self-management and automation of operations. The latter combined with a full digital implementation has multiple advantages, namely beam forming allowing any beam layouts (or their combination), full routing allowing any network topology, gradual deployments, dynamic power and bandwidth allocation and interference mitigation techniques. In particular, the new on-board processing capabilities combined with the emerging role of active antenna systems, open the door to advanced resource management techniques capable of maximizing the satellite resource utilization while maintaining QoS guarantees, and dynamically matching the distribution of the satellite capacity on ground to the geographic distribution of the traffic demand and following its variations in time. To this end, the deployment of active antenna systems on-board represent an additional degree of freedom allowing beam reconfiguration over time.  
In a mid-term future, regenerative payloads (demodulation) are foreseen to enhance signal and remove impairments affecting the uplink. Moreover, with the aim of reducing latency and the launching costs, lower orbit constellations are gaining momentum by providing satellite-based data services with a superior end-user experience. The coordination of these small satellites is tightly connected to the resource allocation strategies, not only for maximizing the performance of the forward link, but also to optimize the ground segment (e.g. number of gateways and feeder link allocation/diversity). Inter-Satellite Links (ISL) additionally provide solutions to drive these developments.
[bookmark: _Toc37132036][bookmark: _Toc37180172][bookmark: _Toc37227279][bookmark: _Toc37231341]Expected Impact
Software-based satellite systems bring important improvements from a network management point of view, by allowing a better orchestration of the satellite resources. Unavoidably, “softwarization” will expand to the whole satellite ecosystem, replacing the custom hardware solutions, resulting in a more flexible and dynamic system with overall better performance and efficiency. Footprints, frequencies and power can be dynamically changed over time to follow the business evolution with the potential to adapt continuously to optimize usage. However, standardization and production in series are key to achieving CAPEX reduction.
[bookmark: _Toc37132037][bookmark: _Toc37180173][bookmark: _Toc37227280][bookmark: _Toc37231342]Radio Access Network beyond 5G and 6G [Alessandro Vanelli-Coralli]
This chapter should integrate/harmonize contributions coming from:
SNS-3.2 Radio Access Network: beyond 5G and 6G
SRIA-7.3.1 Physical layer: Radio resource Management
[bookmark: _Toc37132038][bookmark: _Toc37180174][bookmark: _Toc37227281][bookmark: _Toc37231343]Rationale
In recent years, Radio Access Network aspects have been deeply studied and discussed, in the framework of the NTN integration into the 5G ecosystems. Studies have clearly had an impact in 3GPP and shown the feasibility of such integration and the suitability of the terrestrial solutions to the characteristics of the non-terrestrial scenarios.
It has been shown that, with limited and acceptable modifications, the NR air interface can be adapted to the NTN case, thus introducing a completely new dimension in the overall 5G ecosystem. At the same time, it is also clear that the potentiality of the NTN component, considered in its widest sense as the combination of space-born and air-born platforms interacting in different orbits and with different constellations, can be further empowered by future research and  development activities addressing those RAN aspects that can benefit from a design that takes into consideration the NTN strengths and peculiarities, from the very beginning.
In this context, the specific challenges posed by NTNs to the RAN design span all of the system elements, from the ground segment to the payload, from the design of the constellations to the frequency bands and spectrum usage.
[bookmark: _Toc37132039][bookmark: _Toc37180175][bookmark: _Toc37227282][bookmark: _Toc37231344]Scope
The new multidimensional and multi-layered communication architecture devised for 5G, which will find its full complexity in the Beyond 5G and 6G generations, will call for a drastic change in the air interface design paradigm that will see the flexibility, adaptability, and overall efficiency of the RAN design to become predominant with respect to the classical approach of spectral efficiency maximization.
Notwithstanding the need of exploiting every single hertz at its maximum, the research and development activities related to the Radio Access Network shall focus on the design of techniques able to flexibly and dynamically adapt to different requirements, scenarios, and conditions by maintaining at the same time extremely high spectral and energy efficiencies. In particular, the introduction of GSO and NGSO constellations, active antenna payloads, aggressive frequency reuse call for a RAN design aware of the peculiarities of the NTN component so as to satisfy the overall system KPIs.
Also, for those scenarios where the system requirements call for a shift from a bent pipe to a reconfigurable and regenerative payload approach, it is of a paramount importance to address the design of highly reconfigurable RAN techniques that, thanks to Software Defined Payloads (see the Software defined payloads section), allow the NTN component to adapt to the ever-changing communication scenarios without the need of costly updates of the flying nodes.
The support of multiple logical networks, and even multi radio access, increases the complexity and requires enables as AI/ML in cooperation with data mining solutions (see the Machine Learning for SatCom section).
[bookmark: _Toc37132040][bookmark: _Toc37180176][bookmark: _Toc37227283][bookmark: _Toc37231345]Expected Impact
[bookmark: _Toc37132041]The expected outcome is the design of a unified air-interface that can provide connectivity in an heterogenous environment, where users may access the network through terrestrial and satellite links, and a reconfigurable radio access network that can be dynamically adjusted to changing conditions and requirements and ease the co-existence of different services. The expected outcome related to radio access network opens new research avenues. As it is summarized in [13], the research and development activities addressing the Radio Access Network of the Beyond 5G and 6G future systems shall provide support for:
· Space-borne and air-borne integration;
· GSO and highly NGSO constellations (down to vLEO for the space-borne platforms) ;
· Multilayer integration and handover;
· Multi NTN system integration;
· Highly flexible and adaptable air interface for reconfigurable, regenerative, and softwaredefined payloads;
· Advanced Radio Resource Management algorithms to allow satellite beams to overlap terrestrial cells and also a seamless terrestrial-satellite integration;
[bookmark: _Toc37180177][bookmark: _Toc37227284][bookmark: _Toc37231346]Antennas [Thomas Delamotte]
[bookmark: _Toc37132042][bookmark: _Toc37180178][bookmark: _Toc37227285][bookmark: _Toc37231347]Rationale
The next generation of satellite communication systems requires a paradigm shift in the field of antenna technologies. Whereas current solutions are mainly based on relatively small reflector antennas with fixed beam patterns, future applications will necessitate the use of larger and/or more flexible antennas able to support higher frequency bands (from Ka-band up to optical bands). These innovative technologies will especially enable the generation of narrower beams for a more efficient use of power and spectral resources. The steerability of the beams will also play a key role to cope with the dynamicity of the traffic demands and avoid interference between different systems (GEO/non-GEO, satellite/terrestrial). Advances in antenna design will thus be of paramount importance to make satellite systems ready for very high throughput requirements and fulfil the challenges of multi-orbit and mobility scenarios. 
[bookmark: _Toc37132043][bookmark: _Toc37180179][bookmark: _Toc37227286][bookmark: _Toc37231348]Scope
Active antenna arrays 
Active phased arrays and metasurface antennas offer the flexibility required for future systems.  Whereas phased arrays rely on many low gain active elements (including especially power amplifiers and phase shifters), metasurface antennas exploit artificial materials whose properties can be modified to produce a desired radiation pattern. An advantage of metasurfaces over typical phased arrays is their lower power consumption and cost. It should however be mentioned that advanced approaches for the design of phased arrays (e.g. sparse arrays) have been proposed to improve the power efficiency and reduce their cost. Low-profile electronically steerable antennas are advantageous for the ground segment design since they can be integrated in the structure of mobile platforms (cars, planes, etc...) contrary to complex mechanically steerable reflectors. This will enable to efficiently establish connectivity with different satellite systems operating in various orbits. Active antenna technologies will also impact fully flexible GEO and non-GEO satellite payloads with the ability to create a given beam response and support null-steering in any direction and at any time. Full use of the Ka-band along with tight tracking beam footprints, spectrum reuse and adaptive resource control will support the growth of the satellite industry in the coming years. For an optimal compromise between the flexibility and the power/mass requirements of the payloads, hybrid analog/digital beamforming architectures will play here a central role.      
Large apertures 
Some use cases in next-generation systems will also require the generation of very narrow beams (e.g. to form extremely small main beam footprints with a high power density from a GEO very high throughput satellite). Here, large deployable reflector antennas (∼5-30m diameter) represent an appropriate solution. In the coming years, this technology will be mature enough to support frequencies up to the Ka-band. Moreover, the structure of such large antennas will allow a reconfiguration of their shape to adapt the coverage during the operational lifetime of the satellite. However, the maximum diameter of large deployable antennas will be limited by size and weight constraints. If footprints of only a few kilometers must be obtained, a different approach will have to be considered to form a larger effective aperture. Cubesat swarms are in this case a promising approach. They consist in the deployment of a large number (>100) of small spacecrafts flying in formation to obtain a coherent antenna array of up to several kilometers in diameter. A distributed array is also advantageous in terms of maintainability, scalability and flexibility as elements can be independently added or removed without significantly affecting the system operation. The principle of distributed coherent arrays will also be of interest on ground to build feeder link gateway stations with small aperture antennas instead of using an expensive single large aperture. Meanwhile, due to the challenges still encountered in the design of large-scale distributed arrays (e.g. time and phase synchronization), technological maturity will only be reached within the next decade.   
Multiple antenna technology 
Since future systems will mainly use spatially separated antenna elements on Earth (gateway stations, users in a multibeam coverage) and in space (antennas on one or several payloads), advanced spatial multiplexing approaches will be used to improve spectral efficiency. The approach which is known as the multiple-input-multiple-output (MIMO) scheme enables to transmit independent signals in the same time and frequency resources and is already widely used in terrestrial networks. The use of multiple antennas can moreover provide additional gains and features for transmission and communications security on the physical layer.
Optical terminals
Optical bands provide significantly larger bandwidth and enable the design of antenna terminals with lower power and mass requirements than radio frequency technologies. Moreover, thanks to the high antenna directivity in these bands, no frequency regulation is necessary, and the link security can be inherently guaranteed. Optical terminals thus appear as a promising solution to establish very high throughput intersatellite and ground-to-space/space-to-ground links. The optical technology will however need to fulfil demanding pointing accuracy requirements (on the order of a few µrad) to avoid a failure of the links. Earth terminals will also have to cope with strong atmospheric turbulences. To this end, approaches such as  adaptive optics or multiple aperture ground stations can be considered.        
[bookmark: _Toc37132044][bookmark: _Toc37180180][bookmark: _Toc37227287][bookmark: _Toc37231349]Expected Impact
The development of new antenna designs will be a key enabler for the seamless integration of satellites in existing and future wireless networks. In a digital world where connectivity anytime, anywhere will be required, flexible beam steering will allow the operators to effectively respond to the traffic demands whereas end users will be able to benefit from high speed and lower latency connections with non-GEO satellite constellations. Innovative design methods and mass production are expected to significantly reduce the costs of adaptive antennas. On the other hand, on-going activities in the domain of large deployable reflector antennas have also brought advances which will impact in the coming years the design of GEO ultra-high throughput satellite systems for which high power density and/or very small beams will be required. To further increase the effective aperture size, cubesat swarms also appear as another promising solution. Their technical maturity will however only be attained on a longer-term perspective. Finally, optical terminals will pave the way to highly directive intersatellite and ground-to-space/space-to-ground links with very high throughput.   
[bookmark: _Toc37132045][bookmark: _Toc37180181][bookmark: _Toc37227288][bookmark: _Toc37231350]Spectrum usage [Jose Sanchez]
This chapter should integrate/harmonize contributions coming from:
SNS-3.1 Spectrum usage
[bookmark: _Toc37132046][bookmark: _Toc37180182][bookmark: _Toc37227289][bookmark: _Toc37231351]Rationale
TBC
[bookmark: _Toc37132047][bookmark: _Toc37180183][bookmark: _Toc37227290][bookmark: _Toc37231352]Scope
TBC
[bookmark: _Toc37132048][bookmark: _Toc37180184][bookmark: _Toc37227291][bookmark: _Toc37231353]Expected Impact
TBC
[bookmark: _Toc37132049][bookmark: _Toc37180185][bookmark: _Toc37227292][bookmark: _Toc37231354]Artificial Intelligence for SatCom [Miguel A. Vazquez]
· TBD (Florian Zeiger, Siemens)
· Artificial intelligence in radio technology where traditional signal processing is not completely effective or efficient, e.g. in channel modelling and estimation, signal classification, non-orthogonal multiple access (NOMA) or beamforming and hybrid precoding in MIMO systems (Luis Perez-Freire)
[bookmark: _Toc37132050][bookmark: _Toc37180186][bookmark: _Toc37227293][bookmark: _Toc37231355]Rationale
The NewSpace economy is primarily dominated by the necessity of substantially reducing the operational costs of satellite systems. This fact involves rethinking the entire set of space operations from both ground and space segment. Similarly, to other industries (e.g. automotive), satellite communication stakeholders are targeting a digitalization and automation of many functionalities currently managed by engineering experts. For instance, managing unintentional interferences constitutes one of the major time consuming and; thus, expensive roles of the satellite control centre [20]. Reducing the time-to-react of interference events by automating its detection and classification represents a relevant cost reduction and quality-of-service increase to the satellite customers. 
New satellite technologies will also require their proper automation with the aim of being competitive in the global internet access. In particular, the deployment and management of mega-constellations presents a challenging multiagent problem. These systems do not only present issues on the possible collision of different space elements, but also its radiofrequency emissions which may cause interference to other GEO or NGEO systems. In this context, automating system level decisions is a must since human intervention might be very difficult. Artificial intelligence allows fast decision-making even in millisecond timescales in order to meet full potential of integrated systems consisting of space-borne, air-borne and terrestrial components. This could include predictive spectrum allocations, predictive routing, and even autonomous replanning at the satellite without the delays introduced by the decision-making loops on ground. 
The integration of satellite and terrestrial networks obviously calls for adequate resource allocation schemes, considering traffic variations across the entire network as well as the characteristics of the various links over which data delivery should be carried out. Given the high heterogeneity of networks in play, an efficient resource allocation concept must be implemented at the different layers of the protocol stack. In a first instance, the simultaneous use of different frequency bands as well as the opportunistic access of the same one will have to be properly coordinated by means of adequate cognitive systems. As such, efficient spectrum management will be of paramount importance to mitigate and where possible avoid cross-link interference. In turn, the capacity request from different vertical services will have to properly map on different network slices, to properly met QoS guarantees across the entire network. To this end, efficient joint resource allocation schemes will have to be developed, depending on the different traffic flavor and network condition variations over time. Therefore, the use of AI/ML concepts will play an important role, especially in the short-term prediction of operative network conditions, as it will be instrumental to efficient network selection and therefore the consequent resource allocation.
Considering the above discussion, we think that satellite communication industry is dealing with a short-term automation process of already launched systems and a medium/long term technology development of forthcoming systems based on GEO and NGEO satellites. Although some of the functionalities of the mentioned systems could be tackled by rule-based tools (e.g. if A then do B else do C), other mechanisms would require the use of machine learning techniques. In the following, we provide some examples of potential usages of machine learning in SatCom.
[bookmark: _Toc37132051][bookmark: _Toc37180187][bookmark: _Toc37227294][bookmark: _Toc37231356]Scope
While spectrum sensing signal processing approaches have been studied and deployed during decades, certain interference detection aspects that appear in satellite operations would require additional approaches. For instance, in band interference or intra-system interference which consists of having the same signal duplicated in the same frequency bin. For these spectrum monitoring scenarios, the use of deep learning could potentially allow the detection of a variety of spectrum events [A]. Once the interference is detected, satellites being launched this year will have the capability of reacting to this situation in order to meet the customer service level agreements. This involves to judiciously change the frequency allocation, transmit power and beamforming of the satellite payload. Although an operator could try to provide a new configuration based on the location of the undesired interference and the affected bands, an automated system able to configure the payload will reduce the time-to-react. This configuration update can be based on genetic algorithms [B], [C] with a potential support of deep learning regression techniques [C]. 
Finally, mega-constellation systems offering capacity to mobile users such as vessels and airplanes must tackle a two-level dynamic environment: the satellite and the user terminals. This varying system must be able to deal with potential hotspots beams (i.e. a coverage area which a high demand) that change over time and satellite. Although a classical data fusion between satellite and user terminals trajectories may help in detecting these hotspots, demands and motion present a stochastic nature which could be tackled via data-driven algorithms. In other words, the past detection of hotspots may support the inference of future ones.
Future satellites serving multiple, very different user applications may want to support AI/ML directly within the satellite and offer these AI as a service for end user applications. Recent advances in embedded AI accelerators promise significant performance and lower energy consumption so the integration into a flying edge cloud is possible. This can enable a multitude of new applications, i.e. pre-processing image data or meeting intelligent control decisions.
[bookmark: _Toc37132052][bookmark: _Toc37180188][bookmark: _Toc37227295][bookmark: _Toc37231357]Expected Impact

As a general statement, the adoption of machine learning mechanisms by the SatCom industry aims to increase the efficiency of current systems by reducing the operational costs and the processing time of certain operations. At the same time, in the future systems it is envisioned that some functions, due to its complexity, will not rely on classical operations but on data-driven techniques. The digital transformation of the satellite industry will allow to discover new potential opportunities. Having an easy access to data sources will promote the creation of innovative SMEs and innovation departments in big companies able to provide data-based solutions to unexplored SatCom aspects.
[A] Sreeraj Rajendran, Wannes Meert, Vincent Lenders, Sofie Pollin: Unsupervised Wireless Spectrum Anomaly Detection With Interpretable Features. IEEE Trans. Cogn. Comm. & Networking 5(3): 637-647 (2019).
[B] M. Á. Vázquez, P. Henarejos, J. C. Gil, I. Parparaldo, A. Pérez-Neira, Artificial Intelligence for SATCOM operations, in Proceedings of SpaceOps Operation 22-25 May 2020, Cape Town (South Africa).
[C] M. Á. Vázquez, P. Henarejos, A. Pérez-Neira, E. Grechi, A. Voight, J. C. Gil, I. Pappalardo,  On the use of AI for satellite communications, IEEE SSC Newsletter December 2019.
[D] Yoshua Bengio, Andrea Lodi, Antoine Prouvost: Machine Learning for Combinatorial Optimization: a Methodological Tour d'Horizon. CoRR abs/1811.06128 (2018)
[bookmark: _Toc37132053][bookmark: _Toc37180189][bookmark: _Toc37227296][bookmark: _Toc37231358]Security [Barry Evans]
This chapter should integrate/harmonize contributions coming from:
SNS-3.9 Security
SRIA-7.6.3 Security
Combination of Signal Intelligence and Artificial Intelligent techniques to increase security at radio-level, aimed to detect and countermeasure threats like jamming or spoofing (Luis Perez-Freire)
[bookmark: _Toc30449046][bookmark: _Toc37132054][bookmark: _Toc37180190][bookmark: _Toc37227297][bookmark: _Toc37231359]Rationale
There is a potential for running large number to applications and services over a hybrid satellite and mobile networks. Therefore, it is not enough to just provide end-to-end security at the application layer (such as encrypted video stream at the application layer). In 3GPP 5G standards new network security  schemes are incorporated and as we look more towards integrated systems with satellite being used to roll out 5G security systems must operate over mixed delivery systems. There is a challenge here to involve the special characteristics of satellite systems. There is need to address security problems for the future hybrid satellite and mobile networks and the new services applications. In addition more emphasis is being placed on interplanetory systems as we focus on lunar and then mars missions where again security in these environments needs to be visited.
[bookmark: _Toc30449047][bookmark: _Toc37132055][bookmark: _Toc37180191][bookmark: _Toc37227298][bookmark: _Toc37231360]Scope
There is a potential for new security topic in future satellite Communication such as:
1. Satellite and future mobile networks security integration:
An example of future mobile networks is the 3GPP 5G system. There is a need to address the security interworking between the two systems (satellite and future mobile networks).  3GPP defines two interfaces for native 5G and non 5G access networks:
1. 5G native interface with 5G-AKA (Authentication and Key Agreement) procedures: This means tighter satellite integration into the 5G security system.
2. Non-3GPP Interworking Unit (N3IWF): Satellite will use a recently defined EAP-AKA procedures. This implies looser security integration than 5G-AKA.
There is a need for detailed security analysis of the two scenarios above, supported by simulation/emulation or real-life demonstrators. 
2. Blockchain Technology (BCT) for secure SatComs
Most of the previous security studies focused on key management authentications and routing protocols.   BCT is a decentralized and distributed database invented by Satoshi Nakamoto in 2008 and used widely in digital currency.  The main property of BCT is, it provides and authenticated record of history of changes such as configuration and re-configuration history of the satellite and space information network. Therefore, there is need to explore the advantages BCT in future satellite networks such as resilience to DoS, DDoS and insider attacks. Also BCT challenges should be examined as well, such as public and private BCT, the BCT database storage and distribution for all satellite nodes in the network.
3. Quantum Key Distribution (QKD) and key management over satellite
QKD is now a mature quantum communication protocol which allows the verifiably secure sharing of encryption keys between two communicating parties. There has been a series of proof-of-principle demonstrations of satellite-based quantum key distribution in 2017.  There is a need now to expand the QKD key-management aspects such as access control, primary and secondary communication security key derivations and key lifecycle management.
4. Secure multicasting over satellite:
Multicasting is an important use case in satellite and future mobile networks such as using Multi-access Edge Computing (MEC) platform for Content Delivery Network (CDN) integration with efficient edge content delivery. Assuming that the current multicasting technical challenges in mobile networks are resolved such as MBMS, then secure multicasting should also be analyzed in detail, such as group key management and access control. ESA have had previous studies on secure IP multicasting over satellites. Therefore, the secure group communications should be re-examined in the context of multicast key management architecture and security interworking in hybrid satellite and future mobile networks environment.
[bookmark: _Toc30449048][bookmark: _Toc37132056][bookmark: _Toc37180192][bookmark: _Toc37227299][bookmark: _Toc37231361]Expected Impact
Good security solutions will be essential and a strong enabler for the integration of satellites for the new 5G applications such as smart cities Intelligent Transport Systems, eHealth, smart content distribution and Industry 4.0 (including Industrial IoT, IIoT) as well as extensions of space networks to the planets.
[bookmark: _Toc37180193][bookmark: _Toc37227300][bookmark: _Toc37231362]Communication, Computation and Storage [Ángeles Vázquez-Castro]
SNS-3.7 3.7 New Constellations and system architectures
SNS-3.9 Security
 
[bookmark: _Toc37180194][bookmark: _Toc37227301][bookmark: _Toc37231363]Rationale
The challenge of efficient operation of large multi-layer non-terrestrial architectures of in-orbit nodes call for a higher level of structure. It is no longer enough a hierarchy of non-terrestrial nodes based only on orbit, size and communication aim. Hence, the in-space nodes (possibly software-based) can be given different functions/roles in the converged network. This will not only facilitate (possibly software-based) control and operability but also new business models.
A fundamental functional distinction in upcoming applications and services is communication and computation (e.g. as required for AI), both requiring storage at different levels. With this distinction of communication, computation and storage, it is possible to foresee different orbital planes/layers of nodes providing services to other planes/layers of nodes. As an example, while data gathering is clearly more efficiently performed by LEOs, the large amount of required data storage can be serviced by a GEO layer, which can both perform computational services on the data and/or download to Earth also more efficiently.
[bookmark: _Toc37180195][bookmark: _Toc37227302][bookmark: _Toc37231364]Scope
TBC
[bookmark: _Toc37180196][bookmark: _Toc37227303][bookmark: _Toc37231365]Expected Impact
1. Substantial reduction of cost per bit/channel use due to the correct distinction between in-orbit resources and roles for communication, computation and storage.
4. Further structure in the non-terrestrial network, which allows better control and more agile design of new services. 
5. Facilitates the functional-based re-programmable design of space nodes considering the communication, computation or storage services that the node can obtain from other nodes.
6. Facilitates new business models where in-orbit nodes (e.g. data gathering or security) are serviced by other in-orbit nodes (e.g. storage nodes collect the data gathered or offer Blockchain Technology (BCT) nodes).
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10. [bookmark: _Toc506643668][bookmark: _Toc37227305][bookmark: _Toc37231366]Opportunities for Devices and Components

Editors: André Bourdoux, Jan Craninckx, Piet Wambacq

Progresses in all aspects of the wireless network are highly dependent on electronic technologies, components and devices that are used for implementation. This chapter gives an overview of the expectations towards the component and device researchers, designers and manufacturers to support the requirements of wireless networks up to the end of this decade. This includes the whole range of components such as processors, memories, analog, RF, converters, antennas, packaging and optical components.

[bookmark: _Toc37227306][bookmark: _Toc37231367]Sub-10GHz RF – 1 page (Aarno Pärssinen)


[bookmark: _Toc37227307][bookmark: _Toc37231368]Millimeter-wave and TeraHertz – 1page (Piet Wambacq, Didier Belot)

THz Communications: 
With an important amount of unused spectrum, the subTeraHertz (sub-THz) frequencies between 90 and 300 GHz are potential candidates to achieve high-data rate wireless communications and hence to fulfil the requirements of the next-generation of wireless networks [1]. 
However, before making the deployment of system in the sub-THz band, many challenges need to be addressed. First, the free-space propagation losses increase with the square of the frequency. These losses have to be compensated by using high-gain antennas, which entails severe constraints on antenna directivity and alignment. The design of electronically controlled steerable beam remains today an open issue. In addition, sub-THz systems could suffer from strong phase impairments due to the poor performance of high-frequency oscillators [3]. Therefore, the study of new digital transmission schemes optimized to mitigate the impact of RF impairments such as phase noise (PN) is essential to guarantee good performance [4].
Solid-state technologies for THz applications:
Nowadays, silicon-based technologies offer low cost compromises for RF and millimetre-wave applications. Limits of their potentials are studied for connectivity applications, taking into account connectivity roadmap defined in H2020 NEREID CSA project [7]. In order to do a comparison, a common target must be defined. The process technology characteristics needed to design connectivity building blocks such as PA; low noise amplifier (LNA); voltage-controlled oscillator (VCO), and transceivers. This target will be the study comparison base and are depicted in next figure:
[image: ]The Power availability depends on Bias Voltage (BV) and current Imax. High Speed Digital Integration capability is a function of inverter size and efficiency (transit time / current). The selectability is the ability to switch RF signals with high isolation (low loss, high isolation). The linearity of the transistors is given by their output power versus input power relation (x2 or ex). Matching property between 2 minimum size transistors in a differential structure
Isolation HQ Passives are given by substrate resistivity and it is modulated by Thick Metal availability, this gives the ability to limit pulling effect and have high Q passives in dielectric conditions. The couple Ft/NF is the property given by the Ft and the NFmin of the technology; Ft gives the potentiality for high frequency digital applications and NFmin for Receiver noise. Fmax is the frequency of the 0 dB power gain, meaning that RF applications max frequency should be under Fmax/3.
[image: ][image: ]Connectivity roadmaps was declined [7] in the three main applicative domains, namely D2D (device to device), indoor and outdoor applications, and are given for the 5 (medium term) and 10 (long term) years terms. Based on this analysis, the connectivity requirements for each process technology characteristics can be extracted and are illustrated in the next Figure. The main difference is related to the power, even if for outside applications beam forming will use multiple PA-Antenna couple in an array structure to satisfy distance constraints and multiple connections. It should also be mentioned that for some D2D applications the linearity constraint can be relaxed. Whatever the application, increasing applicative frequency will introduce at least drastic constraints on Fmax and NFmin, increasing the data rate will constraint FT. NEREID forecast on these 3 device parameters is to aim 1THz for Fmax and FT and 0.5dB for NFmin.
Figure on the left present silicon based (SiGe, RF-SOI, FD-SOI), III-V on silicon substrate (GaAs/Si, GaN/Si) and III-V on dielectric substrate (InP) processes devices performance on the target defined above.  Si-Based FDSOI, InGaAs/Si, B55 and DOT 7, as well as III-V InP offer interesting properties to address the millimetre-Wave bands. The benefits of B55, FDSOI and InGaAS/Si is the ability to allow integration of high-speed signal processing. Depending on the required output power, B55 and III-V InP have interesting capabilities. RF-SOI and new GaN/Si bring RF power and selectability. If we target THz applications, presently SiGe Dot7 HBT from Tu Dresden and InP HBT are the only one, which well guaranty design margin up to 300-400GHz applicative frequency.
Passive THz Imaging:
THZ Imaging state of the art (SoA) reports two main competing categories of 2D-array image sensors:
1. The above-IC bolometer-based THz image sensors based on a classical infrared (IR) sensor that offer a high sensitivity and currently a good maturity [8].  but, using two different circuits, .it is an expensive solution. 
2. The monolithic CMOS-based THz imagers have recently emerged as a low-cost competitor [9, 10]. Even with their current poor sensitivity (1000 times less than bolometer-based sensor), this CMOS-based THz image sensors have proven to be a viable cost-effective alternative to bolometer based imagers.
Passive THz Imaging has applications in digital health technologies, passive, continuous, home-based monitoring of biochemical markers in biofluids, such as sweat, tears, saliva, peripheral blood and interstitial fluid. 
Active mm-wave and THz radar imaging:
Active radar imaging makes it possible to add the range and even Doppler dimensions to the image (3D or 4D imaging). On the lower edge of the spectrum, in the mm-wave and low THz bands, radar imaging is evolving fast to satisfy the requirements of ADAS and autonomous driving. The trend there is to resort to MIMO techniques whereby a virtual antenna array is created with a size equal to the product of the number of TX and RX antennas. 79GHz radar imaging with wide field-of-view, resolutions of 1 deg by 1 deg and cm-scale range resolution is experimentally feasible today and radars with wide field-of-view and LiDAR-like resolutions is an active field of applied research. Using higher carrier frequencies such as 140 or 300 GHz is a longer-term trend, resulting in smaller form factor or better angular resolution as well as better range resolution, thanks to the wider bandwidths. Some experimental radar chips show already the potential of CMOS in the low THz regime (140 GHz) [9]. These highly miniaturized radars will enable new applications, such as intruder detection, gesture and activity recognition, and heart rate and respiration rate monitoring, among many others.

[1]	T. S. Rappaport, Y. Xing, O. Kanhere, S. Ju, A. Madanayake, S. Mandal, A. Alkhateeb, and G. C. Trichopoulos, “Wireless Communications and Applications Above 100 GHz: Opportunities and Challenges for 6G and Beyond,” IEEE Access, vol. 7, pp. 78729–78757, 2019.
[3]	S. Bica¨ıs and J.-B. Dore, “Phase Noise Model Selection for Sub-THz´ Communications,” in 2019 IEEE Global Communication Conference (GLOBECOM), December 2019.
[4]	S. Bica¨ıs, J.-B. Dore, G. Gougeon, and Y. Corre, “ Optimized Single´ Carrier Transceiver for Future Sub-TeraHertz Applications ,” in International Conference on Acoustics, Speech and Signal Processing (ICASSP, May 2020.
[5]	“Ieee standard for high data rate wireless multi-media networks– amendment 2: 100 gb/s wireless switched point-to-point physical layer,” IEEE Std 802.15.3d-2017 (Amendment to IEEE Std 802.15.3-2016 as amended by IEEE Std 802.15.3e-2017), pp. 1–55, Oct 2017.
[6]	M. Saad, F. Bader, J. Palicot, A. C. A. Ghouwayel, and H. Hijazi, “Single carrier with index modulation for low power terabit systems,” in 2019 IEEE Wireless Communications and Networking Conference (WCNC), April 2019, pp. 1–7.
[7] NEREID Roadmap: https://www.nereid-h2020.eu/roadmap
[8] Simoens F., Meilhan J., Nicolas J.-A. Terahertz Real-Time Imaging Uncooled Arrays Based on Antenna-Coupled Bolometers or FET Developed at CEA-LETI. J. Infrared, Millimeter, Terahertz Waves. 2015;36:961–985. doi: 10.1007/s10762-015-0197-x
[9] A. Visweswaran, K. Vaesen, S. Sinha, I. Ocket, M. Glassee, C. Desset, A. Bourdoux, and P. Wambacq, “A 145GHz FMCW Radar Transceiver in 28nm CMOS,” in 2019 IEEE International Solid- State Circuits Conference - (ISSCC), 2019.
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It is expected the number of IoT nodes will continue to grow to 100 billion by 2030, and ultra-low power wireless connectivity will be the key enabler. However, the existing wireless connectivity has limitation to support such large number of nodes. For example, battery replacement of billions of sensor nodes will not be feasible. Additionally, the trend is to spatial awareness to the IoT end-nodes using the front-end already used for radio communication. Using the sensing capabilities, channel state information can be collected. This allows for new types of applications like presence detection or localization. These functions will pose additional requirements on the radio front-end and thus the design choices. To further scale up the number of IoT nodes, several important challenges need to be overcome. 
[bookmark: _Toc37227309][bookmark: _Toc37231370]Battery-free operation
Batteries will be the primary limitation of IoT nodes. Manually battery replacement of 100’s of billions IoT devices will be too expensive, and the disposed batteries will be a serious environmental issue. To support a sustainable growth of the IoT devices, battery-free operation will be a key solution. 
Most of the existing battery-free wireless communications adopt simple modulations (e.g., backscattering) and protocols. However, they will not be able to scale up to network with large number of nodes. One potential solution as demonstrated in [1] is to adopt a “back-channel compatible” wake-up receiver which monitors the energy profile of the signals sending from the central hub. This wake-up receiver consumes very low power consumption, so it is compatible with battery-free operation. It only activates the main transceiver for sending sensor data only if certain energy profile is detected. 
[bookmark: _Toc37227310][bookmark: _Toc37231371]Spatial Awareness
For spatial radios, we can differentiate between active and device-free localization. In active localization, two (or more) IoT nodes are ability to measure the distance between them, using channel state information. For device free localization, time variation of the channel state information is used to detect changes in the propagation environment, e.g. due to human movement [2].  
Currently, channel state information is often based on received signal strength (RSS), mostly because it is easy to implement. However, in multipath fading environments and increasing distance the accuracy is rather poor. To improve robustness against multipath fading, it is well-known that a large radio signal bandwidth is required. This will increase spatial resolution, beneficial to both active and device-free localization. 
Using the concept of phase-based ranging [3], a wideband view on the radio channel can obtained. By a sounding the radio channel in a sequential manner over individual narrowband channels using half-duplex bi-direction signals, a wideband measurement of the radio channel is realized. For each individual measurement, only narrowband signals are used, making it suitable for radio front-end used for e.g. Zigbee of Bluetooth [4], but also Wi-Fi [5]. 
Aside a modification of the radio protocol to incorporate such measurements, also the frond-ends will be impacted, most considerably the Local Oscillator (LO) Generation/Phase Locked Loop. For accurate distance measurements, also the phase of the radio channel should be measured. This means that the generated LO should be continuously, when switching from TX to RX and vice-versa and from channel to channel. This leads to a whole new set of requirements and challenges for PLL design [6]. 
[1] P. Huang, P. Mercier, “A 220μW -85dBm Sensitivity BLE-Compliant Wake-up Receiver Achieving -60dB SIR via Single-Die Multi- Channel FBAR-Based Filtering and a 4-Dimentional Wake-Up Signature,” IEEE ISSCC, 2019.
[2] S. Denis, R.Berkvens, M.Weyn, “A Survey on Detection, Tracking and Identification in Radio Frequency-Based Device-Free Localization”, Special Issue Surveys of Sensor Networks and Sensor Systems Deployments, December 2019[3]  P.  Zand,  J.  Romme,  J.  Govers,  F.  Pasveer,  and  G.  Dolmans,  “A  High-Accuracy  Phase-Based  Ranging  Solution  with  Bluetooth  Low  Energy (BLE),” in WCNC, 2019
[4] Boer, J. Romme, J. Govers, and G. Dolmans, “Performance of High-Accuracy  Phase-Based  Ranging  in  Multipath  Environments,”  in 91th IEEE Vehicular Technology Conference, VTC Spring 2020, Antwerp, Belgium, May 25-28, 2020.
[5] D. Vasisht, S.Kumar, D.Katabi, ”Decimeter-level localization with a single Wi-Fi access point”, NSDI'16: Proceedings of the 13th Usenix Conference on Networked Systems Design and Implementation, March 2016, Pages 165–178
[6] E. Bechthum, J. Dijkhuis, M. Ding, Y. He, J. Van den Heuvel, P. Mateman, G-J. van Schaik, K. Shibata, M. Song, E. Tiurin, S. Traferro, Y-H. Liu, C. Bachmann,”A Low-Power BLE Transceiver with Support for Phase-Based Ranging, Featuring 5µs PLL Locking Time and 5.3ms Ranging Time, Enabled by Staircase-Chirp PLL with Sticky-Lock Channel-Switching” IEEE INTERNATIONAL SOLID-STATE CIRCUITS CONFERENCE, ISSCC 2020, San Francisco
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[bookmark: _Toc37227312][bookmark: _Toc37231373]On-chip antennas, lens-integrated antennas, antenna MIMO arrays (Ullrich Pfeiffer)
Packaging of mmWave/THz chips for low-cost consumer electronic applications requires low-cost packaging solutions. Conventional low-cost silicon packaging technologies, however, exhibit a typical 1nH/mm lead and wirebond inductances, which are prohibitively high at mmWave/THz frequencies and plastic packaging materials and encapsulants are quite lossy. In addition, even expensive high-performance coaxial cables and connectors have significant losses at mmWave/THz frequencies. As a result of this, future THz packaging technologies have to avoid interconnects as much as possible and antennas need to be integrated into the chip package or even on chip. Fortunately, the radiator size scales down at higher frequency and this makes compact and integrated antenna solutions feasible. However, the free-space propagation loss at THz frequencies becomes very high (80 dB for 1 m at 240 GHz) and this loss needs to be compensated with an appropriately high directivity of the antenna system in order to provide sufficient link budget. Due to their large silicon area, however, high directivity antenna arrays are costly on chip. Future solutions, therefore, include alternative lens on-chip assemblies which exhibit a better cost performance ratio. 
On-chip antennas: For efficient and low-cost THz signal escape from the chip level, appropriate on-chip antenna systems need to be developed. On-chip antennas embedded in the BEOL stack of a lossy silicon chip [1] are very challenging because of potential multi-mode propagation issues (e.g. surface waves) within the volume of an electrically large and thick silicon die leading to very inefficient radiation with very poor control of radiation patterns. Because of very high carrier frequencies with large fractional RF bandwidth, standard design techniques relying on narrowband matching become less efficient and will result in limited circuit performance. Depending on the application, antennas should support very wide operation bandwidth with minimum group delay distortion for high-speed modulation and stable phase characteristics for precise location of the focal point position in an imaging system across the bandwidth of interest. Furthermore, for sufficiently high frequencies, classical buffering circuits become unfeasible and true antenna-circuit co-design at multiple harmonics simultaneously is necessary for high-fidelity system operation.
Lens-integrated antennas (chip-on-lens assembly): Further research is required on new ultra-wideband silicon lens-coupled antenna system allowing efficient coupling of THz radiation into the intrinsic device without classical matching structures. Antenna may further provide dual-polarization functionality with two transmitter/receiver paths connected to each orthogonal polarization. 
MIMO arrays: Highly directive terahertz antennas can minimize interference between adjacent channels, and frequencies can be reused more frequently, thereby improving spectral efficiency and signal quality. This enables higher channel isolation in a MIMO (Multiple Input Multiple Output) network topology. At THz future MIMO networks could reach data rates of up to one Tbit/s easily. Future MIMO arrays need to support not only faster links, but also real-time operation by rapid channel switching and/or beam-steering/tracking at a very low latency.
[1] R. Al Hadi, H. Sherry, J. Grzyb, Y. Zhao, W. Forster, H. M. Keller, A. Cathelin, A. Kaiser, and U. R. Pfeiffer. “A 1 k-pixel video camera for 0.7-1.1 terahertz imaging applications in 65-nm CMOS”. In: IEEE J. Solid-State Circuits 47.12 (Dec. 2012), pp. 2999–3012.

[bookmark: _Toc37227313][bookmark: _Toc37231374]Metamaterials and metasurfaces (Antonio Manzalini)
The development of metamaterials (MM) is another promising technology for beyond-5G networks and services scenarios: one remarkable use case, for instance, is the exploitation smart radio environments (both indoor and outdoor) with ultra-massive MIMO and Artificial Intelligence (AI).
MM are materials which contain inclusions (e.g., metallic or dielectric of various shapes and dimensions) designed and engineered to manipulate electromagnetic (EM) waves. Examples of inclusions embedded into a host metamaterial include EM scattering element and nano-resonators. These properties, for instance, could be used for developing smart antenna and EM processing functions, including methods for AI.
Metasurfaces (MS) are 2D MM. Remarkably, it is possible to develop MS showing refractive indexes not present in Nature (e.g., zero or negative refraction) [1], thus allowing a wide range of EM processing functions.
It is expected that MS will have several possible applications, such as: radio coverage in areas not well covered by installation of base stations, smart radio environments (indoor and outdoor), automotive applications, running quantum algorithms directly with EM waves or in optics (e.g., in transformation optics [2], quantum radio-optics devices, ultra-fast switching devices, detecting and recognizing images, holographic applications, etc.) As mentioned, in fact, MS can be seen as arrays of nano-antennas: by shifting the resonant frequency, through the nanoantenna designs, it is possible to effectively control the amount of the phase shifted in the scattered signal. [3] describes a prototype of an information metasurface controlled by a field-programmable gate array, which implements the harmonic beam steering via an optimized space-time coding sequence. 
The possibility of coating surfaces in building or kiosks with intelligent (AI-based) MS will allow creating smart radio environments capable of radio waves propagations by introducing, in a software-controlled way, localized and location-dependent gradient phase shifts onto the signals impinging upon the MS.
1.	Zheludev, N. I.; Kivshar, Y. S. From metamaterials to metadevices. Nat. Mater. 2012, 11, 917–924.
2.	Silva, A.; Monticone, F.; Castaldi, G.; Galdi, V.; Alù, A. & Engheta, N. Performing mathematical operations with metamaterials. Science 2014, 343(6167), 160-163.
3.	Zhang, L.; Chen, X. Q.; Liu, S.; Zhang, Q.; Zhao, J.; Dai, J. Y.; Galdi, V. Space-time-coding digital metasurfaces. Nature communications 2018, 9(1), 4334.
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Fig.1  shows the  range of the processing options that have been explored over the years for baseband modems [1]. Traditionally, most of the heavy lifting was carried out by various application-specific integrated circuits (ASICs) that had moderate programmability. ASICs were necessary because processor performance was limited by transistor count. More recently, flexible solutions that use a reconfigurable processing element, such as field-programmable gate arrays (FPGAs) instead of ASICs, have been studied. Unlike fixed-function ASICs, FPGAs can be reprogrammed dynamically, although the development effort is still high and significantly higher than writing new software. Therefore, there has also been significant interest in truly programmable baseband processors.

[image: ]
Figure 1 Baseband processing options [1[.
One style of programmable processors integrates the functionality of FPGAs or ASICs into enhanced digital signal processors (DSPs). These designs not only exploit the data level parallelism inherent to baseband processing workloads but also include domain-specific features that are tuned for baseband processing, such as specialized shuffle networks and arithmetic units. A more radical departure from specialized processors and the adoption of very general fully programmable hardware is an attempt to use off-the-shelf CPUs to process all the tasks of the physical layer processing. Such solutions potentially enable wireless operators to further reduce the cost to build and upgrade RAN infrastructure with commodity off-the-shelf CPUs. Current CPUs have a large, and growing, number of cores and integrate single-instruction multiple-data (SIMD) units within each core. With this high level of parallelism, commodity CPUs can now meet the performance demands of even advanced physical-layer processing.
While there is a large spectrum for possible processing options, the fundamental trade-offs remain the same. Programmable and reconfigurable processing elements are more flexible in that they can work with different signal frequencies, modulations, and coding schemes, and even completely different channel access methods and processing pipelines. This allows wireless operators to reuse hardware resources when migrating to new wireless technologies. Consolidating the functionality of ASICs into fewer processing elements also greatly reduces the cost of both hardware and software development. Finally, flexible equipment can enable even better resource utilization through a more sophisticated resource scheduling strategy such as dynamic resource allocation between different wireless communication technologies. However, these benefits come at the price of energy efficiency and performance because fewer opportunities for low-level specialization and hardware tuning are available with commodity parts than with specialized fixed-function accelerators. Previous work suggests that the performance and efficiency gap can be 10× to 100× between ASICs and general-purpose processors. With the expected slowdown of device scaling and the benefits it provides for performance and energy-efficiency, the trade-off between energy efficiency and programmability in baseband processing hardware is becoming more important than ever.
A recent, and potentially disruptive development is the application of deep learning for the physical layer. By interpreting a communications system as an autoencoder, several groups are developing a fundamental new way to think about communications system’s baseband design as an end-to-end reconstruction task that seeks to jointly optimize transmitter and receiver components in a single process [2,3]. Compared to traditional baseband architectures   with a multiple-block structure, the DL based AE provides a new PHY paradigm with a pure data-driven and end-to-end learning-based solution.
References
[1[ A. Gatherer et al, Academic Press Library in Mobile and Wireless Communications, 2016
[2] T. J. O’Shea, J. Hoydis An Introduction to Deep Learning for the Physical Layer, IEEE Transactions on Cognitive Communications and Networking, 2017, pp 563-575.
[3] D. Wu, M. Nekovee, Y. Wang, An Adaptive Deep Learning Algorithm Based Autoencoder for Interference Channel, Proc Second IFIP International Conference on Machine Learning for Networks, MLN2019, Paris December 2019.
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The requirements of AI applications are driving the development of dedicated hardware architectures at a rapid pace. CPUs and GPUs are being refined with the purpose of increasing the energy efficiency and reducing the latency. New technological solutions are being leveraged for enabling in-memory compute (i.e. using non-volatile memory technology), multiple chip integration (i.e. chiplets, interposers …), sensor integration.
The rapid pace of adoption of new technologies and ASICs opens up new application segments, since the more processing power is available, the harder the problem addressed. The application space is therefore very broad today, but can be split into two main categories: applications that rely on cloud-based solutions and application that run at the edge.
Requirements for cloud-based processors are very specific. First, the cloud is still the workhorse for the learning phase, handling ever larger databases and complex learning algorithms. The compute load must be balanced over many processing units. The first challenge is thus to ensure scalability up to large scales: the associated research areas deal with the interconnect and the memory hierarchy (RDMA over Converged Ethernet being today the solution). Secondly, the cloud must ensure low latency to inference tasks, which are too computation- or memory-intensive to be handled at the edge. The second challenge is thus to provide accelerators optimized for being efficient when handling low batch sizes (typically a size of 1): the research area is the one of data flow and systolic architectures. Finally, there is also a need for energy efficiency, since the datacentres are a large and growing contributor to greenhouse gases emissions. For that, apart from the classical Moore’s law pursuit, work is for example being done on data encoding: this has led to the development of the BF16 (Brain Float 16b) representation, which helps save energy and die area compared to the FP32 representation, at almost no accuracy penalty. The research work must be pursued on dynamic encoding.
For applications that run at the edge, the first and foremost key parameters of interest are the energy dissipation and the memory footprint. Both can be addressed thanks to extreme weight quantization, down to binary synapses. This eases analogue in-memory compute, using non-volatile memory technology. The challenge, in this case, is one of learning algorithm: several tricks have to be employed to keep the impact on classification accuracy low. It remains to be seen whether extreme weight quantization is the solution for future applications needs. Indeed, the trend is to have edge platforms or endpoints exhibiting unsupervised or lifelong learning abilities, for applications such as predictive maintenance or adaptation to the environment. The weights accuracy must therefore be higher for the learning algorithm to converge and the on-chip memory larger for storing all the intermediate results. The challenge is to design very dense, local, memory with a low energy access cost. Finally, edge or endpoints devices will require sensors for interfacing with the physical world. The difficulty will lie in sensor integration and fusion, with algorithms enabling the use of multimodality (i.e. different input types such as image, sound, vibration).
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Figure 1 provides a classification of computer architectures and highlights the differences [1]. Depending on where the result of the computation is produced, four possibilities can be identified; they are indicated with four circled numbers and can be grouped into two classes: Computation-outside-Memory (COM) and Computation-In-Memory (CIM). In COM the computing takes places outside the memory core, hence the need of data movement; it has two flavours. COM-Far refers to the traditional architectures such as CPU (circle 4 in the figure), and CIM-Near refers to architectures that include computation units with the memory core(s) to form an SiP such as Hybrid Memory Cubes (circle 3). In CIM (based on memristiveor devices) the computing result is produced within the memory core, and consists also of two flavours; CIM-A in which the result is produced within the array such as IMPLY [2] (circle 1), and CIM-P where the result is produced in the memory peripheral circuits such as Scouting Logic [3] (circle 2).  Note that CIM architecture have relatively low amount of data movement outside the memory core, and may exploit  the maximum bandwidth (as operations happen inside the memory array). However, CIM requires more design effort to make the computing feasible (e.g., complex read-out circuits); this may result in large complexity which could limit the scalability. Moreover, as CIM performs computations directly on the data residing inside the memory, the robustness and performance are heavily impacted by data misalignment. [bookmark: _Ref33871244]Figure 1: Architecture classification


if successful, CIM will be able to significantly reduce the power consumption and enable massive parallelism; hence, increase computing energy and area efficiency by orders of magnitudes. This may enable new power-constrained computing paradigms at the edge such as Neuromorphic computing, Artificial neural networks, Bio-inspired neural networks, etc.  Hence, a lot of application domains can strongly benefit from this computation; examples are  IoT devices, wearable devices, wireless sensors, automotive,  etc.  However, research on CIM (based on memsristive device) is still in its infancy stage, and the challenges are substantial at all levels, including material/technology, circuit and architecture, and tools and compilers.
· Materials/Technology:  there are still many open questions and aspects related to the technology which help in making memristive device based computing a reality. Examples are device endurance, high resistance ratio between the off and on state of the devices, multi-level storage, precision of analog weight representation, resistance drift, inherent device-to-device and cycle-to-cycle variations, yield issues, exploring 3D chip integration, etc. 
· Circuit/Architecture/communications: Analog CIM comes with new challenges to realize (ultra) low power and simple  designs  of the array structure, peripheral circuits and the communication infrastructure within the CIM and to the I/O interface. Examples are high precision programming of memory elements, relatively stochastic process of analog programming, complexity of signal conversion circuit (digital to analog and analog-to-digital converters), accuracy of measuring (e.g., the current as a metric of the output), scalability of the crossbars and their impact on the accuracy of computing,  the partitioning across crossbars and the corresponding intra- and inter-communication under various constrains such as latency, bandwidth  and power, etc.   
· Tools/Compilers: Profiling , simulation and design  tools can help the user not only to identify the kernels that can be best accelerated  on CIM  and estimate the benefit, but also perform design exploration to better guide optimal designs and automatic integration techniques for CMOS and emerging memrisive devices (e.g., monolithic stacking). 

As of today, most of the work in the public domain is based on simulations and/or small circuit designs. It is not clear yet when the technology will be mature enough to start commercialization for the first killing applications.  Nevertheless, some start-ups on memristor technologies and their applications are already emerging; examples are Crossbar, KNOWM, BioInspired, and GrAI One.
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Due to their cost efficiency and promised performance improvements, decentralized deployments are experiencing an important raise of interest in the industrial community, especially in high-risk environments like production sites. Consequently, two main features related to them, namely security and privacy, are getting more and more implemented as hardware (HW) features. In parallel, one can easily witness how all aspect of nowadays life are increasingly supported by HW with extended life-times, which forms the core of the so-called Internet of Everything. Today, all vendors compete towards rapid and widescale deployments of billions of devices in the most diverse fields like autonomous vehicles, smart cities, smart homes, and industrial automation [1]. Unfortunately, while a long life-time of the HW is required, today’s state of the art is unfit to ensure such needed-for long-term security feature. Sustainable security is therefore a major concern in the industrial ecosystem, as without it billions of vulnerable but active devices will pose a substantial and increasing security risk to the broader society. Therefore there is the need for research actions into sustainable security and privacy, which will shape trustworthy devices that can maintain well-defined guarantees (security, privacy, safety) of critical services over extended life-times (e.g. 20+ years) at affordable cost [2].
Today, a constant stream of risks from many sources (SW, HW, Crypto, Infrastructure, …) renders devices vulnerable and enables mass-scale attacks such as the Mirai Botnet [3]. Devices can only remain secure under active and costly maintenance (vulnerability management, patching, update), which requires a dedicated development team per vendor supporting legacy devices. In practice, three approaches to long-term security are predominant – none of them satisfactory:
· No or Time-Limited Maintenance: The most common approach is to only provide limited-time maintenance and accept the fact that devices remain in operation while security rapidly degrades. This creates a substantial risk to society and to users of critical services.
· Limit the Device Life-Time: Vendors sell devices with a limited life-time (e.g. limited by warranty). Some vendors use remote update to render devices unusable afterwards. This is not satisfying for users and not environmentally sustainable. 
· Continuous Maintenance and Service Contracts: For some segments, vendors can offer “devices as a service”, by which vendors are paid for continuous maintenance including security. While this costly approach works for some industrial settings, it will not be realistic for the majority of the existing scenarios. 
To solve the problem of sustainable security and privacy, we believe that multiple research areas must be pursued in parallel to mitigate risks to long-term security:
1. Long-term Security Maintenance. Smart systems are increasingly deployed in systems that have a long life-time. Examples include smart cities, smart infrastructure, industrial, and vehicles. Today, each individual system requires costly maintenance (vulnerability scanning, bug fixing, patching, …). This will create a maintenance nightmare for systems that live 20+ years. We suggest pursuing research on how to build systems that self-maintain their security for 20+ years with minimal maintenance cost.
1. Fail-Security + Survivability under Major Attacks. Even though everyone would agree that designing secure systems is an indispensable feature, in reality the currently deployed systems are far from perfect: if a system was successfully attacked, security can no longer be guaranteed at all, and systems need most of the time to be manually restored, cleaned, and patched. We therefore suggest exploring new HW mechanisms that allow graceful degradation under attacks while supporting automated recovery of security while the system maintains its critical services.
1. HW Security Roadmap towards Post-Quantum Secure Systems: We believe that quantum computing can break today’s HW implemented security mechanisms. Since there is no one-size fits all for post quantum security, it is important to analyze a wide range of usages and make appropriate recommendations how to mitigate this risk.

[1]	NetWorld2020 ETP, “5G: Challenges, research priorities, and recommendations”, White Paper, September 2014. Available online at: https://www.networld2020.eu/.
[2]	A. Paverd, M. Völp, F. Brasser, M. Schunter, A.-R. Sadeghi, Asokan, P. Verissimo, A. Steiniger and T. Holz, “Sustainable Security & Safety: Challenges and Opportunities.,” in CERTS 2019; pp. 4:1-4:13, 2019.
[3]	Mirai botnet code. Available online at: https://github.com/jgamblin/Mirai-Source-Code.
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GUIDELINES FOR LIMITING EXPOSURE TO ELECTROMAGNETIC
FIELDS (100 kHz to 300 GHz)


International Commission on Non-Ionizing Radiation Protection (ICNIRP)1,2


Abstract—Radiofrequency electromagnetic fields (EMFs) are used
to enable a number of modern devices, including mobile telecom-
munications infrastructure and phones, Wi-Fi, and Bluetooth. As
radiofrequency EMFs at sufficiently high power levels can ad-
versely affect health, ICNIRP published Guidelines in 1998 for hu-
man exposure to time-varying EMFs up to 300 GHz, which
included the radiofrequency EMF spectrum. Since that time, there
has been a considerable body of science further addressing the re-
lation between radiofrequency EMFs and adverse health outcomes,
as well as significant developments in the technologies that use ra-
diofrequency EMFs. Accordingly, ICNIRP has updated the radio-
frequency EMF part of the 1998 Guidelines. This document
presents these revised Guidelines, which provide protection for
humans from exposure to EMFs from 100 kHz to 300 GHz.
Health Phys. 00(00):00–00; 2020


INTRODUCTION


THE GUIDELINES described here are for the protection of
humans exposed to radiofrequency electromagnetic fields


(EMFs) in the range 100 kHz to 300 GHz (hereafter “radiofre-
quency”). This publication replaces the 100 kHz to 300 GHz
part of the ICNIRP (1998) radiofrequency guidelines, as well
as the 100 kHz to 10 MHz part of the ICNIRP (2010) low-
frequency guidelines. Although these guidelines are based on
the best science currently available, it is recognized that there
may be limitations to this knowledge that could have implica-
tions for the exposure restrictions. Accordingly, the guidelines
will be periodically revised and updated as advances are made
in the relevant scientific knowledge. The present document de-
scribes the guidelines and their rationale, with Appendix A
providing further detail concerning the relevant dosimetry
and Appendix B providing further detail regarding the bio-
logical and health effects reported in the literature.


1ICNIRP, c/o BfS, Ingolstaedter Landstr. 1, 85764, Oberschleissheim,
Germany; 2Collaborators: Rodney Croft, ICNIRP and Australian Centre for
Electromagnetic bioeffects Research, Illawarra Health & Medical Research
Institute, University of Wollongong, Australia; Maria Feychting, ICNIRP
and Karolinska Institutet, Sweden; Adèle C Green, ICNIRP and QIMR
Berghofer Medical Research Institute, Brisbane, Australia and CRUK
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Hirata, ICNIRP and Nagoya Institute of Technology, Japan; Guglielmo
d'Inzeo, ICNIRP and La Sapienza University, Rome, Italy; Kari Jokela†,
ICNIRP SEG and STUK – Radiation and Nuclear Safety Authority, Finland;
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PURPOSE AND SCOPE


The main objective of this publication is to establish
guidelines for limiting exposure to EMFs that will provide
a high level of protection for all people against substantiated
adverse health effects from exposures to both short- and
long-term, continuous and discontinuous radiofrequency
EMFs. However, some exposure scenarios are defined as
outside the scope of these guidelines. Medical procedures
may utilize EMFs, and metallic implants may alter or per-
turb EMFs in the body, which in turn can affect the body
both directly (via direct interaction between field and tissue)
and indirectly (via an intermediate conducting object). For
example, radiofrequency ablation and hyperthermia are
both used as medical treatments, and radiofrequency EMFs
can indirectly cause harm by unintentionally interfering
with active implantable medical devices (see ISO 2012) or
altering EMFs due to the presence of conductive implants.
As medical procedures rely on medical expertise toweigh po-
tential harm against intended benefits, ICNIRP considers
such exposure managed by qualified medical practitioners
(i.e., to patients, carers and comforters, including, where rele-
vant, fetuses), aswell as the utilization of conductingmaterials
for medical procedures, as beyond the scope of these guide-
lines (for further information, see UNEP/WHO/IRPA 1993).
Similarly, volunteer research participants are deemed to be
outside the scope of these guidelines, providing that an insti-
tutional ethics committee approves such participation follow-
ing consideration of potential harms and benefits. However,
occupationally exposed individuals in both the clinical and re-
search scenarios are defined as within the scope of these
guidelines. Cosmetic procedures may also utilize radiofre-
quency EMFs. ICNIRP considers people exposed to radiofre-
quency EMFs as a result of cosmetic treatments without
control by a qualified medical practitioner to be subject to
these guidelines; any decisions concerning potential exemp-
tions are the role of national regulatory bodies. Radiofre-
quency EMFs may also interfere with electrical equipment
more generally (i.e., not only implantable medical equip-
ment), which can affect health indirectly by causing equip-
ment to malfunction. This is referred to as electromagnetic
compatibility, and is outside the scope of these guidelines
(for further information, see IEC 2014).


PRINCIPLES FOR LIMITING
RADIOFREQUENCY EXPOSURE


These guidelines specify quantitative EMF levels for
personal exposure. Adherence to these levels is intended
to protect people from all substantiated harmful effects of


radiofrequency EMF exposure. To determine these levels,
ICNIRP first identified published scientific literature con-
cerning effects of radiofrequency EMF exposure on biolog-
ical systems, and established which of these were both
harmful to human health3 and scientifically substantiated.
This latter point is important because ICNIRP considers
that, in general, reported adverse effects of radiofrequency
EMFs on health need to be independently verified, be of
sufficient scientific quality and consistent with current sci-
entific understanding, in order to be taken as “evidence”
and used for setting exposure restrictions. Within the guide-
lines, “evidence”will be used within this context, and “sub-
stantiated effect” used to describe reported effects that
satisfy this definition of evidence. The reliance on such ev-
idence in determining adverse health effects is to ensure that
the exposure restrictions are based on genuine effects, rather
than unsupported claims. However, these requirements may
be relaxed if there is sufficient additional knowledge (such
as understanding of the relevant biological interaction
mechanism) to confirm that adverse health effects are rea-
sonably expected to occur.


For each substantiated effect, ICNIRP then identified
the “adverse health effect threshold;” the lowest exposure
level known to cause the health effect. These thresholds
were derived to be strongly conservative for typical expo-
sure situations and populations. Where no such threshold
could be explicitly obtained from the radiofrequency health
literature, or where evidence that is independent from the ra-
diofrequency health literature has (indirectly) shown that
harm could occur at levels lower than the “EMF-derived
threshold,” ICNIRP set an “operational threshold.” These
are based on additional knowledge of the relation between
the primary effect of exposure (e.g., heating) and health effect
(e.g., pain), to provide an operational level with which to de-
rive restriction values in order to attain an appropriate level
of protection. Consistent with previous guidelines from
ICNIRP, reduction factors were then applied to the resultant
thresholds (or operational thresholds) to provide exposure re-
striction values. Reduction factors account for biological vari-
ability in the population (e.g., age, sex), variation in baseline
conditions (e.g., tissue temperature), variation in environmen-
tal factors (e.g., air temperature, humidity, clothing), dosi-
metric uncertainty associated with deriving exposure values,
uncertainty associated with the health science, and as a con-
servative measure more generally.


These exposure restriction values are referred to as “ba-
sic restrictions.” They relate to physical quantities that are
closely related to radiofrequency-induced adverse health ef-
fects. Some of these are physical quantities inside an exposed
body, which cannot be easily measured, so quantities that are
more easily evaluated, termed “reference levels,” have been
derived from the basic restrictions to provide amore-practical
means of demonstrating compliance with the guidelines.


3


Note that the World Health Organization (1948) definition of “health” is
used here. Specifically, “health is a state of complete physical, mental and
social well-being and not merely the absence of disease or infirmity.”
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Reference levels have been derived to provide an equivalent
degree of protection to the basic restrictions, and thus an ex-
posure is taken to be compliant with the guidelines if it is
shown to be below either the relevant basic restrictions or
relevant reference levels. Note that the relative concordance
between exposures resulting from basic restrictions and ref-
erence levels may vary depending on a range of factors. As
a conservative step, reference levels have been derived such
that under worst-case exposure conditions (which are highly
unlikely to occur in practice) they will result in similar
exposures to those specified by the basic restrictions. It
follows that in the vast majority of cases, observing the
reference levels will result in substantially lower exposures
than the corresponding basic restrictions allow. See “Refer-
ence Levels” section for further details.


The guidelines differentiate between occupationally-
exposed individuals and members of the general public.
Occupationally-exposed individuals are defined as adults
who are exposed under controlled conditions associated
with their occupational duties, trained to be aware of po-
tential radiofrequency EMF risks and to employ appropri-
ate harm-mitigation measures, and who have the sensory
and behavioral capacity for such awareness and harm-
mitigation response. An occupationally-exposed worker
must also be subject to an appropriate health and safety
program that provides the above information and protec-
tion. The general public is defined as individuals of all ages
and of differing health statuses, which includes more vulner-
able groups or individuals, and who may have no knowledge
of or control over their exposure to EMFs. These differences
suggest the need to include more stringent restrictions for the
general public, as members of the general public would not
be suitably trained to mitigate harm, or may not have
the capacity to do so. Occupationally-exposed individuals
are not deemed to be at greater risk than the general pub-
lic, providing that appropriate screening and training is
provided to account for all known risks. Note that a fetus
is here defined as a member of the general public, regard-
less of exposure scenario, and is subject to the general
public restrictions.


As can be seen above, there are a number of steps in-
volved in deriving ICNIRP’s guidelines. ICNIRP adopts a
conservative approach to each of these steps in order to en-
sure that its limits would remain protective even if exceeded
by a substantial margin. For example, the choice of adverse
health effects, presumed exposure scenarios, application of
reduction factors and derivation of reference levels are all
conducted conservatively. The degree of protection in the
exposure levels is thus greater than may be suggested by
considering only the reduction factors, which represent only
one conservative element of the guidelines. There is no ev-
idence that additional precautionary measures will result in
a benefit to the health of the population.


SCIENTIFIC BASIS FOR LIMITING
RADIOFREQUENCY EXPOSURE


100 kHz to 10 MHz EMF Frequency Range: Relation
Between the Present and Other ICNIRP Guidelines


Although the present guidelines replace the 100 kHz to
10 MHz EMF frequency range of the ICNIRP (2010) guide-
lines, the science pertaining to direct radiofrequency EMFef-
fects on nerve stimulation and associated restrictions within
the ICNIRP (2010) guidelines has not been reconsidered here.
Instead, the present process evaluated and set restrictions for
adverse health effects other than direct effects on nerve
stimulation from 100 kHz to 10 MHz, and for all adverse
health effects from 10MHz to 300 GHz. The restrictions re-
lating to direct effects of nerve stimulation from the 2010
guidelines were then added to those derived in the present
guidelines to form the final set of restrictions. Health and
dosimetry considerations related to direct effects on nerve
stimulation are therefore not provided here [see ICNIRP
(2010) for further information].


Quantities, Units and Interaction Mechanisms
A brief overview of the electromagnetic quantities and


units employed in this document, as well as the mechanisms
of interaction of these with the body, is provided here. A more
detailed description of the dosimetry relevant to the guidelines
is provided in Appendix A, “Quantities and Units” section.


Radiofrequency EMFs consist of oscillating electric and
magnetic fields; the number of oscillations per second is re-
ferred to as “frequency,” and is described in units of hertz
(Hz). As the field propagates away from a source, it transfers
power from its source, described in units of watt (W), which
is equivalent to joule (J, a measure of energy) per unit of time
(t).When the field impacts uponmaterial, it interacts with the
atoms and molecules in that material. When a biological
body is exposed to radiofrequency EMFs, some of the power
is reflected away from the body, and some is absorbed by it.
This results in complex patterns of electromagnetic fields in-
side the body that are heavily dependent on the EMF charac-
teristics as well as the physical properties and dimensions of
the body. The main component of the radiofrequency EMF
that affects the body is the electric field. Electric fields inside
the body are referred to as induced electric fields (Eind, mea-
sured in volt per meter; V m−1), and they can affect the body
in different ways that are potentially relevant to health.


Firstly, the induced electric field in the body exerts a
force on both polar molecules (mainly water molecules)
and free moving charged particles such as electrons and
ions. In both cases a portion of the EMFenergy is converted
to kinetic energy, forcing the polar molecules to rotate and
charged particles to move as a current. As the polar mole-
cules rotate and charged particles move, they typically inter-
act with other polar molecules and charged particles,
causing the kinetic energy to be converted to heat. This heat
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can adversely affect health in a range of ways. Secondly, if
the induced electric field is below about 10 MHz and strong
enough, it can exert electrical forces that are sufficient to
stimulate nerves, and if the induced electric field is strong
and brief enough (as can be the case for pulsed low frequency
EMFs), it can exert electrical forces that are sufficient to
cause dielectric breakdown of biological membranes, as oc-
curs during direct current (DC) electroporation (Mir 2008).


From a health risk perspective, we are generally inter-
ested in how much EMF power is absorbed by biological
tissues, as this is largely responsible for the heating effects
described above. This is typically described as a function
of a relevant dosimetric quantity. For example, below about
6 GHz, where EMFs penetrate deep into tissue (and thus re-
quire depth to be considered), it is useful to describe this in
terms of “specific energy absorption rate” (SAR), which is
the power absorbed per unit mass (W kg−1). Conversely,
above 6 GHz, where EMFs are absorbed more superficially
(making depth less relevant), it is useful to describe expo-
sure in terms of the density of absorbed power over area
(W m−2), which we refer to as “absorbed power density”
(Sab). In these guidelines, SAR is specified over different
masses to better match particular adverse health effects;
SAR10g represents the power absorbed (per kg) over a 10-g
cubical mass, and whole-body average SAR represents
power absorbed (per kg) over the entire body. Similarly, ab-
sorbed power density is specified over different areas as a
function of EMF frequency. In some situations, the rate of en-
ergy deposition (power) is less relevant than the total energy
deposition. This may be the case for brief exposures where
there is not sufficient time for heat diffusion to occur. In
such situations, specific energy absorption (SA, in J kg−1)
and absorbed energy density (Uab, in J m−2) are used, for
EMFs below and above 6 GHz, respectively. SAR, Sab,


SA, Uab, and Eind are the quantities used in these guidelines
to specify the basic restrictions.


As the quantities used to specify basic restrictions can
be difficult to measure, quantities that are more easily eval-
uated are also specified, as reference levels. The reference
level quantities relevant to these guidelines are incident elec-
tric field strength (Einc) and incident magnetic field strength
(Hinc), incident power density (Sinc), plane-wave equivalent
incident power density (Seq), incident energy density (Uinc),
and plane-wave equivalent incident energy density (Ueq), all
measured outside the body, and electric current inside the
body, I, described in units of ampere (A). Basic restriction
and reference level units are shown in Table 1, and definitions
of all relevant terms provided in Appendix A, in the “Quanti-
ties and Units” section.


Radiofrequency EMF Health Research
In order to set safe exposure levels, ICNIRP first de-


cided whether there was evidence that radiofrequency
EMFs impair health, and for each adverse effect that was
substantiated, both the mechanism of interaction and the
minimum exposure required to cause harmwere determined
(where available). This information was obtained primarily
from major international reviews of the literature on radiofre-
quency EMFs and health. This included an in-depth review
from the World Health Organization on radiofrequency
EMF exposure and health that was released as a draft Techni-
cal Document (WHO 2014), and reports by the Scientific
Committee on Emerging and Newly Identified Health Risks
(SCENIHR 2015) and the Swedish Radiation Safety Author-
ity (SSM 2015, 2016, 2018). These reports have reviewed an
extensive body of literature, ranging from experimental re-
search to epidemiology, and include consideration of health
in children and those individuals thought to be sensitive to


Table 1. Quantities and corresponding SI units used in these guidelines.


Quantity Symbola Unit


Absorbed energy density Uab joule per square meter (J m−2)


Incident energy density Uinc joule per square meter (J m−2)


Plane-wave equivalent incident energy density Ueq joule per square meter (J m−2)


Absorbed power density Sab watt per square meter (Wm−2)


Incident power density Sinc watt per square meter (Wm−2)


Plane-wave equivalent incident power density Seq watt per square meter (Wm−2)


Induced electric field strength Eind volt per meter (V m−1)


Incident electric field strength Einc volt per meter (V m−1)


Incident electric field strength Eind volt per meter (V m−1)


Incident magnetic field strength Hinc ampere per meter (A m−1)


Specific energy absorption SA joule per kilogram (J kg−1)


Specific energy absorption rate SAR watt per kilogram (W kg−1)


Electric current I ampere (A)


Frequency f hertz (Hz)


Time t second (s)


aItalicized symbols represent variables; quantities are described in scalar formbecause direction is not used to derive the basic restrictions or reference levels.
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radiofrequency EMFs. To complement those reports, ICNIRP
also considered research published since those reviews. A
brief summary of this literature is provided in Appendix B,
with the main conclusions provided below.


As described in Appendix B, in addition to nerve stim-
ulation (described in ICNIRP 2010), radiofrequency EMFs
can affect the body via two primary biological effects:
changes in the permeability of membranes and temperature
rise. Knowledge concerning relations between thermal ef-
fects and health, independent of the radiofrequency EMF
literature, is also important and is described below. ICNIRP
considers this appropriate given that the vast majority of ra-
diofrequency EMF health research has been conducted
using exposures substantially lower than those shown to
produce adverse health effects, with relatively little research
addressing adverse health effect thresholds from known in-
teraction mechanisms themselves. Thus, it is possible that
the radiofrequency health literature may not be sufficiently
comprehensive to ascertain precise thresholds. Conversely,
where a more extensive literature is available that clarifies
the relation between health and the primary biological ef-
fects, this can be useful for setting guidelines. For example,
if the thermal physiology literature demonstrated that local
temperature elevations of a particular magnitude caused
harm, but radiofrequency exposure known to produce a
similar temperature elevation had not been evaluated for
harm, then it would be reasonable to also consider this ther-
mal physiology literature. ICNIRP refers to thresholds de-
rived from such additional literature as operational adverse
health effect thresholds.


It is important to note that ICNIRP only uses operational
thresholds to set restrictions where they are lower (more con-
servative) than those demonstrated to adversely affect health
in the radiofrequency literature, or where the radiofrequency
literature does not provide sufficient evidence to deduce an
adverse health effect threshold. For the purpose of determin-
ing thresholds, evidence of adverse health effects arising from
all radiofrequency EMF exposures is considered, including
those referred to as ‘low-level’ and ‘non-thermal’, and includ-
ing those where mechanisms have not been elucidated. Simi-
larly, as there is no evidence that continuous (e.g., sinusoidal)
and discontinuous (e.g., pulsed) EMFs result in different bio-
logical effects (Kowalczuk et al. 2010; Juutilainen et al. 2011),
no theoretical distinction has been made between these types
of exposure (all exposures have been considered empirically
in terms of whether they adversely affect health).


Thresholds for Radiofrequency EMF-Induced
Health Effects


Nerve stimulation. Exposure to EMFs can induce
electric fields within the body, which for frequencies up to
10 MHz can stimulate nerves (Saunders and Jeffreys 2007).
The effect of this stimulation varies as a function of frequency,


and it is typically reported as a “tingling” sensation for frequen-
cies around 100 kHz. As frequency increases, heating effects
predominate and the likelihood of nerve stimulation decreases;
at 10 MHz the effect of the electric field is typically described
as “warmth.”Nerve stimulation by induced electric fields is de-
tailed in the ICNIRP low frequency guidelines (2010).


Changes to permeability of cell membranes. When
(low frequency) EMFs are pulsed, the power is distributed
across a range of frequencies, which can include radiofrequency
EMFs (Joshi and Schoenbach 2010). If the pulse is sufficiently
intense and brief, exposure to the resultant EMFs may cause
cell membranes to become permeable, which in turn can lead
to other cellular changes. However, there is no evidence that
the radiofrequency spectral component from an EMF pulse
(without the low-frequency component) is sufficient to cause
changes in the permeability of cell membranes. The restric-
tions on nerve stimulation in the ICNIRP (2010) guidelines
(and used here) are sufficient to ensure that permeability
changes do not occur, so additional protection from the resul-
tant radiofrequency EMFs is not necessary.Membrane perme-
ability changes have also been shown to occur with 18 GHz
continuous wave exposure (e.g., Nguyen et al. 2015). This
has only been demonstrated in vitro, and the effect requires
very high exposure levels (circa 5 kW kg−1, over many mi-
nutes) that far exceed those required to cause thermally-
induced harm (see “Temperature rise” section). Therefore,
there is also no need to specifically set restrictions to protect
against this effect, as the restrictions designed to protect
against smaller temperature rises described in the “Temper-
ature Rise” section will also provide protection against this.


Temperature rise.Radiofrequency EMFs can generate
heat in the body and it is important that this heat is kept to a
safe level. However, as can be seen from Appendix B, there
is a dearth of radiofrequency exposure research using suffi-
cient power to cause heat-induced health effects. Of particular
note is that although exposures (and resultant temperature
rises) have occasionally been shown to cause severe harm,
the literature lacks concomitant evidence of the lowest expo-
sures required to cause harm. For very low exposure levels
(such as within the ICNIRP (1998) basic restrictions) there is
extensive evidence that the amount of heat generated is not
sufficient to cause harm, but for exposure levels above those
of the ICNIRP (1998) basic restriction levels, there is limited
research. Where there is good reason to expect health impair-
ment at temperatures lower than those shown to impair health
via radiofrequency EMF exposure, ICNIRP uses those lower
temperatures as a basis for its restrictions (see “Radiofre-
quency EMF health research” section).


It is important to note that these guidelines restrict ra-
diofrequency EMF exposure to limit temperature rise rather
than absolute temperature, whereas health effects are pri-
marily related to absolute temperature. This strategy is used
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because it is not feasible to limit absolute temperature,
which is dependent on many factors that are outside the
scope of these guidelines, such as environmental tempera-
ture, clothing and work rate. This means that if exposure
caused a given temperature rise, this could improve, not af-
fect, or impair health depending on a person’s initial tem-
perature. For example, mild heating can be pleasant if a
person is cold, but unpleasant if they are already very hot.
The restrictions are therefore set to avoid significant in-
crease in temperature, where “significant” is considered in
light of both potential harm and normal physiological tem-
perature variation. These guidelines differentiate between
steady-state temperature rises (where temperature increases
slowly, allowing time for heat to dissipate over a larger tis-
sue mass and for thermoregulatory processes to counter
temperature rise), and brief temperature rises (where there
may not be sufficient time for heat to dissipate, which can
result in larger temperature rises in small regions given the
same absorbed radiofrequency energy). This distinction
suggests the need to account for steady-state and brief expo-
sure durations separately.


Steady-state temperature rise
Body core temperature. Body core temperature refers to
the temperature deep within the body, such as in the abdo-
men and brain, and varies substantially as a function of such
factors as sex, age, time of day, work rate, environmental
conditions and thermoregulation. For example, although
the mean body core temperature is approximately 37°C
(and within the “normothermic” range4), this typically varies
over a 24-h period to meet physiological needs, with the mag-
nitude of the variation as large as 1°C (Reilly et al. 2007). As
thermal load increases, thermoregulatory functions such as va-
sodilation and sweating can be engaged to restrict body core
temperature rise. This is important because a variety of health
effects can occur once body core temperature has increased
by more than approximately 1°C (termed “hyperthermia”).
For example, risk of accident increases with hyperthermia
(Ramsey et al. 1983), and at body core temperatures >40°C
it can lead to heat stroke, which can be fatal (Cheshire 2016).


Detailed guidelines are available for minimizing ad-
verse health risk associated with hyperthermia within the
occupational setting (ACGIH 2017). These aim to modify
work environments in order to keep body core temperature
within +1°C of normothermia, and require substantial
knowledge of each particular situation due to the range of
variables that can affect it. As described in Appendix B,
body core temperature rise due to radiofrequency EMFs that


results in harm is only seen where temperature increases
more than +1°C, with no clear evidence of a specific thresh-
old for adverse health effects. Due to the limited literature
available, ICNIRP has adopted a conservative temperature
rise value as the operational adverse health effect threshold
(the 1°C rise of ACGIH 2017). It is important to note that
significant physiological changes can occur when body core
temperature increases by 1°C. Such changes are part of the
body’s normal thermoregulatory response (e.g., Van den
Heuvel et al. 2017), and thus do not in themselves represent
an adverse health effect.


Recent theoretical modeling and generalization from
experimental research across a range of species predicts that
exposures resulting in a whole-body average SAR of approx-
imately 6W kg−1, within the 100 kHz to 6 GHz range, over at
least a 1-hour interval under thermoneutral conditions5 (28°C,
naked, at rest), is required to induce a 1°C body core temper-
ature rise in human adults. A higher SAR is required to reach
this temperature rise in children due to their more-efficient
heat dissipation (Hirata et al. 2013). However, given the
limited measurement data available, ICNIRP has adopted
a conservative position and uses 4 W kg−1 averaged over
30 min as the radiofrequency EMF exposure level corre-
sponding to a body core temperature rise of 1°C. An averag-
ing time of 30 min is used to take into account the time it
takes to reach a steady-state temperature (for more details,
see Appendix A, “Temporal averaging considerations” sec-
tion). As a comparison, a human adult generates a total of ap-
proximately 1W kg−1 at rest (Weyand et al. 2009), nearly 2W
kg−1 standing, and 12W kg−1 running (Teunissen et al. 2007).


As EMF frequency increases, exposure of the body and
the resultant heating becomes more superficial, and above
about 6 GHz this heating occurs predominantly within the
skin. For example, 86% of the power at 6 and 300 GHz is
absorbed within 8 and 0.2 mm of the surface respectively
(Sasaki et al. 2017). Compared to heat in deep tissues, heat
in superficial tissues is more easily removed from the body
because it is easier for the thermal energy to transfer to the
environment. This is why basic restrictions to protect
against body core temperature rise have traditionally been
limited to frequencies below 10 GHz (e.g., ICNIRP 1998).
However, research has shown that EMF frequencies above
300 GHz (e.g., infrared radiation) can increase body core
temperature beyond the 1°C operational adverse health ef-
fect threshold described above (Brockow et al. 2007). This
is because infrared radiation, as well as lower frequencies
within the scope of the present guidelines, cause heating
within the dermis, and the extensive vascular network
within the dermis can transport this heat deep within the
body. It is therefore appropriate to also protect against body
core temperature rise above 6 GHz.


ICNIRP is not aware of research that has assessed the
effect of 6 to 300 GHz EMFs on body core temperature,


4


Normothermia refers to the thermal state within the body whereby active
thermoregulatory processes are not engaged to either increase or decrease
body core temperature.
5


Thermoneutral refers to environmental conditions that allow body core
temperature to be maintained solely by altering skin blood flow.
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nor of research that has demonstrated that it is harmful.
However, as a conservative measure, ICNIRP uses the
4 W kg−1 corresponding to the operational adverse health effect
threshold for frequencies up to 6 GHz, for the >6 to 300 GHz
range also. In support of this being a conservative value, it
has been shown that 1260 W m−2 (incident power density)
infrared radiation exposure to one side of the body results
in a 1°C body core temperature rise (Brockow et al.,
2007). If we related this to the exposure of a 70 kg adult
with an exposed surface area of 1 m2 and no skin reflectance,
this would result in a whole-body exposure of approximately
18Wkg−1; this is far higher than the 4Wkg−1 exposure level
for EMFs below 6 GHz that is taken to represent a 1°C body
core temperature rise. This is viewed as additionally conser-
vative given that the Brockow et al. study reduced heat dissi-
pation using a thermal blanket, which would underestimate
the exposure required to increase body core temperature
under typical conditions.


Local temperature. In addition to body core temperature,
excessive localized heating can cause pain and thermal
damage. There is an extensive literature showing that skin
contact with temperatures below 42°C for extended periods
will not cause pain or damage cells (e.g., Defrin et al. 2006).
As described in Appendix B, this is consistent with the lim-
ited data available for radiofrequency EMF heating of the
skin [e.g., Walters et al. (2000) reported a pain threshold
of 43°C using 94 GHz exposure], but fewer data are avail-
able for heat sources that penetrate beyond the protective
epidermis and to the heat-sensitive epidermis/dermis inter-
face. However, there is also a substantial body of literature
assessing thresholds for tissue damage which shows that
damage can occur at tissue temperatures >41–43°C, with
damage likelihood and severity increasing as a function
of time at such temperatures (e.g., Dewhirst et al. 2003;
Yarmolenko et al. 2011; Van Rhoon et al. 2013).


The present guidelines treat radiofrequency EMF expo-
sure that results in local temperatures of 41°C or greater as
potentially harmful. As body temperature varies as a function
of body region, ICNIRP treats exposure to different regions
separately. Corresponding to these regions, the present guide-
lines define two tissue types which, based on their tempera-
ture under normothermal conditions, are assigned different
operational adverse health effect thresholds; “Type-1” tissue
(all tissues in the upper arm, forearm, hand, thigh, leg, foot,
pinna and the cornea, anterior chamber and iris of the eye,
epidermal, dermal, fat, muscle, and bone tissue), and
“Type-2” tissue (all tissues in the head, eye, abdomen, back,
thorax, and pelvis, excluding those defined as Type-1 tis-
sue). The normothermal temperature of Type 1 tissue is typ-
ically <33–36 °C, and that of Type-2 tissue <38.5 °C
(DuBois 1941; Aschoff and Wever 1958; Arens and Zhang
2006; Shafahi and Vafai 2011). These values were used to


define operational thresholds for local heat-induced health
effects; adopting 41 °C as potentially harmful, the present
guidelines take a conservative approach and treat radiofre-
quency EMF-induced temperature rises of 5°C and 2°C,
within Type-1 and Type-2 tissue, respectively, as opera-
tional adverse health effect thresholds for local exposure.


It is difficult to set exposure restrictions as a function of
the above tissue-type classification. ICNIRP thus defines
two regions and sets separate exposure restrictions, where
relevant, for these regions: “Head and Torso,” comprising
the head, eye, pinna, abdomen, back, thorax and pelvis,
which includes both Type-1 and Type-2 tissue, and the
“Limbs,” comprising the upper arm, forearm, hand, thigh,
leg and foot, which only includes Type-1 tissue. Exposure
levels have been determined for each of these regions such
that they do not result in temperature rises of more than
5°C and 2°C, in Type-1 and Type-2 tissue, respectively.
As the Limbs, by definition, do not contain any Type-2
tissue, the operational adverse health effect threshold for
the Limbs is always 5°C.


The testes can be viewed as representing a special case,
whereby reversible, graded, functional change can occur
within normal physiological temperature variation if main-
tained over extended periods, with no apparent threshold.
For example, spermatogenesis is reversibly reduced as a re-
sult of the up to 2°C increase caused by normal activities
such as sitting (relative to standing; Mieusset and Bujan
1995). Thus, it is possible that the operational adverse
health effect threshold for Type-2 tissue may result in re-
versible changes to sperm function. However, there is cur-
rently no evidence that such effects are sufficient to impair
health. Accordingly, ICNIRP views the operational adverse
health effect threshold of 2°C for Type-2 tissue, which is
within the normal physiological range for the testes, as ap-
propriate for them also. Note that the operational adverse
health effect threshold for Type-2 tissue, which includes
the abdomen and thus potentially the fetus, is also consistent
with protecting against the fetal temperature rise threshold
of 2°C for teratogenic effects in animals (Edwards et al.
2003; Ziskin and Morrissey 2011).


Within the 100 kHz to 6 GHz EMF range, average
SAR over 10 g provides an appropriate measure of the ra-
diofrequency EMF-induced steady-state temperature rise
within tissue. A 10-g mass is used because, although there
can initially be EMF-induced temperature heterogeneity
within that mass, heat diffusion rapidly distributes the ther-
mal energy to a much larger volume that is well-represented
by a 10-g cubic mass (Hirata and Fujiwara 2009). In speci-
fying exposures that correspond to the operational adverse
health effect thresholds, ICNIRP thus specifies an average
exposure over a 10-g cubicmass, such that the exposurewill
keep the Type-1 and Type-2 tissue temperature rises to be-
low 5 and 2°C respectively. Further, ICNIRP assumes
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realistic exposures (exposure scenarios that people may en-
counter in daily life, including occupationally), such as from
EMFs from radio-communications sources. This method
provides for higher exposures in the Limbs than in the Head
and Torso. A SAR10g of at least 20W kg−1 is required to ex-
ceed the operational adverse health effect thresholds in the
Head and Torso, and 40W kg−1 in the Limbs, over an inter-
val sufficient to produce a steady-state temperature (from a
fewminutes to 30min). This time interval is operationalized
as a 6-min average as it closely matches the thermal time
constant for local exposure.


Within the >6 to 300 GHz range, EMF energy is depos-
ited predominantly in superficial tissues; this makes SAR10g,
which includes deeper tissues, less relevant to this frequency
range. Conversely, absorbed power density (Sab) provides a
measure of the power absorbed in tissue that closely approx-
imates the superficial temperature rise (Funahashi et al.
2018). From 6 to 10 GHz there may still be significant ab-
sorption in the subcutaneous tissue. However, the maxi-
mum and thus worst-case temperature rise from 6 to
300 GHz is close to the skin surface, and exposure that will
restrict temperature rise to below the operational adverse
health effect threshold for Type-1 tissue (5°C) will also re-
strict temperature rise to below the operational adverse
health effect threshold for Type-2 tissue (2°C). Note that
there is uncertainty with regard to the precise frequency
for the change from SAR to absorbed power density. Six
GHz was chosen because at that frequency, most of the ab-
sorbed power is within the cutaneous tissue, which is within
the upper half of a 10-g SAR cubic volume (that is, it can be
represented by the 2.15 cm� 2.15 cm surface of the cube).
Recent thermal modeling and analytical solutions suggest
that for EMF frequencies between 6 and 30 GHz, the expo-
sure over a square averaging area of 4 cm2 provides a good
estimate of localmaximum temperature rise (Hashimoto et al.
2017; Foster et al. 2017). As frequency increases further, the
averaging area needs to be reduced to account for the possi-
bility of smaller beam diameters, such that it is 1 cm2 from
approximately 30 GHz to 300 GHz. Although the averaging
area that best corresponds to temperature risewould therefore
gradually change from 4 cm2 to 1 cm2 as frequency increases
from 6 to 300 GHz, ICNIRP uses a square averaging area of
4 cm2 for >6 to 300 GHz as a practical protection specifica-
tion. Moreover, from >30 to 300 GHz (where focal beam ex-
posure can occur), an additional spatial average of 1 cm2 is
used to ensure that the operational adverse health effect
thresholds are not exceeded over smaller regions.


As 6 minutes is an appropriate averaging interval
(Morimoto et al. 2017), and as an absorbed power density
of approximately 200 W m−2 is required to produce the
Type-1 tissue operational adverse health effect threshold
of a 5°C local temperature rise for frequencies of >6 to
300 GHz (Sasaki et al. 2017), ICNIRP has set the absorbed


power density value for local heating, averaged over 6 min
and a square 4-cm2 region, at 200 W m−2; this will also re-
strict temperature rise in Type-2 tissue to below the opera-
tional adverse health effect threshold of 2°C. An additional
specification of 400Wm−2 has been set for spatial averages
of square 1-cm2 regions, for frequencies >30 GHz.


Rapid temperature rise
For some types of exposure, rapid temperature rise


can result in “hot spots,” heterogeneous temperature dis-
tribution over tissue mass (Foster et al. 2016; Morimoto
et al. 2017; Laakso et al. 2017; Kodera et al. 2018). This
suggests the need to consider averaging over smaller time-
intervals for certain types of exposure. Hot spots can occur
for short duration exposures because there is not sufficient
time for heat to dissipate (or average out) over tissue. This
effect is more pronounced as frequency increases due to
the smaller penetration depth.


To account for such heterogeneous temperature distri-
butions, an adjustment to the steady-state exposure level is
required. This can be achieved by specifying the maximum
exposure level allowed, as a function of time, in order to re-
strict temperature rise to below the operational adverse
health effect thresholds.


From 400 MHz to 6 GHz, ICNIRP specifies the re-
striction in terms of specific energy absorption (SA) of
any 10-g cubic mass, where SA is restricted to 7.2[0.05
+0.95(t/360)0.5] kJ kg−1 for Head and Torso, and 14.4
[0.025+0.975(t/360)0.5] kJ kg−1 for Limb exposure,
where t is exposure interval in seconds (Kodera et al.
2018). Note that for this specification, exposure from any
pulse, group of pulses, or subgroup of pulses in a train, as
well as from the total (sum) of exposures (including non-
pulsed EMF), delivered in t seconds, must not exceed the
below formulae (in order to ensure that the temperature
thresholds are not exceeded).


There is no brief-interval exposure level specified be-
low 400 MHz because, due to the large penetration depth,
the total SA resulting from the 6-minute local SAR average
cannot increase temperature by more than the operational
adverse health effect threshold (regardless of the particular
pattern of pulses or brief exposures).


Above 6 GHz, ICNIRP specifies the exposure level for
both Head and Torso, and Limbs, in terms of absorbed energy
density (Uab) over any square averaging area of 4 cm2, such
that Uab is specified as 72[0.05+0.95(t/360)0.5] kJ m−2,
where t is the exposure interval in seconds (extension of
Kodera et al. 2018).


An additional exposure level for square 1-cm2 averag-
ing areas is applicable for EMFs with frequencies of >30 to
300 GHz to account for focused beam exposure and is given
by 144[0.025+0.975(t/360)0.5] kJ m−2.
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The SA and Uab values are conservative in that they are
not sufficient to raise Type 1 or Type 2 tissue temperatures
by 5 or 2°C, respectively.


GUIDELINES FOR LIMITING
RADIOFREQUENCY EMF EXPOSURE


As described in the “Scientific Basis for Limiting Ra-
diofrequency Exposure” section, radiofrequency EMF
levels corresponding to operational adverse health effects
were identified. Basic restrictions have been derived from
these and are described in the “Basic Restrictions” section
below. The basic restrictions related to nerve stimulation
for EMF frequencies 100 kHz to 10 MHz, from ICNIRP
(2010), were then added to the present set of basic restric-
tions, with the final set of basic restrictions given in
Tables 2–4. Reference levels were derived from those final
basic restrictions and are described in the “Reference
Levels” section, with details of how to treat multiple


frequency fields in terms of the restrictions in the “Simulta-
neous Exposure to Multiple Frequency Fields” section.
Contact current guidance is provided in the “Guidance for
Contact Currents”, and health considerations for occupa-
tional exposure are described in the “Risk Mitigations Con-
siderations for Occupational Exposure” section. To be
compliant with the present guidelines, for each exposure
quantity (e.g., E-field, H-field, SAR), and temporal and spatial
averaging condition, either the basic restriction or corre-
sponding reference level must be adhered to; compliance
with both is not required. Note that where restrictions
specify particular averaging intervals, ‘all’ such averaging
intervals must comply with the restrictions.


Basic Restrictions
Basic restriction values are provided in Tables 2-4 with


an overview of their derivation described below. As de-
scribed above, the basic restrictions from ICNIRP (2010)
for the frequency range 100 kHz to 10 MHz have not been


Table 2. Basic restrictions for electromagnetic field exposure from 100 kHz to 300 GHz, for averaging intervals ≥6 min.a


Exposure
scenario Frequency range


Whole-body average
SAR (W kg−1)


Local Head/Torso
SAR (W kg−1)


Local Limb
SAR (W kg−1)


Local
Sab (W m−2)


Occupational 100 kHz to 6 GHz 0.4 10 20 NA


>6 to 300 GHz 0.4 NA NA 100


General public 100 kHz to 6 GHz 0.08 2 4 NA


>6 to 300 GHz 0.08 NA NA 20


aNote:


1. “NA” signifies “not applicable” and does not need to be taken into account when determining compliance.


2. Whole-body average SAR is to be averaged over 30 min.


3. Local SAR and Sab exposures are to be averaged over 6 min.


4. Local SAR is to be averaged over a 10-g cubic mass.


5. Local Sab is to be averaged over a square 4-cm2 surface area of the body. Above 30 GHz, an additional constraint is imposed, such that
exposure averaged over a square 1-cm2 surface area of the body is restricted to two times that of the 4-cm2 restriction.


Table 3. Basic restrictions for electromagnetic field exposure from 100 kHz to 300 GHz, for integrating intervals >0 to <6 min.a


Exposure scenario Frequency range
Local Head/Torso
SA (kJ kg−1)


Local Limb
SA (kJ kg−1) Local Uab (kJ m


−2)


Occupational 100 kHz to 400 MHz NA NA NA


>400 MHz to 6 GHz 3.6[0.05+0.95(t/360)0.5] 7.2[0.025+0.975(t/360)0.5] NA


>6 to 300 GHz NA NA 36[0.05+0.95(t/360)0.5]


General public 100 kHz to 400 MHz NA NA NA


>400 MHz to 6 GHz 0.72[0.05+0.95(t/360)0.5] 1.44[0.025+0.975(t/360)0.5] NA


>6 to 300 GHz NA NA 7.2[0.05+0.95(t/360)0.5]


aNote:


1. “NA” signifies “not applicable” and does not need to be taken into account when determining compliance.


2. t is time in seconds, and restrictions must be satisfied for all values of t between >0 and <360 s, regardless of the temporal characteristics of
the exposure itself.


3. Local SA is to be averaged over a 10-g cubic mass.


4. Local Uab is to be averaged over a square 4-cm
2 surface area of the body. Above 30 GHz, an additional constraint is imposed, such that ex-


posure averaged over a square 1-cm2 surface area of the body is restricted to 72[0.025+0.975(t/360)0.5] for occupational and 14.4[0.025+0.975
(t/360)0.5] for general public exposure.


5. Exposure from any pulse, group of pulses, or subgroup of pulses in a train, as well as from the summation of exposures (including non-pulsed
EMFs), delivered in t s, must not exceed these levels.
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re-evaluated here; these are described in Table 4. Amore de-
tailed description of issues pertinent to the basic restrictions
is provided in Appendix A, in the “Relevant Biophysical
Mechanisms” section. Note that for the basic restrictions
described below, a pregnant woman is treated as a member
of the general public. This is because recent modeling sug-
gests that for both whole-body and local exposure scenar-
ios, exposure of the mother at the occupational basic
restrictions can lead to fetal exposures that exceed the gen-
eral public basic restrictions.


Whole-body average SAR (100 kHz to 300 GHz). As
described in the “Body core temperature” section, the
guidelines take awhole-body average SAR of 4W kg−1, av-
eraged over the entire body mass and a 30-minute interval,
as the exposure level corresponding to the operational ad-
verse health effect threshold for an increase in body core
temperature of 1°C. A reduction factor of 10 was applied
to this threshold for occupational exposure to account for sci-
entific uncertainty, as well as differences in thermal physiol-
ogy across the population and variability in environmental
conditions and physical activity levels. Variability in an indi-
vidual’s ability to regulate their body core temperature is par-
ticularly important as it is dependent on a range of factors that
the guidelines cannot control. These include central and pe-
ripherally-mediated changes to blood perfusion and sweat rate
(which are in turn affected by a range of other factors, includ-
ing age and certain medical conditions), as well as behavior
and environmental conditions.


Thus the basic restriction for occupational exposure be-
comes a whole-body average SAR of 0.4 W kg−1, averaged
over 30 min. Although this means that SAR can be larger for
smaller time intervals, this will not affect body core temperature
rise appreciably because the temperaturewill be “averaged-out”
within the body over the 30-min interval, and it is this time-
averaged temperature rise that is relevant here. Further, as both
whole-body and local restrictions must bemet simultaneously,
exposures sufficiently high to be hazardous locally will be
protected against by the local restrictions described below.


As the general public cannot be expected to be aware
of exposures and thus to mitigate risk, a reduction factor


of 50 was applied for the general public, making the
whole-body average SAR restriction for the general public
0.08 W kg−1, averaged over 30 min.


It is noteworthy that the scientific uncertainty pertaining
to both dosimetry and potential health consequences of
whole-body radiofrequency exposure have reduced sub-
stantially since the ICNIRP (1998) guidelines. This would
justify less conservative reduction factors, but as ICNIRP
considers that the benefits of maintaining stable basic restric-
tions outweighs any benefits that subtle changes to them
would provide, ICNIRP has retained the same reduction fac-
tors as before for the whole-body average basic restrictions.
Similarly, although temperature rise is more superficial as
frequency increases (and thus it is easier for the resultant heat
to be lost to the environment), the whole-body average SAR
restrictions above 6 GHz have been conservatively set the
same as those ≤6 GHz.


Local SAR (100 kHz to 6 GHz)


Head and Torso
As described in the “Local temperature” section within


the 100 kHz to 6 GHz range, the guidelines take a SAR of
20 W kg−1, averaged over a 10-g cubic mass and 6-min inter-
val, as the local exposure level corresponding to the operational
adverse health effect threshold for the Head and Torso (5°C in
Type-1 tissue and 2°C in Type-2 tissue). A reduction factor of 2
was applied to this for occupational exposure to account for sci-
entific uncertainty, as well as differences in thermal physiology
across the population and variability in environmental condi-
tions and physical activity levels. Reduction factors for local ex-
posure are smaller than for whole-body exposure because the
associated health effect threshold is less dependent on environ-
mental conditions and the highly variable centrally-mediated
thermoregulatory processes, and because the associated
health effect is less serious medically. Thus, the basic restric-
tion for occupational exposure becomes a SAR10g of 10 W
kg−1, averaged over a 6-min interval. As the general public
cannot be expected to be aware of exposures and thus to
mitigate risk, and also recognizing greater differences in
thermal physiology in the general population, a reduction
factor of 10 was applied for the general public, reducing
the general public basic restriction to a SAR10g of 2 W
kg−1 averaged over a 6-min interval.


Limbs
As described in the “Local temperature” section,


within the 100 kHz to 6 GHz range, the guidelines take a
SAR of 40 W kg−1, averaged over a 10-g cubic mass and
6-min interval, as the local exposure level corresponding
to the operational adverse health effect threshold for the
Limbs of a 5°C rise in local temperature. As with the Head
and Torso restrictions, a reduction factor of 2 was applied to
this threshold for occupational exposure to account for


Table 4. Basic restrictions for electromagnetic field exposure from
100 kHz to 10 MHz, for peak spatial values.a


Exposure scenario Frequency range
Induced electric


field; Eind (V m−1)


Occupational 100 kHz to 10 MHz 2.70 � 10−4f


General public 100 kHz to 10 MHz 1.35 � 10−4f


aNote:


1. f is frequency in Hz.


2. Restriction values relate to any region of the body, and are to be averaged as
root mean square (rms) values over 2 mm � 2 mm � 2 mm contiguous tissue
(as specified in ICNIRP 2010).
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scientific uncertainty, as well as differences in thermal physi-
ology across the population and variability in environmental
conditions and physical activity levels. This results in a basic
restriction for occupational exposure of a SAR10g of 20 W
kg−1. As the general public cannot be expected to be aware
of exposures and thus to mitigate risk, and also to recognize
greater differences in thermal physiology in the general popu-
lation, a reduction factor of 10 was applied for the general
public, reducing the general public restriction to 4 W kg−1


averaged over a 6-min interval.


Local SA (400 MHz to 6 GHz). As described in the
“Rapid temperature rise” section, within the >400 MHz to
6 GHz range, an additional constraint is required to ensure
that the cumulative energy permitted by the 6-minute aver-
age SAR10g basic restriction is not absorbed by tissues too
rapidly. Accordingly, ICNIRP sets an SA level for exposure
intervals of less than 6 min, as a function of time, to limit
temperature rise to below the operational adverse health ef-
fect thresholds. This SA level, averaged over a 10-g cubic
mass, is given by 7.2[0.05+0.95(t/360)0.5] kJ kg−1 for the
Head and Torso, and 14.4[0.025+0.975(t/360)0.5] kJ kg−1


for the Limbs, where t is exposure duration in seconds.
Aswith the SAR10g basic restrictions, a reduction factor


of 2 was applied to these exposure levels for occupational
exposure to account for scientific uncertainty, as well as dif-
ferences in thermal physiology across the population and
variability in environmental conditions and physical activity
levels. This results in a basic restriction for the Head and
Torso of 3.6[0.05+0.95(t/360)0.5] kJ kg−1, and for the Limbs
of 7.2[0.025+0.975(t/360)0.5] kJ kg−1. As the general public
cannot be expected to be aware of exposures and thus to
mitigate risk, and to recognize greater differences in ther-
mal physiology in the general population, a reduction fac-
tor of 10 was applied for the general public. This makes
the general public restriction 0.72[0.05+0.95(t/360)0.5] kJ kg−1


for the Head and Torso, and 1.44[0.025+0.975(t/360)0.5]
kJ kg−1 for the Limbs.


Note that for these brief exposure basic restrictions, the
exposure from any pulse, group of pulses, or subgroup of
pulses in a train, aswell as from the summation of exposures
(including non-pulsed EMFs), delivered in t seconds, must
not exceed these local SAvalues.


Local absorbed power density (>6 GHz to 300 GHz).


As described in the “Local temperature” section, within the
>6 to 300 GHz range, the guidelines take an absorbed power
density of 200 W m−2, averaged over 6 min and a square
4-cm2 surface area of the body, as the local exposure corre-
sponding to the operational adverse health effect threshold
for both the Head and Torso, and Limb regions (5 and 2°C
local temperature rise in Type-1 and Type-2 tissue, respec-
tively). As with the local SAR restrictions, a reduction fac-
tor of 2 was applied to this exposure level for occupational


exposure to account for scientific uncertainty, as well as dif-
ferences in thermal physiology across the population and
variability in environmental conditions and physical activity
levels. This results in a basic restriction for occupational ex-
posure of 100 W m−2, averaged over 6 min and a square
4-cm2 surface area of the body.


As the general public cannot be expected to be aware of
these exposures and thus to mitigate risk, and to recognize
greater differences in thermal physiology in the general pop-
ulation, a reduction factor of 10 was applied, which reduces
the general public basic restriction to 20 W m−2, averaged
over 6 min and a square 4-cm2 surface area of the body.


Further, to account for focal beam exposure from >30
to 300 GHz, absorbed power density averaged over a
square 1-cm2 surface area of the body must not exceed
2 times that of the 4-cm2 basic restrictions for workers
or the general public.


Local absorbed energy density (>6 GHz to 300


GHz).As described in the “Rapid temperature rise” section,
within the >6 to 300 GHz range, an additional constraint is
required to ensure that the cumulative energy permitted by
the 6-min average absorbed power density basic restriction
is not absorbed by tissue too rapidly. Accordingly, for both
the Head and Torso, and Limbs, ICNIRP set a maximum ab-
sorbed energy density level for exposure intervals of less
than 6 minutes, as a function of time, to limit temperature
rise to below the operational adverse health effect thresholds
for both Type-1 and Type-2 tissues. This absorbed energy
density level, averaged over any square 4-cm2 surface area
of the body, is given by 72[0.05+0.95(t/360)0.5] kJ m−2,
where t is exposure duration in seconds. To account for fo-
cal beam exposure from >30 to 300 GHz, the absorbed
energy density level corresponding to the operational
adverse health effect threshold, averaged over a square 1-cm2


surface area of the body, is given by 144[0.025+0.975(t/360)0.5]
kJ m−2. Note that for these basic restrictions for brief expo-
sures, the exposure from any pulse, group of pulses, or sub-
group of pulses in a train, as well as from the summation of
exposures (including non-pulsed EMFs), delivered in t sec-
onds, must be used to satisfy this formula.


Aswith the absorbed power density basic restrictions, a
reduction factor of 2 was applied to this exposure level for
occupational exposure to account for scientific uncertainty,
as well as differences in thermal physiology across the pop-
ulation and variability in environmental conditions and
physical activity levels. This results in a basic restriction
for occupational exposure of 36[0.05+0.95(t/360)0.5] kJ
m−2, over any square 4-cm2 surface area of the body. From
>30 to 300 GHz, an additional basic restriction for occupa-
tional exposure is 72[0.025+0.975(t/360)0.5] kJ m−2, aver-
aged over any square 1-cm2 surface area of the body. As
the general public cannot be expected to be aware of
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exposures and thus to mitigate risk, and to recognize greater
differences in thermal physiology in the general population,
a reduction factor of 10 was applied for the general public,
reducing the general public restriction to 7.2[0.05+0.95(t/
360)0.5] kJ m−2, averaged over any square 4-cm2 surface
area of the body. From >30 to 300 GHz, an additional basic
restriction for the general public is 14.4[0.025+0.975(t/
360)0.5] kJ m−2, averaged over any square 1-cm2 surface
area of the body.


Basic restriction tables. To be compliant with the
basic restrictions, radiofrequency EMF exposure must
not exceed the restrictions specified for that EMF fre-
quency in Table 2, 3 or 4. That is, for any given radiofre-
quency EMF frequency, relevant whole-body SAR, local
SAR, Sab, SA, Uab and induced E-field6 restrictions must be
met simultaneously.


Reference Levels
Reference levels have been derived from a combination


of computational and measurement studies to provide a
means of demonstrating compliance using quantities that
are more-easily assessed than basic restrictions, but that pro-
vide an equivalent level of protection to the basic restric-
tions for worst-case exposure scenarios. However, as the
derivations rely on conservative assumptions, in most expo-
sure scenarios the reference levels will be more conservative
than the corresponding basic restrictions. Further details
regarding the reference levels are provided in Appendix
A, the “Derivation of Reference Levels” section.


Reference levels are provided in Tables 5–9. Figures 1
and 2 provide graphical representations of the occupational
and general public reference level values for extended du-
rations of exposure (≥6 min). Table 5 reference levels are


averaged over a 30-min interval, and correspond to the
whole-body average basic restrictions. Table 6 (averaged
over a 6-min interval), Table 7 (integrated over intervals
between >0 and <6 min), and Table 8 (peak instantaneous
field strength measures) each relate to basic restrictions
that are averaged over smaller body regions. Additional
limb current reference levels have been set to account
for effects of grounding near human body resonance
frequencies (Dimbylow 2001) that might otherwise
lead to reference levels underestimating exposures
within tissue at certain EMF frequencies (averaged
over 6 min; Table 9). Limb current reference levels
are only relevant in exposure scenarios where a person
is not electrically isolated.


Tables 5–9 specify averaging and integrating times
of the relevant exposure quantities to determine whether
personal exposure level is compliant with the guidelines.
These averaging times are not necessarily the same as the
measurement times needed to estimate field strengths or
other exposure quantities. Depending on input from techni-
cal standards bodies, actual measurement times used to pro-
vide an appropriate estimate of exposure quantities may be
shorter than the intervals specified in these tables.


An important consideration for the application of refer-
ence levels is to what degree the quantities used to assess
compliance with the reference levels (i.e., Einc, Hinc, Sinc,
Uinc, Seq, Ueq, I) adequately predict the quantities used to as-
sess compliance with the basic restrictions. In situations
where reference level quantities are associated with greater
uncertainty, reference levels must be applied more conser-
vatively. For the purposes of the guidelines, the degree of
adequacy strongly depends on whether external EMFs can
be considered to be within the far-field, radiative near-field
or reactive near-field zone. Accordingly, in most cases, dif-
ferent reference level assessment rules have been set for
EMFs as a function of whether they are within the far-field,
radiative or reactive near-field zone.


6


Note that although the term internal is used in place of induced in ICNIRP
(2010), induced is used here for consistency within the present document.


FIGURE 1. Reference levels for time averaged occupational expo-
sures of ≥6 min, to electromagnetic fields from 100 kHz to 300
GHz (unperturbed rms values; see Tables 5 and 6 for full
specifications).


FIGURE 2. Reference levels for time averaged general public expo-
sures of ≥6 min, to electromagnetic fields from 100 kHz to 300 GHz
(unperturbed rms values; see Tables 5 and 6 for full specifications).
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A difficulty with this approach is that other factors may
also affect the adequacy of estimating basic restriction quan-
tities from reference level quantities. These include the
EMF frequency, physical dimensions of the EMF source
and its distance from the resultant external EMFs assessed,
as well as the degree towhich the EMFs vary over the space
to be occupied by a person. Taking into account such
sources of uncertainty, the guidelines have more conserva-
tive rules for exposure in the reactive and radiative near-
field than far-field zone. It is noted that there is no simple
delineation of the far-field, radiative and reactive near-field
zones that is sufficient for ensuring that reference levels will
adequately correspond to the basic restrictions. Accord-
ingly, although a definition of these zones is provided inAp-
pendix A in the “General Considerations for Reference
Levels” section this is only intended as a guide, and infor-
mation from a technical standards body, designed to specify
external exposures for each EMF source type to more ade-
quately match the basic restrictions, should be utilized to
improve reference level assessment procedures.


Related to the near- and far-field zone distinctions, for
some exposure conditions the less onerous plane wave equiva-
lent incident power density (Seq) and plane wave equivalent in-
cident energy density (Ueq) quantities can be used in place of
Sinc andUinc, respectively; where this is permitted, it is specified
below. In such cases, the plane wave equivalent incident energy
densities are to be averaged in the same way as described in
Tables 5–7 for the corresponding incident power densities.


In terms of electromagnetic fields in the far-field zone,
the following rules apply. For EMF frequencies from
>30 MHz to 2 GHz, ICNIRP requires compliance to be
demonstrated for only one of the E-field, H-field or Sinc
quantities in order to be compliant with that particular refer-
ence level. Further, Seq can be substituted for Sinc. Similarly,
for EMF frequencies >400 MHz where the restrictions are
specified in terms of Uinc, these can be substituted for by
Ueq. EMF frequencies from 100 kHz to 30 MHz are
treated as always being within the near-field zone; see
next paragraph.


In terms of electromagnetic fields in the near-field
zones, the following rules apply. From 100 kHz to 30
MHz, relevant personal exposures from present radiofre-
quency EMF sources are typically within the near-field
zone. The present guidelines treat all exposures within this
frequency range as near-field, and requires compliance with
both the E-field and H-field reference level values in order
to be compliant with the reference levels. For EMF fre-
quencies from >30 MHz to 2 GHz, personal exposure
within either the radiative or reactive near-field zones
is treated as compliant if both the E-field and H-field
strengths are below the reference level values described in
the tables. For frequencies >30 MHz to 300 GHz, personal
exposure within the radiative near-field zone is treated as
compliant if Sinc (or, where relevant Uinc) is below the ref-
erence level value. However, for exposure within the >2 to
300 GHz range, within the reactive near-field the quantities


Table 5. Reference levels for exposure, averaged over 30 min and the whole body, to electromagnetic fields from 100 kHz to
300 GHz (unperturbed rms values).a


Exposure scenario Frequency range
Incident E-field


strength; Einc (V m−1)
Incident H-field


strength; Hinc (A m−1)
Incident power


density; Sinc (W m−2)


Occupational 0.1 – 30 MHz 660/fM
0.7 4.9/fM NA


>30 – 400 MHz 61 0.16 10


>400 – 2000 MHz 3fM
0.5 0.008fM


0.5 fM/40


>2 – 300 GHz NA NA 50


General public 0.1 – 30 MHz 300/fM
0.7 2.2/fM NA


>30 – 400 MHz 27.7 0.073 2


>400 – 2000 MHz 1.375fM
0.5 0.0037fM


0.5 fM/200


>2 – 300 GHz NA NA 10


aNote:


1. “NA” signifies “not applicable” and does not need to be taken into account when determining compliance.


2. fM is frequency in MHz.


3. Sinc, Einc, and Hinc are to be averaged over 30 min, over the whole-body space. Temporal and spatial averaging of each of Einc and Hinc must
be conducted by averaging over the relevant square values (see eqn 8 in Appendix A for details).


4. For frequencies of 100 kHz to 30 MHz, regardless of the far-field/near-field zone distinctions, compliance is demonstrated if neither Einc or
Hinc exceeds the above reference level values.


5. For frequencies of >30 MHz to 2 GHz: (a) within the far-field zone: compliance is demonstrated if either Sinc, Einc or Hinc, does not exceed
the above reference level values (only one is required); Seq may be substituted for Sinc; (b) within the radiative near-field zone, compliance is
demonstrated if either Sinc, or both Einc and Hinc, does not exceed the above reference level values; and (c) within the reactive near-field zone:
compliance is demonstrated if both Einc and Hinc do not exceed the above reference level values; Sinc cannot be used to demonstrate compliance,
and so basic restrictions must be assessed.


6. For frequencies of >2GHz to 300GHz: (a)within the far-field zone: compliance is demonstrated if Sinc does not exceed the above reference level values;
Seq may be substituted for Sinc; (b) within the radiative near-field zone, compliance is demonstrated if Sinc does not exceed the above reference level values;
and (c) within the reactive near-field zone, reference levels cannot be used to determine compliance, and so basic restrictions must be assessed.
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applied for the reference level values are treated as inadequate
to ensure compliancewith the basic restrictions. In such cases,
compliance with the basic restrictions must be assessed.


ICNIRP is aware that for some exposure scenarios, ra-
diofrequency EMFs at the reference levels specified below
could potentially result in exposure that exceeds basic re-
strictions. Where such scenarios were identified, ICNIRP
determined whether the reference levels needed to be re-
duced by considering the magnitude of the difference be-
tween the resultant tissue exposure and corresponding
basic restriction (including comparison with the associated
dosimetric uncertainty), and whether the violation was
likely to adversely affect health (including consideration
of the degree of conservativeness in the associated basic re-
striction). Where the difference was small, and where it
would not adversely affect health, reference levels were
retained that can potentially result in exposures that exceed
the basic restrictions.


This situation has been shown to occur in terms of the
reference levels corresponding to whole-body average SAR


basic restrictions, which, in the frequency range of body res-
onance (up to 100 MHz) and from 1 to 4 GHz, can poten-
tially lead to whole-body average SARs that exceed the
basic restrictions (ICNIRP 2009). The exposure scenario
where this can potentially occur is very specific, requiring
a small stature person (such as a 3-years-old child) to be ex-
tended (e.g., standing still and straight with arms above the
head) for at least 30 min, while being subject to a plane
wave exposure within the above frequency ranges, incident
to the child from front to back. The resultant SAR elevation
is small relative to the basic restriction (15–40%), which is
similar to or smaller than the whole-body average SAR
measurement uncertainty (Flintoft et al. 2014; Nagaoka
and Watanabe 2019), there are many levels of conserva-
tiveness built into the basic restriction derivation itself,
and importantly, this will not impact on health. This latter
point is important because the basic restriction that this
relates to was set to protect against body core temperature
rises of greater than 1°C, and being of small stature, the
individual in this hypothetical exposure scenario would


Table 6. Reference levels for local exposure, averaged over 6 min, to electromagnetic fields from 100 kHz to 300 GHz
(unperturbed rms values).a


Exposure scenario Frequency range
Incident E-field


strength; Einc (V m−1)
Incident H-field


strength; Hinc (A m−1)
Incident power


density; Sinc (W m−2)


Occupational 0.1 – 30 MHz 1504/fM
0.7 10.8/fM NA


>30 – 400 MHz 139 0.36 50


>400 – 2000 MHz 10.58fM
0.43 0.0274fM


0.43 0.29fM
0.86


>2 – 6 GHz NA NA 200


>6 – <300 GHz NA NA 275/fG
0.177


300 GHz NA NA 100


General public 0.1 – 30 MHz 671/fM
0.7 4.9/fM NA


>30 – 400 MHz 62 0.163 10


>400 – 2000 MHz 4.72fM
0.43 0.0123fM


0.43 0.058fM
0.86


>2 – 6 GHz NA NA 40


>6 – 300 GHz NA NA 55/fG
0.177


300 GHz NA NA 20


a Note:


1. “NA” signifies “not applicable” and does not need to be taken into account when determining compliance.


2. fM is frequency in MHz; fG is frequency in GHz.


3. Sinc, Einc, and Hinc are to be averaged over 6 min, and where spatial averaging is specified in Notes 6–7, over the relevant projected body
space. Temporal and spatial averaging of each of Einc and Hinc must be conducted by averaging over the relevant square values (see eqn 8 in
Appendix A for details).


4. For frequencies of 100 kHz to 30 MHz, regardless of the far-field/near-field zone distinctions, compliance is demonstrated if neither peak
spatial Einc or peak spatial Hinc, over the projected whole-body space, exceeds the above reference level values.


5. For frequencies of >30MHz to 6 GHz: (a) within the far-field zone, compliance is demonstrated if one of peak spatial Sinc, Einc or Hinc, over
the projected whole-body space, does not exceed the above reference level values (only one is required); Seq may be substituted for Sinc; (b)
within the radiative near-field zone, compliance is demonstrated if either peak spatial Sinc, or both peak spatial Einc and Hinc, over the projected
whole-body space, does not exceed the above reference level values; and (c) within the reactive near-field zone: compliance is demonstrated if
both Einc and Hinc do not exceed the above reference level values; Sinc cannot be used to demonstrate compliance; for frequencies >2 GHz,
reference levels cannot be used to determine compliance, and so basic restrictions must be assessed.


6. For frequencies of >6 GHz to 300 GHz: (a) within the far-field zone, compliance is demonstrated if Sinc, averaged over a square 4-cm
2 projected


body surface space, does not exceed the above reference level values; Seq may be substituted for Sinc; (b) within the radiative near-field zone, com-
pliance is demonstrated if Sinc, averaged over a square 4-cm


2 projected body surface space, does not exceed the above reference level values; and (c)
within the reactive near-field zone reference levels cannot be used to determine compliance, and so basic restrictions must be assessed.


7. For frequencies of >30 GHz to 300 GHz, exposure averaged over a square 1-cm2 projected body surface space must not exceed twice that of
the square 4-cm2 restrictions.
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more easily dissipate heat to the environment than a larger
person due to their increased body “surface area-to-mass
ratio” (Hirata et al. 2013). Within a small stature person
the net effect of this “increased whole-body average
SAR” and “increased heat loss” would be a smaller tem-
perature rise than would occur in a person of larger stature
who did not exceed the basic restriction, and in both cases
would be substantially smaller than 1°C. ICNIRP has thus
not altered the reference levels to account for this situation.


Simultaneous Exposure to Multiple Frequency Fields
It is important to determine whether, in situations of si-


multaneous exposure to fields of different frequencies, these
exposures are additive in their effects. Additivity should be
examined separately for the effects of thermal and electrical
stimulation, and restrictions met after accounting for such


additivity. The formulae below apply to relevant frequencies
under practical exposure situations. As the below reference
level summation formulae assume worst-case conditions
among the fields from multiple sources, typical exposure sit-
uations may in practice result in lower exposure levels than
indicated by the formulae for the reference levels.


The following issues are noted. In terms of the refer-
ence levels, the largest ratio of the E-field strength, H-field
strength or power density, relative to the corresponding refer-
ence level values, should be evaluated to demonstrate com-
pliance. Reference levels are defined in terms of external
physical quantities and have transitions, in terms of quanti-
ties, at specific frequencies. For example, field strengths are


Table 7. Reference levels for local exposure, integrated over intervals of between >0 and <6minutes, to electromagnetic fields
from 100 kHz to 300 GHz (unperturbed rms values).a


Exposure scenario Frequency range Incident energy density; Uinc (kJ m
−2)


Occupational 100 kHz – 400 MHz NA


>400 – 2000 MHz 0.29fM
0.86 � 0.36[0.05+0.95(t/360)0.5]


>2 – 6 GHz 200 � 0.36[0.05+0.95(t/360)0.5]


>6 – <300 GHz 275/fG
0.177 � 0.36[0.05+0.95(t/360)0.5]


300 GHz 100 � 0.36[0.05+0.95(t/360)0.5]


General public 100 kHz – 400 MHz NA


>400 – 2000 MHz 0.058fM
0.86 � 0.36[0.05+0.95(t/360)0.5]


>2 – 6 GHz 40 � 0.36[0.05+0.95(t/360)0.5]


>6 – <300 GHz 55/fG
0.177 � 0.36[0.05+0.95(t/360)0.5]


300 GHz 20 � 0.36[0.05+0.95(t/360)0.5]


aNote:


1. “NA” signifies “not applicable” and does not need to be taken into account when determining compliance.


2. fM is frequency inMHz; fG is frequency in GHz; t is time interval in seconds, such that exposure from any pulse, group of pulses, or subgroup
of pulses in a train, as well as from the summation of exposures (including non-pulsed EMFs), delivered in t seconds, must not exceed these
reference level values.


3. Uinc is to be calculated over time t, and where spatial averaging is specified in Notes 5–7, over the relevant projected body space.


4. For frequencies of 100 kHz to 400 MHz, >0 to <6-min restrictions are not required and so reference levels have not been set.


5. For frequencies of >400 MHz to 6 GHz: (a) within the far-field zone: compliance is demonstrated if peak spatial Uinc, over the projected
whole-body space, does not exceed the above reference level values; Ueq may be substituted for Uinc; (b) within the radiative near-field zone,
compliance is demonstrated if peak spatial Uinc, over the projected whole-body space, does not exceed the above reference level values; and (c)
within the reactive near-field zone, reference levels cannot be used to determine compliance, and so basic restrictions must be assessed.


6. For frequencies of >6 GHz to 300GHz: (a) within the far-field or radiative near-field zone, compliance is demonstrated if Uinc, averaged over
a square 4-cm2 projected body surface space, does not exceed the above reference level values; (b) within the reactive near-field zone, reference
levels cannot be used to determine compliance, and so basic restrictions must be assessed.


7. For frequencies of >30GHz to 300 GHz: exposure averaged over a square 1-cm2 projected body surface space must not exceed 275/fG
0.177�


0.72[0.025+0.975(t/360)0.5] kJ m−2 for occupational and 55/fG
0.177 � 0.72[0.025+0.975(t/360)0.5] kJ m−2 for general public exposure.


Table 8. Reference levels for local exposure to electromagnetic fields
from 100 kHz to 10 MHz (unperturbed rms values), for peak values.a


Exposure
scenario Frequency range


Incident
E-field strength;
Einc (V m−1)


Incident
H-field strength;
Hinc (A m−1)


Occupational 100 kHz – 10 MHz 170 80


General public 100 kHz – 10 MHz 83 21


aNote:


1. Regardless of the far-field/near-field zone distinction, compliance is demon-
strated if neither peak spatial Einc or peak spatial Hinc, over the projected whole-
body space, exceeds the above reference level values.


Table 9. Reference levels for current induced in any limb, averaged
over 6 min, at frequencies from 100 kHz to 110 MHz. a


Exposure scenario Frequency range Electric current; I (mA)


Occupational 100 kHz – 110 MHz 100


General public 100 kHz – 110 MHz 45


aNote


1. Current intensity values must be determined by averaging over the relevant
square values (see eqn 8 in Appendix A for details).


2. Limb current intensity must be evaluated separately for each limb.


3. Limb current reference levels are not provided for any other frequency range.


4. Limb current reference levels are only required for cases where the human
body is not electrically isolated from a ground plane.
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used below 30MHz, whereas both field strength and incident
power density are applicable from 30MHz to 2 GHz. Where
the exposure includes frequency components below and
above the transition, additivity should be used to account
for this. The same principle applies for basic restrictions.
Field values entering the below equations must be derived
using the same spatial and temporal constraints referred to in
the basic restriction and reference level tables. The summation
equations for basic restrictions and reference levels are pre-
sented separately below. However, for practical compliance pur-
poses, the evaluation by basic restriction and reference level can
be combined. For example, the second term in eqn (2) can be
replaced by the fourth term in eqn (4) for frequency compo-
nents above 6 GHz. To be compliant with the guidelines, the
summed values in each of Eqn (1) to (7) must be less than 1.


Basic restrictions for intervals �6 min. For practical
application of the whole-body average basic restrictions,
SAR should be added according to


X300 GHz


i¼100 kHz


SARi


SARBR
≤1; ð1Þ


where SARi and SARBR are the whole-body average SAR
levels at frequency i and the whole-body average SAR basic
restrictions given in Table 2, respectively.


For practical application of the local SAR and local ab-
sorbed power density basic restrictions, values should be
added according to


X6 GHz


i¼100 kHz


SARi


SARBR


þ
X30 GHz


i>6 GHz


Sab;4cm;i


Sab;4cm;BR


þ
X300 GHz


i>30 GHz


MAX
Sab;4cm;i


Sab;4cm;BR


� �
;


Sab;1cm;i


Sab;1cm;BR


� �� �
≤1; ð2Þ


where, SARi and SARBR are the local SAR level at frequency
i and the local SAR basic restriction given in Table 2, respec-
tively; Sab,4cm,i and Sab,4cm,BR are the 4-cm2 absorbed power
density level at frequency i and the 4-cm2 absorbed power
density basic restriction given in Table 2, respectively;
Sab,1cm,i and Sab,1cm,BR are the 1-cm2 absorbed power density
level at frequency i and the 1-cm2 absorbed power density basic
restriction given in Table 2, respectively; inside the body, Sab
terms are to be treated as zero; when evaluating the summation
of SAR and Sab over the body surface, the center of the SAR
averaging space is taken to be x,y,z, such that the x,y plane
is parallel to the body surface (z = 0) and z = −1.08 cm
(approximately half the length of a 10-g cube), and the


center of the Sab averaging area is defined as x,y,0; eqn
(2) must be satisfied for every position in the human body.


Reference levels for intervals �6 min. For practical
application of thewhole-body average reference levels, incident
electric field strength, incident magnetic field strength and inci-
dent power density values should be added according to;


X30 MHz


i¼100 kHz


Einc;i


Einc;RL;i


� �2


þ Hinc;i


Hinc;RL;i


� �2
( )


þ
X2 GHz


i>30 MHz


MAX
Einc;i


Einc;RL;i


� �2


;
Hinc;i


Hinc;RL;i


� �2


;
Sinc;i


Sinc;RL;i


� �( )


þ
X300 GHz


i>2 GHz


Sinc;i
Sinc;RL


� �
≤1; ð3Þ


where, Einc,i and Einc,RL,i are the whole-body average inci-
dent electric field strength and whole-body average incident
electric field strength reference level given in Table 5, at fre-
quency i, respectively; Hinc,i andHinc,RL,i are thewhole-body av-
erage incident magnetic field strength and whole-body average
incident magnetic field strength reference level given in Table 5,
at frequency i, respectively; Sinc,i and Sinc,RL,i are the whole-
body average incident power density and whole-body aver-
age incident power density reference level given in Table 5,
at frequency i, respectively. Note that the second term is not
appropriate for the reactive near-field zone, and so cannot
be used in eqn (3).


For practical application of the local reference levels,
incident electric field strength, incident magnetic field
strength and incident power density values should be added
according to


X30 MHz


i¼100 kHz


MAX
Einc;i


Einc;RL;i


� �2


;
Hinc;i


Hinc;RL;i


� �2
( )


þ
X2 GHz


i>30 MHz


MAX
Einc;i


Einc;RL;i


� �2


;
Hinc;i


Hinc;RL;i


� �2


;
Sinc;i


Sinc;RL;i


� �( )


þ
X6 GHz


i>2 GHz


Sinc;i
Sinc;RL;i


� �


þ
X30 GHz


i>6 GHz


Sinc;4cm;i


Sinc;4cm;RL;i


� �


þ
X300 GHz


i>30 GHz


MAX
Sinc;4cm;i


Sinc;4cm;RL;i


� �
;


Sinc;1cm;i


Sinc;1cm;RL;i


� �� �
≤1; ð4Þ
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where, Einc,i and Einc,RL,i are the local incident electric field
strength and local incident electric field strength reference
level given in Table 6, at frequency i, respectively; Hinc,i


and Hinc,RL,i are the local incident magnetic field strength
and local incident magnetic field strength reference level
given in Table 6, at frequency i, respectively; Sinc,i and
Sinc,RL,i are the local incident power density and local inci-
dent power density reference level given in Table 6, at fre-
quency i, respectively; inside the body above 6 GHz, Sinc
terms are to be treated as zero; eqn (4) must be satisfied
for every position in the human body.


For practical application of the limb current reference
levels, limb current values should be added according to


X110 MHz


i¼100 kHz


Ii
IRL


� �2


≤1; ð5Þ


where Ii is the limb current component at frequency i; and
IRL is the limb current reference level value from Table 9.
If there are non-negligible contributions to the local SAR
around limbs over 110 MHz, these need to be considered
by combining corresponding terms in eqns (2) or (4).


Basic restrictions for intervals <6 min. For practical
application of the local basic restrictions for time intervals
(t)<6 min, SAR, SA and absorbed energy density values
should be added according to:


X400 MHz


i¼100 kHz


∫t SARi tð Þ
360� SARBR


dt


þ
X6 GHz


i>400 MHz


SAi tð Þ
SABR tð Þ


þ
X30 GHz


i>6 GHz


Uab;4cm;i tð Þ
Uab;4cm;BR tð Þ


þ
X300 GHz


i>30 GHz


MAX
Uab;4cm;i tð Þ
Uab;4cm;BR tð Þ
� �


;
Uab;1cm;i tð Þ
Uab;1cm;BR tð Þ
� �� �


≤1; ð6Þ


where, SARi(t) and SARBR(t) are the local SAR level at fre-
quency i and the local SARbasic restriction given in Table 2,
over time t, respectively; SAi(t) and SABR(t) are the local
SA level at frequency i and the local SA basic restriction
given in Table 3, over time t, respectively; Uab,4cm,i(t) and
Uab,4cm,BR(t) are the 4-cm


2 absorbed power density level at
frequency i and the 4-cm2 absorbed power density basic re-
striction given in Table 3, over time t, respectively; Uab,1cm,i


(t) and Uab,1cm,BR(t) are the 1-cm
2 absorbed power density


level at frequency i and the 1-cm2 absorbed power density
basic restriction given in Table 3, over time t, respectively;


inside the body, Uab terms are to be treated as zero; when
evaluating the summation of SAR and/or SA, and Uab, over
the body surface, the center of the SAR and/or SA averag-
ing space is taken to be x,y,z, such that the x,y plane is par-
allel to the body surface (z = 0) and z = −1.08 cm
(approximately half the length of a 10-g cube), and the
center of the Uab averaging area is defined as x,y,0; eqn
(6) must be satisfied for every position in the human
body; for simultaneous exposure of brief and extended
exposures, SAR, SA and Uab must all be accounted for
in this equation.


Reference levels for intervals <6 min. For practical
application of the local reference levels for time intervals
(t) <6min, incident electric field strength, incident magnetic
field strength, incident power density and incident energy
density values should be added according to:


X30 MHz


i>100 kHz


MAX ∫t
E2
inc;i tð Þ


360*E2
inc;RL;i


dt


 !
; ∫t


H2
inc;i tð Þ


360*H2
inc;RL;i


dt


 !( )


þ
X400 MHz


i>30 MHz


MAX ∫t
E2
inc;i tð Þ


360*E2
inc;RL;i


dt


 !
; ∫t


H2
inc;i tð Þ


360*H2
inc;RL;i


dt


 !
; ∫t


Sinc;i tð Þ
360*Sinc;RL;i


dt


 !( )


þ
X6 GHz


i>400 MHz


Uinc;i tð Þ
Uinc;RL;i tð Þ þ


X30 GHz


i¼6 GHz


Uinc;4cm;i tð Þ
Uinc;4cm;RL;i tð Þ


þ
X300 GHz


i>30 GHz


MAX
Uinc;4cm;i tð Þ


Uinc;4cm;RL;i tð Þ
� �


;
Uinc;1cm;i tð Þ


Uinc;1cm;RL;i tð Þ
� �� �


≤1; ð7Þ


where Einc,i(t) and Einc,RL,i are the local Einc level over time
t and the local Einc reference level given in Table 6, at fre-
quency i, respectively; Hinc,i(t) and Hinc,RL,i are the local Hinc


level over time t and the local Hinc reference level given in
Table 6, at frequency i, respectively; Sinc,i(t) and Sinc,RL,i
are the local Sinc level over time t and the local Sinc reference
level given in Table 6, at frequency i, respectively; Uinc,i(t)
and Uinc,RL(t) are the incident energy density level and the
incident energy density reference level, over time t, at fre-
quency i, given in Table 7, respectively; Uinc,4cm,i(t) and
Uinc,4cm,RL(t) are the 4-cm


2 incident energy density level and
the 4-cm2 incident energy density reference level, over time
t, at frequency i, given in Table 7, respectively; Uinc,1cm,i(t)
and Uinc,1cm,RL(t) are the 1-cm


2 incident energy density level
and the 1-cm2 incident energy density reference level, over
time t, at frequency i, given in Table 7, respectively; inside
the body, Uinc terms are to be treated as zero; eqn (7) must
be satisfied for every position in the human body.


Guidance for Contact Currents
Within approximately the 100 kHz to 110 MHz range,


contact currents can occur when a person touches a conducting
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object that is within an electric or magnetic field, causing cur-
rent flow between object and person. At high levels these
can result in nerve stimulation or pain (and potentially tis-
sue damage), depending on EMF frequency (Kavet et al.
2014; Tell and Tell 2018). This can be a particular concern
around large radiofrequency transmitters, such as those that
are found near high power antennas used for broadcasting
below 30MHz and at 87.5–108MHz, where there have been
sporadic reports of pain and burn-related accidents. Contact
currents occur at the region of contact, with smaller contact
regions producing larger biological effects (given the same
current). This is due to the larger current density (A m−2),
and consequently the higher localized SAR in the body.


Exposure due to contact currents is indirect, in that it
requires an intermediate conducting object to transduce
the field. This makes contact current exposure unpredict-
able, due to both behavioral factors (e.g., grasping versus
touch contact) and environmental conditions (e.g., configu-
ration of conductive objects), and it reduces ICNIRP’s abil-
ity to protect against them. Of particular importance is the
heterogeneity of the current density passing to and being ab-
sorbed by the person, which is due not only to the contact
area, but also to the conductivity, density and heat capacity
of the tissue through which the current passes, and most im-
portantly the resistance between conducting object and
contacting tissue (Tell and Tell 2018).


Accordingly, these guidelines do not provide restrictions
for contact currents, and instead provide “guidance” to assist
those responsible for transmitting high-power radiofrequency
fields to understand contact currents, the potential hazards,
and how to mitigate such hazards. For the purpose of speci-
fication, ICNIRP here defines high-power radiofrequency
EMFs as those emitting greater than 100 V m−1 within the
frequency range 100 kHz to 100 MHz at their source.


There is limited research available on the relation be-
tween contact currents and health. In terms of pain, the health
effect arising from the lowest contact current level, the main
data comes from Chatterjee et al. (1986). In that study sensa-
tion and pain were assessed in a large adult cohort as a func-
tion of contact current frequency and contact type (grasping
versus touch contact). Reversible, painful heat sensations
were reported to occur with average (touch contact) induced
current thresholds of 46 mAwithin the 100 kHz to 10 MHz
range tested, which required at least 10 s of exposure to be
reported as pain. Thresholds were frequency-independent
within that range, and thresholds for grasping contact were
substantially higher than those for touch contact.


However, given that the threshold value reported was
an average across the participants, and given the standard
deviation of the thresholds reported, ICNIRP considers that
the lowest threshold across the cohort would have been ap-
proximately 20mA. Further, modeling from that data suggests


that children would have lower thresholds; extrapolating from
Chatterjee et al. (1986) and Chan et al. (2013), the lowest
threshold in children would be expected to bewithin the range
of 10 mA. The upper frequency of contact current capable of
causing harm is also not known. Although the ICNIRP (1998)
guidelines specified reference levels to account for contact
currents from 100 kHz to 110 MHz, Chatterjee et al. (1986)
only tested up to 10 MHz, and Tell and Tell (2018) reported
strong reductions in contact current sensitivities from about
1 MHz to 28 MHz (and did not assess higher frequencies).
Thus, it is not clear that contact currents will remain a health
hazard across the entire 100 kHz to 110 MHz range.


In determining the likelihood and nature of hazard due
to potential contact current scenarios, ICNIRP views the
above information as important for the responsible person
in managing risk associated with contact currents within
the frequency range 100 kHz to 110MHz. This may also as-
sist in conducting a risk-benefit analysis associated with
allowing a person into a radiofrequency EMF environment
that may result in contact currents. The above information
suggests that risk of contact current hazards can be mini-
mized by training workers to avoid contact with conducting
objects, but that where contact is required, the following
factors are important. Large metallic objects should be con-
nected to ground (grounding); workers should make contact
via insulating materials (e.g., radiofrequency protective
gloves); and workers should be made aware of the risks, in-
cluding the possibility of “surprise,” which may impact on
safety in ways other than the direct impact of the current
on tissue (for example, by causing accidents).


Risk Mitigation Considerations for Occupational
Exposure


To justify radiofrequency EMFexposure at the occupa-
tional level, an appropriate health and safety program is re-
quired. Part of such a program requires an understanding of
the potential effects of radiofrequency EMF exposure, in-
cluding consideration of whether biological effects resulting
from the exposure may add to other biological effects that are
unrelated to radiofrequency EMF. For example, where body
core temperature is already elevated due to factors unrelated
to EMF, such as through strenuous activity, radiofrequency
EMF-induced temperature rise needs to be considered in
conjunction with the other sources of heating. Similarly, it
is also important to consider whether a person has an illness or
condition that might affect their capacity to thermoregulate, or
whether environmental impediments to heat dissipation might
be present.


The relevant health effects that the whole-body SAR
restrictions protect against are increased cardiovascular load
(due to the work that the cardiovascular system must per-
form in order to restrict body core temperature rise), and
where temperature rise is not restricted to a safe level, a
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cascade of functional changes that may lead to both revers-
ible and irreversible effects on tissues (including brain,
heart, and kidney). These effects typically require body core
temperatures greater than 40°C (or an increase of approxi-
mately 3°C relative to normothermia). Large reduction fac-
tors have thus been used to make it extremely unlikely that
radiofrequency-induced temperature rise would exceed 1°C
(occupational restrictions have been set that would, under
normothermic conditions, lead to body core temperature
rises of <0.1°C), but care must be exercised when other fac-
tors are present that may affect body core temperature.
These include high environmental temperatures, high phys-
ical activity, and impediments to normal thermoregulation
(such as the use of thermally insulating clothing or certain
medical conditions). Where significant heat is expected
from other sources, it is advised that workers have a suitable
means of verifying their body core temperature (see ACGIH
2017 for further guidance).


The relevant health effects that the localized basic re-
strictions protect against are pain and thermally-mediated tis-
sue damage. Within Type-1 tissue, such as in the skin and
limbs, pain (due to stimulation of nociceptors) and tissue
damage (due to denaturation of proteins) typically require
temperatures above approximately 41°C. Occupational expo-
sure of the Limbs is unlikely to increase local temperature by
more than 2.5°C, and given that Limb temperatures are nor-
mally below 31–36°C, it is unlikely that radiofrequency
EMF exposure of Limb tissue, in itself, would result in either
pain or tissue damage. Within Type-2 tissue, such as within re-
gions of the Head and Torso (excluding superficial tissue),
harm is also unlikely to occur at temperatures below
41°C. As occupational exposure of the Head and Torso
tissue is unlikely to increase temperature by more than
1°C, and given that body core temperature is normally around
37–38°C, it is unlikely that radiofrequency EMF exposure
would lead to temperature rises sufficient to harm Type-2
tissue or tissue function.


However, care must be exercised when a worker is sub-
ject to other heat sources that may add to that of the radiofre-
quency EMF exposure, such as those described above in
relation to body core temperature. For superficial exposure
scenarios, local thermal discomfort and pain can be important
indicators of potential thermal tissue damage. It is thus impor-
tant, particularly in situations where other thermal stressors are
present, that the worker understands that radiofrequency EMF
exposure can contribute to their thermal load and is in a posi-
tion to take appropriate action to mitigate potential harm.
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APPENDIX A: BACKGROUND DOSIMETRY


Introduction
This appendix provides additional dosimetry informa-


tion that is directly relevant to the derivation of the radiofre-
quency exposure restrictions that form the basis of the
present guidelines. As described in the main document, the
operational adverse health effects resulting from the lowest ra-
diofrequency exposure levels are due to heating (nerve stimu-
lation is discussed within the low frequency guidelines;
ICNIRP 2010). Accordingly, this appendix details the choice
of quantities used to restrict temperature rise to the operational
adverse health effect thresholds described in the main docu-
ment, the methods used to derive these restrictions (including,
where relevant, the associated uncertainty), the spatial and
temporal averaging methods used to represent temperature
rise, and the derivation of the basic restrictions and reference
levels themselves (including, where relevant, the associated
uncertainty). The operational adverse health effect thresholds
considered are 1°C body core temperature rise for exposures
averaged over thewhole body, and 5°C and 2°C local temper-
ature rise over more-localized regions for “Type-1” and
“Type-2” body tissue, respectively.7


QUANTITIES AND UNITS
Detailed explanations for the basic quantities, e.g., E,


H, I, T, and t are found elsewhere (see ICNIRP 1985, 2009a,
2009, 2010). In this section, the other quantities used in the
guidelines are detailed (i.e., SAR, SA, Sinc, Sab, Seq, Uinc,
Uab, and Ueq). Vector quantities are presented in bold font.


It is noted that radiofrequency basic restrictions and
reference levels are based on the lowest radiofrequency expo-
sure levels that may cause an adverse health effect. Since the
health effects are related to the temperature rises caused by
the exposure, it is determined by energy or power of the radio-
frequency exposure. Therefore, squared values of E, H, and I
are considered for time or spatial integration, orwhere summa-
tion of multiple frequencies is applied. The following equation
is an example of the spatial average of E over a volume V:


Espatial average ¼
ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
1
V
∫v Ej j2dv


r
; ð8Þ


where V is the volume of the integration (V = ∫vdv).


Specific Energy Absorption Rate (SAR) and Specific
Energy Absorption (SA)


SAR is defined as the time derivative of the incremental
energy consumption by heat, dW, absorbed by or dissipated
in an incremental mass, dm, contained in a volume element,


dV, of a given mass density of the tissue (kg m−3), r, and is
expressed in watt per kilogram (W kg−1):


SAR ¼ d


dt


dW


dm


� �
¼ d


dt


dW


rdV


� �
: ð9Þ


Dielectric properties of biological tissues or organs are generally
considered as dielectric lossy material and magnetically transpar-
ent because the relative magnetic permeability (mr) is 1. There-
fore, the SAR is usually derived from the following equation:


SAR ¼ s Ej j
r


2


; ð10Þ


where s is the conductivity (S m−1) and E is the internal elec-
tric-field (root mean square (rms) value).


Temperature rise is strongly correlated with SAR. Un-
der conditions where heat loss due to processes such as con-
duction is not significant, SAR and temperature rise are
directly related as follows;


SAR ¼ C
dT
dt


; ð11Þ


where C is specific heat capacity (J kg−1 °C−1) of the tissue,
T is temperature (°C) and t is the duration of exposure (s).
For most realistic cases, a large amount of heat energy rap-
idly diffuses during the exposure. Therefore, eqn (11) can-
not be routinely applied to human exposure scenarios.
However, eqn (11) is useful for brief exposure scenarios where
heat loss is not significant.


SAR is used as a basic restriction in the present guide-
lines. The SAR basic restrictions are defined as spatially
averaged values; that is, whole-body average SAR and
SAR10g. The whole-body average SAR is the total power
absorbed in the whole body divided by the body mass:


Whole−body average SAR ¼ Total powerð ÞWB


Total massð ÞWB


¼
∫WBs Ej j2dv
h i


WB


∫WBrdv
: ð12Þ


SAR10g is defined as the total power absorbed in a 10-g
cubic volume divided by 10 g (see the “Spatial averaging
considerations” section):


SAR10g ¼
Total powerð ÞV10g


Total massð ÞV10g


¼
∫V10gs Ej j2dv
h i


V10g


∫V10grdv
: ð13Þ


A 10-g volume (V10g) is approximately computed as a
2.15 cm � 2.15 cm � 2.15 cm cube, based on the assump-
tion that the tissue has the same mass density as water, or
1,000 kg m−3.


SA (J m−3) is derived as the time integral of SAR dur-
ing the time from t1 to t2:


7


Type-1 tissue refers to all tissues in the upper arm, forearm, hand, thigh,
leg, foot, pinna and the cornea, anterior chamber and iris of the eye, epider-
mal, dermal, fat, muscle, and bone tissue. Type-2 tissue refers to all tissues
in the head, eye, abdomen, back, thorax, and pelvis, excluding those de-
fined as Type-1 tissue.
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SA ¼ ∫t2t1SAR tð Þdt: ð14Þ


Absorbed Power Density (Sab) and Absorbed Energy
Density (Uab)


SAR10g is no longer an appropriate surrogate for local
temperature rise at frequencies above 6 GHz. Therefore, the
absorbed power and energy densities are introduced in the
guidelines for basic restrictions at such frequencies, where
the radiofrequency power or energy absorption is largely
confined within very superficial regions of the body. For ex-
ample, the penetration depths are approximately 8.1 mm
and 0.23 mm at 6 GHz and 300 GHz, respectively (see also
Table 10). The absorbed power density (W m�2) is defined
at the body surface:


Sab ¼ ∬A dxdy ∫Zmax0 r x; y; zð Þ � SAR x; y; zð Þ dz=A; ð15Þ


where the body surface is at z = 0, A is the averaging area (in
m2), and Zmax is depth of the body at the corresponding re-
gion; where Zmax is much larger than the penetration depth,
infinity can be substituted for Zmax. Considering heat diffu-
sion, a square 2 cm � 2 cm region (from 6 to 300 GHz) is
used for the averaging area of the absorbed power and en-
ergy density basic restrictions.


A more rigorous formula for absorbed power density is
based on the Poynting vector (S):


Sab ¼ ∬A Re S½ � � ds=A ¼ ∬A Re E�H�½ � � ds=A; ð16Þ


where Re[X] and X* are the real part and the complex con-
jugate of a complex value “X,” respectively, and ds is the in-
tegral variable vector with its direction normal to the
integral area A on the body surface.


Similar to the relationship between SAR and SA, the
absorbed energy density is derived as the temporal integra-
tion of the absorbed power density (J m−2):


Uab ¼ ∫t2t1 Sab tð Þdt: ð17Þ


Incident Power Density (Sinc) and Incident Energy
Density (Uinc)


The incident power and energy densities are used as ref-
erence levels in the guidelines. The incident power density is
defined as the modulus of the complex Poynting vector:


Sinc ¼ E�H�j j: ð18Þ


In the case of the far-field or transverse electromag-
netic (TEM) plane wave, the incident power density is de-
rived as:


Sinc ¼ Ej j2
Z0


¼ Z0 Hj j2; ð19Þ


where Z0 is the characteristic impedance of free space, i.e.,
377 V. The above equation is also used for the evaluation
of the plane wave equivalent incident power density (Seq).


Sinc is also related to Sab using the reflection coefficient G:


Sab ¼ 1− Gj j2
� �


Sinc: ð20Þ


The reflection coefficient (G) is derived from the di-
electric properties of the tissues, shape of the body surface,
incident angle, and polarization.


Similar to the relationship between SAR and SA, the
incident energy density is derived as the temporal integra-
tion of the incident power density during the time from t1
to t2:


Uinc ¼ ∫t2t1 Sinc tð Þ dt: ð21Þ


In near-field exposure scenarios, the components of the
Poynting vector are not real values but complex ones. In such
cases a detailed investigation of the Poynting vector compo-
nents may be necessary to calculate the incident power den-
sity relevant to radiofrequency safety.


RELEVANT BIOPHYSICAL MECHANISMS


Whole-Body Average Exposure Specifications
Relevant quantity. Health effects due to whole-body


exposure are related to body core temperature rise. It is, how-
ever, difficult to predict body core temperature rise based on
exposure of the human body to radiofrequency EMFs.


Body core temperature depends on the whole-body
thermal energy balance. Radiofrequency energy absorbed
by the body is transferred to the body core via blood flow,
which can activate thermoregulatory responses to maintain
the body core temperature (Adair and Black 2003). This
means that the time rate of the energy balance is essential
for the body core temperature dynamics. Accordingly,
whole-body average SAR is used as the physical quantity
relating to body core temperature rise.


The relationship between the total energy absorption
and the body core temperature is in general independent
of frequency. However, at frequencies higher than a few
GHz, core temperature does not generally elevate as much
as with the same level of whole-body average SAR at lower
frequencies because of larger heat transfer from the body
surface to air via convection or radiative emission, which


Table 10. Penetration depth of human skin tissue (dermis), for
frequencies 6 to 300 GHz.


Frequency (GHz)
Relative


permittivity Conductivity (S/m)
Penetration
depth (mm)


6 36 4.0 8.1


10 33 7.9 3.9


30 18 27 0.92


60 10 40 0.49


100 7.3 46 0.35


300 5.0 55 0.23
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includes the effect of vasodilation in the skin (Hirata et al.
2013). The power absorption is confined primarily within
skin surface tissues where localized temperature rise is more
significant than the body core temperature rise (Laakso and
Hirata 2011). However, it has also been reported that infra-
red radiation (IR) exposure can cause significant body core
temperature rise (Brockow et al. 2007). Infrared radiation
refers to electromagnetic waves with frequencies between
those of radiofrequency EMF and visible light. This means
that despite the penetration depth of infrared radiation being
very small or comparable to the high GHz radiofrequency
EMFs (or millimeter waves) it is still possible for infrared
radiation exposure to raise body core temperature signifi-
cantly. For conservative reasons, therefore, ICNIRP set
equal whole-body average limits for frequencies both above
and below 6 GHz. This is especially important for cases of
multiple-frequency exposure of both higher and lower fre-
quencies. Thus, the applicable frequency is defined as the
entire frequency range considered in the guidelines.


Temporal averaging considerations. The definition of
the time constant for body core temperature is not clear.
However, under simplified conditions that produce a reason-
able estimate of the time constant (e.g., assuming a first order
lag), temperature dynamics can be described as follows:


T tð Þ ¼ T0 þ T∞−T0ð Þð1−e−tt Þ; ð22Þ


where T is the temperature as a function of time t, T0 and T∞
are the initial and steady-state temperatures, respectively,
and t is the time constant. In this case, the time constant cor-
responds to the time taken for 63% of the temperature rise,
from initial temperature to steady state temperature, to be
reached. In the present guidelines, the time to reach a
steady-state of 80–90% of the equilibrium temperature,
from the initial temperature, is considered for guideline set-
ting; this is almost two times the time constant in eqn (22).


Further, the time needed to reach the steady-state body
core temperature depends on the level of heat load, which in
this case relates to thewhole-body average SAR.Hirata et al.
(2007) numerically simulated the body core temperature
rise of a naked body exposed to a plane wave at 65 MHz
and 2 GHz, and reported that in both cases it takes at least
60 min to reach a 1°C body core temperature rise for
whole-body average SARs of 6 to 8 W kg−1. This time is
also dependent on the sweating rate, with strong sweating
increasing this time by 40–100min (Hirata et al. 2008; Nelson
et al. 2013). Consequently, the time to reach the steady state
temperature rise due to whole-body exposure to radiofre-
quency EMFs below 6 GHz is 30 min or longer.


As described above, power absorption is mainly con-
fined within the surface tissues at frequencies above
6 GHz (see Table 10). Thermoregulatory responses are thus


initiated by the skin temperature rise rather than body core
temperature rise. However, the time needed for the steady
state temperature rise is not significantly affected by this,
and so is not taken into account. It is thus reasonable to keep
the averaging time above 6 GHz the same as that below 6
GHz, because there is no quantitative investigation on the
time constant of body core temperature rise above 6 GHz.


Whole-body average SAR needed to raise body core


temperature by 1˚C. Thermoregulatory functions are acti-
vated if a human body is exposed to significant heating
load, which often results in non-linear relations between
whole-body average SAR and body core temperature rise.


Adair and colleagues have experimentally investigated
body core temperature (via esophageal temperature mea-
surement) during whole-body exposure. They have reported
no or minor increases of the esophageal temperature (<0.1°C)
during the whole-body exposure at 100 MHz, 220 MHz, and
2450MHz, with whole-body average SAR ranging from 0.54
to 1 W kg−1 in normal ambient temperature conditions, from
24°C to 28°C (Adair et al. 2001, 2003, 2005).


They also reported a relatively high body core tempera-
ture rise (0.35°C) for whole-body average SAR at 220 MHz
of 0.675 W kg−1 in a hot ambient temperature (31°C) condi-
tion, although this was found in only one person and the
mean of the body core temperature rises (6 persons) was
not appreciable. There is no data on body core temperature
rise for whole-body exposure to radiofrequency EMFs above
6 GHz. The only available data are on infrared radiation
(Brockow et al. 2007). The conservativeness for whole-body
exposure at higher frequencies is discussed in the main text.


There are two main factors affecting body core temper-
ature rise due to radiofrequency exposure: sweating and
mass-to-body surface ratio.


Evaporative heat loss due to sweating reduces body core
temperature efficiently and needs to be accounted for when
estimating body core temperature rise due to EMF. For exam-
ple, Hirata et al. (2007) reported that 4.5 W kg−1 is required
to increase the body core temperature by 1°C for a person
with a lower sweat rate, such as an elderly person, while
6 W kg-1 is required for a person with a normal sweat rate.
The decline of sweat rate in elderly people is primarily due to
degradation of thermal sensation (Dufour and Candas, 2007).


Similarly, heat exchange between the body surface and
external air is also very important. Hirata et al. (2009) found
that the steady-state body core temperature rise due to
whole-body radiofrequency EMF exposure is proportional
to the ratio of the (whole-body) power absorption to the sur-
face area of the body. The ratio of the mass to the surface
area is smaller for smaller-dimension bodies such as chil-
dren, and so greater whole-body average SAR is required
to elevate their body core temperature.
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This coincides with the finding that smaller persons
have a lower body core temperature rise for the same
whole-body average SAR. For example, Hirata et al. (2008)
numerically evaluated the body core temperature rise in 8-
months-old and 3-years-old child models and found that their
body core temperature rises were 35% smaller than that of an
adult female model for the same whole-body average SAR.
They concluded that the higher ratio of a child’s surface area
to body mass is the reason for more effective cooling
resulting from heat loss to the environment. Consequently,
the body core temperature rise in the child is smaller than that
of the adult at the same whole-body average SAR.


Addressing the issue more broadly, theoretical model-
ing and generalization from experimental research across a
range of species has shown that within the 100 kHz to
6 GHz range, whole-body average SARs of at least 6 W
kg−1, for exposures of at least 1 h at moderately high ambi-
ent temperature (28°C), are necessary to increase body core
temperature by 1°C for healthy adults and children (Hirata
et al. 2013), and at least 4.5 W for those with lower sweat
rates, such as the elderly (Hirata et al. 2007).


Considerations for fetal exposure. The primary ther-
moregulatory mechanism for a fetus is body core heat
exchange with the mother via blood flow through the
umbilical cord. The fetal temperature is therefore tightly
controlled by maternal temperature, and it takes longer to
reach thermal equilibrium than in adults (Gowland and De
Wilde 2008). The body core temperature of the fetus is typ-
ically 0.5°C higher than that of the mother (Asakura 2004).
This relationship is not changed significantly by radiofre-
quency EMF exposure of the mother at 26 weeks gestation,
as reported by Hirata et al. (2014). In the frequency range
from 40MHz to 500MHz, they computed steady-state fetal
temperature, taking the thermal exchange between mother
and fetus into account, and reported that the fetal tempera-
ture rise was only 30% higher than that of the mother, even
when the power absorption was focused around the fetus.
At lower frequencies, the SAR distribution becomes more
homogeneous because of the longer wavelength and pen-
etration depth, which results in more homogeneous tem-
perature rise over the whole-body of the mother and
fetus. At higher frequencies, the SAR distribution be-
comes more superficial because of the shorter penetration
depth. This results in a smaller SAR of the young fetus or
embryo, as it is generally located in the deep region of the
abdomen of the mother, as well as resulting in a smaller
whole-body SAR of the older fetus because the size of
the fetus is larger than the penetration depth. This sug-
gests that EMF whole-body exposure to the mother will
result in a similar body core temperature rise in the fetus
relative to that of the mother, even at frequencies outside
those investigated in that study.


It follows that an EMF-induced body core temperature
rise within the mother will result in a similar rise within the
fetus, and thus an exposure at the occupational whole-body
average SAR basic restriction would result in a similar body
core temperature rise in mother and fetus. Therefore, to
maintain fetal temperature to the level required by the gen-
eral public, a pregnant woman is considered a member of
the general public in terms of the whole-body average
SAR basic restriction.


ICNIRP’s decision on the occupational whole-body
average SAR for pregnant women is significantly conserva-
tive compared with the established teratogenic fetal temper-
ature threshold (2°C: Edwards et al. 2003; Ziskin and
Morrissey 2011). ICNIRP also recognizes that the body
core temperature of the fetus, especially during early stage
one or embryonic development, is not clearly defined, and
that there is no direct evidence that occupational whole-
body exposure of the pregnant worker will harm the fetus.
It is thus acknowledged that the decision to treat a pregnant
worker as a member of the general public is conservative.
ICNIRP also notes that there are some mitigating tech-
niques that can be considered in order to allow pregnant
workers to enter areas where radiofrequency EMFs are at
occupational exposure levels, without exceeding the general
public restrictions. For example, within a 30-min averaging
interval, a pregnant worker could bewithin an area at the oc-
cupational exposure restriction level for 6 min, providing
that the SAR averaged over 30 min (which includes this
6-min interval) does not exceed the general public restric-
tions. In considering such mitigating techniques, local re-
gion exposure restrictions for the pregnant worker are also
important, and are described in the “Considerations for fetal
exposure” in “Exposure Specifications for Local Regions
(100 kHz to 6 GHz)” and in “Exposure Specifications for
Local Regions (>6 GHz to 300 GHz)” sections.


Exposure Specifications for Local Regions (100 kHz to
6 GHz)


Relevant quantity. For cases of exposure to radiofre-
quency EMF over localized body regions, temperature can
rise in part of the body without altering body core tempera-
ture. Local temperature rise must therefore also be re-
stricted. The maximum local temperature rise generally
appears on the surface of the body, and local SAR is a useful
surrogate for local temperature rise due to localized radio-
frequency EMF exposure. However, other factors, such as
clothing, environmental conditions, and physiological states
can have more impact on local temperature than SAR itself.


The transition frequency between local SAR and area-
averaged absorbed power density is chosen as 6 GHz
(Funahashi et al. 2018). This was done as a practical com-
promise suitable for the conditions relevant to the spatial
and temporal averaging described in the following subsections,
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because no optimal single frequency exists for this transition.
For frequencies lower than the transition frequency, the SAR
is ametric for simultaneously protecting both the internal tissues
(e.g., brain) and the skin, as explained in the “Spatial averaging
considerations” section. At higher frequencies (especially above
10 GHz), the absorbed power density is a surrogate for maxi-
mum skin temperature rise.


Spatial averaging considerations. Different averaging
schemes (e.g., cubic, spherical, contiguous single tissue)
and masses have been assessed in terms of their ability to
predict local temperature rise (Hirata and Fujiwara 2009;
McIntosh and Anderson 2011). These suggest that the effect
of the size of the averaging mass is more crucial than the
shape of the averaging volume, and that SAR varies with dif-
ferent averaging schemes by a factor of approximately 2
(Hirata et al. 2006). It has also been shown that SAR aver-
aged over a single tissue provides somewhat worse correla-
tion with local temperature than that for multiple tissues,
because the heat generated in biological tissue can diffuse
up to a few centimeters (i.e., across multiple tissue types).
Consequently, a cubic averaging mass of 10 g, including all
tissues, is used as an appropriate spatial averaging regime
for frequencies up to 6 GHz. This metric has been shown
to be applicable even for plane wave exposures, in that local
temperature rise in the Head and Torso, and Limbs, is corre-
lated with SARwhen this averaging mass is used (Razmadze
et al. 2009; Bakker et al. 2011; Hirata et al. 2013).


Temporal averaging considerations. Time to reach
steady-state temperature, given the balance between rate of
radiofrequency power deposition on one hand, and heat diffu-
sion and conduction on the other, is characterized by the time
constant of temperature rise. The time constant primarily de-
pends on heat convection due to blood flow and thermal con-
duction. Van Leeuwen et al. (1999), Wang and Fujiwara
(1999), and Bernardi et al. (2000) report that the time needed
for 80–90% of the steady-state temperature rise, at 800 MHz
to 1.9 GHz, is 12–16 min. These guidelines take 6 min as a
suitable, conservative averaging time for steady-state temper-
ature rise up to 6 GHz for local exposures.


Local SAR required to increase local Type-1 and


Type-2 tissue temperature by 5 and 2˚C, respectively. Al-
though early research provided useful rabbit eye data con-
cerning the relation between 2.45 GHz exposure and local
temperature rise (e.g., Guy et al. 1975; Emery et al. 1975),
research with more accurate techniques has demonstrated
that the rabbit is an inappropriate model for the human
eye (Oizumi et al. 2013). However, given the concern about
potential radiofrequency harm to the eye, there are now
several studies that provide more-accurate information
about radiofrequency-induced heating of the human eye.
Expressed as heating factors for the SAR averaged over


10 g of tissue (the °C rise per unit mass, per Wof absorbed
power), the computed heating factors of a human eye have
been relatively consistent [0.11–0.16°C kg W−1: Hirata
(2005); Buccella et al. (2007); Flyckt et al. (2007); Hirata
et al. (2007); Wainwright (2007); Laakso (2009); Diao et al.
(2016)]. In most studies, the heating factor was derived for
the SAR averaged over the eyeball (contiguous tissue).
The SAR averaged over the cubic volume (which includes
other tissues) is higher than that value (Diao et al. 2016),
resulting in lower heating factors.


There is also a considerable number of studies on the
temperature rise in the head exposed to mobile phone
handset antennas (Van Leeuwen et al. 1999; Wang and
Fujiwara 1999; Bernardi et al. 2000; Gandhi et al. 2001;
Hirata and Shiozawa 2003; Ibrahim et al. 2005; Samaras
et al. 2007). Hirata and Shiozawa (2003) reported that
heating factors are 0.24 or 0.14°C kg W−1 for the local
SAR averaged over a 10-g contiguous volume, with and
without the pinna, respectively. Other studies considering
the local SAR averaged over a 10-g cubic volume includ-
ing the pinna reported heating factors of the head in the
range of 0.11–0.27°C kg W−1 (Van Leeuwen et al. 1999;
Bernardi et al. 2000; Gandhi et al. 2001). Fujimoto et al.
(2006) studied the temperature rise in a child head exposed
to a dipole antenna and found that it is comparable to that in
the adult when the same thermal parameters were used. The
heating factor in the brain (the ratio of the temperature rise
in the brain to peak SAR in the head) is 0.1°C kg W−1 or
smaller (Morimoto et al. 2016). Only one study reported
the temperature rise in the trunk for body-worn antennas
(Hirata et al. 2006). This study showed that the heating factor
in the skin is in the range of 0.18–0.26 �C kg W�1. Uncer-
tainty factors associated with the heating factors are attrib-
utable to the energy absorbed in the pinna (for mobile
phones) and other surrounding structures (for example,
see Foster et al. 2018) as well as the method for spatial av-
eraging of SAR.


Those studies are consistent with research showing
that, within the 100 kHz–6 GHz range, numerical estima-
tions converge to show that the maximum heating factor is
lower than 0.25°C kg W−1 in the skin and 0.1°C kg W−1


in the brain for exposures of at least approximately 30
min. Based on these heating factors, the operational adverse
health effect thresholds for the eye and brain (Type 1) and
for the skin (Type 2) will not be exceeded for local SARs
of up to 20 W kg−1.


Considerations for fetal exposure. Local SAR
heating factors for the fetus, as a function of gestation stage
and fetal posture and position, have been determined that
take heat exchange between mother and fetus into account
(Akimoto et al. 2010; Tateno et al. 2014; Takei et al. 2018).
This research used numerical models of 13-week, 18-week,
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and 26-week pregnant women. The heating factors of the fe-
tus were several times lower than those of the mother in
most cases. However, the largest heating factor was ob-
served when the fetal body position is very close to the sur-
face of the abdomen (i.e., middle and later stages of
gestation). These provide 0.1°C kg W−1 as a conservative
heating factor for the fetus.


Based on these findings, exposure of the mother at the
occupational basic restriction of 10 W kg−1 will result in a
temperature rise in the fetus of approximately 1°C, which
is lower than the operational adverse health effect threshold
for the Head and Torso, but results in a smaller reduction
factor (i.e., 2) than that considered appropriate for the gen-
eral public (i.e., 10). It follows that a localized occupational
radiofrequency EMF exposure of the mother would cause
the temperature to rise in the fetus to a level higher than that
deemed acceptable for the general public. Therefore, to
maintain fetal temperature to the level required by the gen-
eral public local SAR restrictions, a pregnant woman is con-
sidered a member of the general public in terms of the local
SAR restriction.


It is noted that the above-mentioned case appears only
in the middle and late pregnancy stages (18 to 26-week ges-
tation), while the heating factor of the fetus in the early preg-
nancy stage (12-week gestation) is at most 0.02°C kg W−1


(Tateno et al. 2014; Takei et al. 2018). This 12-week gesta-
tion fetal temperature rise is 100 times lower than the thresh-
old (2°C) for teratogenic effects in animals (Edwards et al.
2003; Ziskin and Morrissey 2011).


Exposure Specifications for Local Regions (>6 GHz to
300 GHz)


Relevant quantity. In a human body exposed to radio-
frequency EMF, an electromagnetic wave exponentially
decays from the surface to deeper regions. This phenome-
non is characterized according to penetration depth, as de-
scribed below:


Sab ¼ PD0 ∫Zmax0 e−
2z
d dz; ð23Þ


where Sab is the absorbed power density, the body surface is
at z = 0, d is the penetration depth from the body surface in
the z direction (defined as the distance from the surface
where 86% of the radiofrequency power is absorbed), and
Zmax is depth of the body at the corresponding region; where
Zmax is much larger than the penetration depth, infinity can
be substituted for Zmax. PD0 is the specific absorbed power
averaged over the area A at z = 0, as described below:


PD0 ¼ ∬A r x; y; 0ð Þ � SAR x; y; 0ð Þ dxdy=A: ð24Þ


The penetration depth depends on the dielectric
properties of the medium, as well as frequency. As fre-
quency increases, the penetration depth decreases, and
is predominantly within the surface tissues at frequencies


higher than about 6 GHz. Table 10 lists the penetration
depths based on the dielectric properties of skin tissue
(dermis) measured by Sasaki et al. (2017) and Sasaki
et al. (2014).


As a result, the local SAR averaged over a 10-g cubical
mass with side lengths of 2.15 cm is no longer a good proxy
for local temperature rise; that is, the power deposition is
limited to within a few millimeters of the surface tissues.
Conversely, the power density absorbed in the skin pro-
vides a better approximation of the superficial temperature
rise from 6 GHz to 300 GHz (Foster et al. 2016; Funahashi
et al. 2018).


Spatial averaging considerations. Thermal modeling
(Hashimoto et al. 2017) and analytical solutions (Foster et al.
2016) suggest that a square averaging area of 4 cm2 or
smaller provides a close approximation to local maximum
temperature rise due to radiofrequency heating at frequen-
cies greater than 6 GHz. This is supported by computations
for realistic exposure scenarios (He et al. 2018). An impor-
tant advantage of the 4-cm2 averaging area is the consis-
tency at 6 GHz between local SAR and absorbed power
density; the face of an averaging 10-g cube of SAR is ap-
proximately 4 cm2.


Because the beam area can usually only be focused to
the size of the wavelength, the averaging area of the ab-
sorbed power density relevant to the temperature rise de-
pends on frequency; smaller averaging areas are necessary
as frequency increases. Therefore, a smaller averaging area
is sometimes necessary for extremely focused beams at
higher frequencies. An additional criterion is therefore im-
posed for frequencies above 30 GHz for the spatial peak
(maximum) absorbed power density averaged over 1 cm2,
such that it must not exceed 2 times the value for the averag-
ing area of 4 cm2 (Foster et al. 2016).


Temporal averaging considerations. As well as the
cases of localized exposure at frequencies lower than 6
GHz, the temperature rise due to localized exposure to ra-
diofrequency EMFover 6 GHz also achieves an equilibrium
state with a particular time constant. Morimoto et al. (2017)
demonstrated that the same averaging time as the local SAR
(6 min) is appropriate for localized exposure from 6 GHz to
300 GHz. The time needed for steady-state local tempera-
ture rise decreases gradually as frequency increases, but
no notable change is observed at frequencies higher than
15 GHz (Morimoto et al. 2017). The time needed to reach
80–90% of the maximum temperature rise is approximately
5–10 min at 6 GHz and 3–6 min at 30 GHz. However, it is
noted that the time constant becomes shorter if brief or
irregular exposure is considered, which is discussed in
the “Brief Exposure Specifications for Local Regions
(>6 GHz to 300 GHz)” section. In the present guidelines,
6 min is chosen as the averaging time, with additional
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restrictions for briefer or irregular exposures subjected to
additional constraints as a conservative measure.


Absorbed power density required to increase local


Type-1 tissue temperature by 5˚C. Above 6 GHz, power
absorption is primarily restricted to superficial tissue and
cannot result in tissue temperatures that exceed operational
adverse health effect thresholds for Type-2 tissues without
also exceeding those for the more superficial Type-1 tissues
(e.g., Morimoto et al. 2016). Therefore, exposure level must
be chosen to ensure that temperature rise in the more super-
ficial Type-1 tissue does not exceed the operational thresh-
old of 5°C.


Tissue heating, as a function of absorbed power density
over 6 GHz, is dependent on a variety of factors, as it is for
lower frequencies. A comprehensive investigation of the
heating factors for absorbed power density [in terms of the
temperature rise (°C) over a unit area (m2), per W of ab-
sorbed power] has been conducted in the case of a plane
wave incident to a multi-layered slab model as an extreme
uniform exposure condition (Sasaki et al. 2017). In that
study, Monte Carlo statistical estimation of the heating fac-
tor was conducted where it was shown that the maximum
heating factor for absorbed power density is 0.025°C m2


W−1. This value is more conservative (larger) than results
from other studies on the temperature rise in the skin
(Alekseev et al. 2005; Foster et al. 2016; Hashimoto et al.
2017) and the eye (Bernardi et al. 1998; Karampatzakis
and Samaras 2013). Thus, to increase temperature by 5°C
requires an absorbed power density of 200 W m−2.


Considerations for fetal exposure. As discussed in
the “Considerations for fetal exposure” of the “Exposure
Specifications for Local Regions (100 kHz to 6 GHz)” sec-
tion in relation to the frequency characteristics of the SAR
distribution, the contribution of surface heating due to ra-
diofrequency EMF exposure above 6 GHz to fetal tempera-
ture rise is likely very small (and smaller than that from
below 6 GHz). This suggests that the fetus will not receive
appreciable heating from localized exposure above 6 GHz.
However, there is currently no study that has assessed this.
ICNIRP thus takes a conservative approach for exposures
above 6 GHz and requires that the pregnant worker is
treated as a member of the general public in order to ensure
that the fetus will not be exposed above the general public
basic restrictions.


Brief exposure specifications for local regions (100 kHz
to 6 GHz)


The 6-min averaging scheme for localized exposure al-
lows greater strength of the local SAR if the exposure dura-
tion is shorter than the averaging time. However, if the
exposure duration is significantly shorter, heat diffusion
mechanisms are inadequate to restrict temperature rise. This


means that the 6-min averaged basic restriction can tempo-
rarily cause higher temperature rise than the operational ad-
verse health effect thresholds if the exposure period is
shorter than 6 min.


A numerical modeling investigation for brief exposure
to radiofrequency EMF from 100 MHz to 6 GHz, using a
multi-layer model and an anatomical headmodel, found that
the SA corresponding to the allowable temperature rise is
greatly variable depending on a range of factors (Kodera
et al. 2018). Based on that study and empirical equations
of the SA corresponding to the operational adverse health
effect threshold for the skin (5°C), the exposure correspond-
ing to this temperature rise is derived from the following
equations for Head and Torso:


SA tð Þ ¼ 7:2 0:05þ 0:95
ffiffiffiffiffiffiffiffiffiffiffi
t=360


p� �
kJ kg−1
	 



; ð25Þ


where t is time in seconds and applicable for t<360, and SA
(t) is spatially averaged over any 10-g cubic tissue, consider-
ing the continuity of the SAR at 6 min. The averaging pro-
cedure of SA is in the same manner as SAR in eqn (13). For
Limbs, the following equation should be satisfied:


SA tð Þ ¼ 14:4 0:025þ 0:975
ffiffiffiffiffiffiffiffiffiffiffi
t=360


p� �
kJ kg−1
	 



: ð26Þ


It is noted that the above logic results in slightly differ-
ent time functions for brief exposure below and above 6
GHz; the resultant time functions below 6 GHz are more
conservative than for above 6 GHz (i.e., eqns 27 and 28).


The numerical modeling study by Kodera et al. (2018)
also shows that the temperature rise in Type-2 tissue (e.g.,
brain) is also kept below 1°C by the SA restriction defined
in eqn (25). They furthermore reported that the SA corre-
sponding to the allowable temperature rise increases as fre-
quency decreases. At 400 MHz or lower, the SA derived
from the local 6-min SAR basic restriction [10 (W kg−1) �
360 (s) = 3.6 (kJ kg −1)] does not cause the temperature rise
corresponding to the operational adverse health effect
threshold for the Head and Torso to be exceeded. Accord-
ingly, this SA limit is only required for exposures above
400 MHz.


It should be noted that eqns (25) and (26) must be met
for all intervals up to 6 min, regardless of the particular
pulse or non-pulsed continuous wave patterns. That is, ex-
posure from any pulse, group of pulses, or subgroup of
pulses in a train, as well as from the summation of exposures
(including non-pulsed EMFs), delivered in t seconds, must
not exceed that specified in eqns (25) to (26), as exposure
to a part of the exposure pattern can be more critical than ex-
posure to a single pulse or the exposure averaged over t. For
example, if two 1-s pulses are separated by 1 s, the levels
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provided by eqns (25) and (26) must be satisfied for each of
the 1-s pulses as well as for the total 3-s interval.


The above discussion on brain temperature rise sug-
gests that the temperature rise in the fetus will also be lower
than that assumed for the steady-state (6-min) exposure.
That is, as the Type-2 tissue temperature rise will be kept be-
low the operational adverse health effect threshold by apply-
ing eqn (25), this will presumably also be the case for
temperature rises for the fetus due to brief exposures. How-
ever, there is no study available that has considered the ef-
fect of brief exposure of pregnant women up to the
occupational limit on the fetus. ICNIRP thus maintains the
same conservative policy for <6-min exposure as for
>6-min exposure (see “Considerations for fetal exposure
of Exposure Specifications for Local Regions (100 kHz
to 6 GHz)” section), and requires the pregnant worker to
be subject to the general public restrictions.


Brief Exposure Specifications for Local Regions
(>6 GHz to 300 GHz)


Similar to the situation for frequencies up to 6 GHz,
temperature rise can be enhanced for intense short pulses
or discontinuous exposures above 6 GHz, relative to a con-
tinuous exposure with the same absorbed power density av-
eraged over a 6-min interval. This becomes significant at
frequencies higher than 30 GHz (Foster et al. 2016). Con-
sidering the robustness and consistency of simple multi-
layer models, the basic restrictions for the brief exposures
are derived based on investigations using simple models
(Foster et al. 2016; Morimoto et al. 2017). Unlike continu-
ous wave exposure, the effect of diffraction, or interference
of waves reflected from protruding parts of the body back to
the skin, may be apparent for brief pulses. Although the ef-
fect of diffraction to the absorbed power density is yet to be
fully determined, the resultant temperature rise is estimated
to be up to 3 times higher if pulsed than that due to the same
absorbed power density spread evenly over a 6-min interval
(Laakso et al. 2017).


Considering these factors, absorbed energy density ba-
sic restrictions (Uab) have been set as a function of the
square root of the time interval, to account for heterogeneity
of temperature rise (Foster et al. 2016). These have been set
to match the operational adverse health effect threshold for
Type 1 tissue, as well as to match the absorbed energy den-
sity derived from the absorbed power density basic restric-
tion for 360 s. As per the brief interval exposure limits for
frequencies up to 6 GHz, the superficial nature of the resul-
tant temperature rise will not result in temperatures that ex-
ceed Type-2 tissue operational adverse health effect
thresholds, and so only the Type-1 tissue threshold of 5°C
needs to be considered here.


Consequently, an extension of the formula from
Kodera et al. (2018) for frequencies up to 6 GHz, specifies


the maximum absorbed energy density level for brief expo-
sures corresponding to the 5°C temperature rise as follows:


Uab tð Þ ¼ 72 0:05þ 0:95
ffiffiffiffiffiffiffiffiffiffiffi
t=360


p� �
kJ m−2	 



averaged over 2 cm� 2 cm;
ð27Þ


where t is the time interval in seconds and is applicable for
t<360s. Above 30 GHz, an additional criterion is given for
1 cm � 1 cm averaging areas, such that absorbed energy
density must not exceed the value specified in eqn (28):


Uab tð Þ ¼ 144 0:025þ 0:975
ffiffiffiffiffiffiffiffiffiffiffi
t=360


p� �
kJ m−2	 



averaged over 1 cm� 1 cm:
ð28Þ


It should be noted that eqns (27) and (28) must both be
met for all intervals up to 6 min, regardless of the particular
pulse or non-pulsed continuous wave patterns. That is, ex-
posure from any pulse, group of pulses, or subgroup of
pulses in a train, as well as from the summation of exposures
(including non-pulsed EMFs), delivered in t seconds, must
not exceed that specified in eqns (27) and (28), as exposure
to a part of the exposure pattern can be more critical than ex-
posure to a single pulse or the exposure averaged over t. For
example, if two 1-s pulses are separated by 1 s, the levels
provided by eqns (27) and (28) must be satisfied for each
of the 1-s pulses, as well as for the total 3-s interval.


As discussed above, in relation to the frequency char-
acteristics of the SAR distribution, the contribution of the
surface heating due to radiofrequency EMF above 6 GHz
to fetal temperature rise is likely smaller than that below
6 GHz. This is the same for cases of brief exposure. How-
ever, as there is no study on the fetus relating to exposure
of a pregnant woman to radiofrequency EMF above
6 GHz, ICNIRP adopts a conservative approach and treats
a pregnant worker as a member of the general public to
ensure that the fetal exposure will not exceed that of the
general public.


DERIVATION OF REFERENCE LEVELS


General Considerations for Reference Levels
As described in the main guidelines document, the ref-


erence levels have been derived as a practical means of
assessing compliancewith the present guidelines. The refer-
ence levels for E-field strength, H-field strength and inci-
dent power density have been derived from dosimetric
studies assuming whole-body exposure to a uniform field
distribution, which is generally the worst-case scenario.
Due to the strongly conservative nature of the reference
levels in most exposure scenarios, reference levels may
often be exceeded without exceeding the corresponding
basic restrictions, but this should always be verified to
determine compliance.
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Different reference level application rules have been set
for exposure in the far-field, radiative near-field and reactive
near-field zones. The intention of ICNIRP’s distinction be-
tween these zones is to provide assurance that the reference
levels are generally more conservative than the basic restric-
tions. In so far as the distinction between the zones is con-
cerned, the principle (but not only) determinant of this is
the degree to which a field approximates plane wave condi-
tions. A difficulty with this approach is that other factors
may also affect the adequacy of estimating reference level
quantities from basic restriction quantities. These include
the EMF frequency, physical dimensions of the EMF source
and its distance from the resultant external EMFs assessed,
as well as the degree towhich the EMFs vary over the space
to be occupied by a person. Taking into account such
sources of uncertainty, the guidelines have more conserva-
tive rules for exposure in the reactive and radiative near-
field than far-field zone. This makes it difficult to specify
whether, for the purpose of compliance, an exposure should
be considered reactive near-field, radiative near-field or far-
field without consideration of a range of factors that cannot
be easily specified in advance. As a rough guide, distances
> 2D2/l (m), between l/(2p) and 2D2/l (m), and < l/(2p)
(m) from an antenna correspond approximately to the far-
field, radiative near-field and reactive near-field, respec-
tively, where D and l refer to the longest dimension of the
antenna and wavelength, respectively, in meters. However,
it is anticipated that input from technical standards bodies
should be utilized to better determine which of the far-
field/near-field zone reference level rules should be ap-
plied so as to provide appropriate concordance between
reference levels and basic restrictions.


E-Field and H-Field Reference Levels up to 30 MHz
In the ICNIRP (1998) guidelines, the reference levels


in this frequency region were derived from the whole-body
average SAR for whole-body exposure to plane waves.
However, Taguchi et al. (2018) demonstrated that whole-
body exposure to the decoupled H-field results in a
whole-body average SAR significantly lower than that cal-
culated for the whole-body exposure to plane-waves with
the same H-field strength. The whole-body exposure to
the decoupled E-field was also calculated and it was found
that the whole-body average SARs are almost the same as
those for the plane wave with the same direction and
strength as the E-field. The reference levels relevant to the
whole-body average SAR basic restrictions below 30 MHz
in these guidelines are therefore based on the numerical cal-
culations of the whole-body average SAR for the whole-
body exposure to the decoupled uniformE-field andH-field,
separately. Taguchi et al. (2018) also concluded that local
SAR basic restrictions, including in the ankle, will also be
satisfied when the whole-body SAR basic restrictions are


satisfied. This means that compliance with the whole-body
average reference levels in this frequency region will result
in exposures that do not exceed the whole-body average
and local SAR basic restrictions.


In the low frequency guidelines (ICNIRP 2010) where
reference levels for frequencies up to 10MHz are set to pro-
tect against nerve cell stimulations, a reduction factor of 3
was applied to account for uncertainty associated with the
numerical modeling of the relation between the external
fields and the induced (internal) electric fields. The reason
for this is that 2-mm cube-averaged values (within a specific
tissue) were evaluated in the low frequency guidelines,
which are significantly affected by computational artifact.


In the present guidelines, however, the uncertainty of
the numerical simulation is not significant because the spa-
tial averaging procedure applied in evaluating the whole-
body average and local SAR significantly decreases the
uncertainty of the computational artifact. Therefore, addi-
tional reduction factors due to computational uncertainty
do not need to be considered in deriving the reference levels
relevant to the local and whole-body average SAR basic
restrictions below 30 MHz in these guidelines.


E-Field, H-Field and Power Density Reference Levels
From >30 MHz to 6 GHz


The ICNIRP (1998) whole-body average SAR for expo-
sure to a field strength equal to the reference level becomes
close to the basic restrictions around the whole-body reso-
nant frequency (30–200 MHz) and post resonant frequency
region (1,500–4,000 MHz).


The resonance frequency appears at a frequency where
half of the wavelength in free space is close to the height
(vertical dimension of a person standing) of the human body
in free space, or where a quarter of the wavelength in free
space is close to the height of a human body standing on
the ground plane (Durney et al. 1986), resulting in higher
whole-body average SARs. Whole-body resonance appears
only for the case of vertically polarized plane wave inci-
dence. If different polarizations are assumed, the resultant
whole-body average SAR is significantly (a few orders of
magnitude) lower than that of the case of the vertical polar-
ization around the whole-body resonant frequency (Durney
et al. 1986). Whole-body resonance has been confirmed by
numerical computations (Dimbylow 1997; Nagaoka et al.
2004; Dimbylow 2005; Conil et al. 2008; Kühn et al.
2009; Hirata et al. 2010).


Above the whole-body resonant frequency, especially
above a few GHz, the differences in thewhole-body average
SARs due to polarization are not significant compared with
those at the whole-body resonant frequency. Hirata et al.
(2009) reported that the whole-body average SAR in child
models from 9 months to 7 years old, exposed to horizon-
tally polarized plane wave incidence, is only slightly higher


29ICNIRP GUIDELINES


www.health-physics.com



http://www.health-physics.com





(up to 20%) than the vertically polarized plane wave at fre-
quencies from 2 GHz to 6 GHz. A similar tendency has
been reported in other studies (Vermeeren et al. 2008; Kühn
et al. 2009).


ICNIRP had concluded that, given the same external
field, the child whole-body average SAR can be 40% higher
than those of adults (ICNIRP 2009). After that ICNIRP
statement, Bakker et al. (2010) reported similar (but slightly
higher) enhancements (45%) of the child whole-body av-
erage SAR. The effects of age dependence of dielectric
properties of the tissues and organs have also been inves-
tigated, but no significant effect relevant to whole-body
average SAR has been found (Lee and Choi 2012). It is
noted that the increased whole-body average SARs have
been reported from calculations using very thin child
models, which were scaled from adult, and very young
(infant) models. Those studies assumed that the child or
infant maintains their posture for a substantial time inter-
val so as to match an extreme case condition, in order for
their whole-body SAR to exceed the basic restriction.
Further, a more recent study using child models that have
used the standard dimensions specified by the Interna-
tional Commission on Radiological Protection (ICRP),
rather than scaled versions of adults, showed that the in-
creases of the whole-body average SARs in the standard
child models are not significant (at most 16%; Nagaoka
et al. 2019). Similarly, the relation between whole-body
average SAR and whole-body mass has been investigated
and it has been found that the whole-body average SAR in
low body mass index (BMI) adults can increase in a sim-
ilar manner to the case of the child (Hirata et al. 2010,
2012; Lee and Choi 2012).


As discussed in the “Considerations for fetal exposure”
of the “Whole-body Average Exposure Specifications” sec-
tion, the temperature of the fetus is similar to the body core
temperature of the mother. The whole-body average SAR,
which is used to restrict body core temperature rise, is de-
fined as the power absorption in the whole body divided
by the whole-body mass. Therefore, the whole-body average
SAR of a pregnant woman, whose mass is larger, is gener-
ally the same as, or lower than, that of a non-pregnant
woman in this frequency region. Nagaoka et al. (2007) re-
ported that the whole-body average SAR of a 26-week
pregnant woman model exposed to the vertically polar-
ized plane wave from 10 MHz to 2 GHz was almost the
same as, or lower than, the non-pregnant woman model
for the same exposure condition.


Dimbylow (2007) reported that, using a simplified
pregnant woman model, the whole-body average SAR in
both the fetus and mother is highest for ungrounded condi-
tions, at approximately 70 MHz. A similar tendency was
found for anatomical fetus models of second and third tri-
mester conditions, with the whole-body average SARs in a


fetus of 20, 26, and 29 week gestation periods approxi-
mately 80%, 70%, and 60% of those in the mother, respec-
tively (Nagaoka et al. 2014). Thewhole-body average SARs
of the fetus, while still embryonic, are comparable to or
lower than the whole-body average SARs in the mother,
because the embryo is located deep within the abdomen
of the mother (Kawai et al. 2009). The pregnant woman
is therefore not considered independently from the fetus
in terms of reference levels and is subject to the general
public restrictions.


As described above, there are numerous databases rel-
evant towhole-body average SAR for whole-body exposure
in this frequency region. These include a considerable
number reported since the ICNIRP (1998) guidelines,
which are generally consistent with the database used as
the basis for the ICNIRP (1998) guidelines. ICNIRP uses
a combination of the older and newer databases to derive
the reference levels, taking into account some incongru-
ences discussed below.


Since publishing the ICNIRP (1998) guidelines it
has been shown that the whole-body average SAR basic
restrictions can be exceeded for exposure levels at the
reference level for children or small stature people. As
reviewed above, the whole-body average SAR is exceeded
by no more than 45%, and only for very specific child
models, and more recent modeling using realistic, inter-
national standardized child models shows only a modest
increase of 16% at most (Nagaoka et al. 2019). This devi-
ation is comparable with the uncertainty expected in the
numerical calculations. For example, Dimbylow et al.
(2008) reported that differences in the procedure or algo-
rithm used for the whole-body averaging results in 15%
variation of the whole-body average SARs at 3 GHz,
and that the assignment of the dielectric properties of the
skin conditions (dry or wet) reported also results in 10%
variation in the whole-body average SARs at 1.8 GHz
(Gabriel et al. 1996).


As reviewed in the “Considerations for fetal exposure” of
the “Whole-body Average Exposure Specifications” section,
the heating factor of children is generally lower than that of
adults. It follows that the increased SAR will not result in a
larger temperature rise than is allowed for adults, and so will
not affect health. Given the magnitude of uncertainty and
the lack of health benefit in reducing the reference levels to
account for small stature people, this has not resulted in
ICNIRP altering the reference levels in the frequency range
>30 MHz to 6 GHz.


It is also noted that there are other conditions where the
whole-body average reference levels can result in whole-
body average SARs that exceed the basic restrictions by
up to 35%. This occurs in human models with unusual pos-
tures that would be difficult to maintain for a sufficient du-
ration in order to cause the elevated SAR (Findlay and
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Dimbylow 2005; Findlay et al. 2009). However, the elevated
SAR is small compared with the associated uncertainties
and the conservative nature of the basic restrictions them-
selves, the postures are not likely to be routinely encoun-
tered, and there is no evidence that this will result in any
adverse health effects.


Reference Levels From >6 GHz to 300 GHz for
Whole-Body Exposure


Above 6 GHz, radiofrequency EMFs generally follow
the characteristics of plane wave or far-field exposure con-
ditions; incident power density or equivalent incident power
density is used as the reference level in this frequency
region. The reactive near-field exists very close to a radio-
frequency source in this frequency region. The typical
boundary of the reactive near-field and the radiative near-
field is defined as l/(2p) (e.g., 8 mm at 6 GHz). Because
the incident power density used for the reference levels
above 6 GHz does not appropriately correlate with the ab-
sorbed power density used for the basic restrictions in the re-
active near-field region, reference levels cannot be used to
determine compliance in the reactive near field; basic re-
strictions need to be assessed for such cases.


The radiofrequency power absorbed in the body expo-
nentially decays in the direction from the surface to deeper
regions (see eqn 23). Therefore, the power absorption is pri-
marily confined within the body surface above 6 GHz,
where the total power absorption or the whole-body average
SAR is approximately proportional to the exposed area of
the body surface (Hirata et al. 2007; Gosselin et al. 2009;
Kühn et al. 2009; Uusitupa et al. 2010). For example, an ex-
perimental study using a reverberation chamber found a
strong correlation between the whole-body average SAR
and the surface area of a human body from 1 GHz to
12 GHz (Flintoft et al. 2014).


Because the whole-body average SAR is approxi-
mately proportional to the incident power density and body
surface area (and is not dependent on EMF frequency),
ICNIRP has extended the whole-body reference levels from
below 6 GHz, up to 300 GHz. ICNIRP (1998) set whole-
body reference levels within this range (up to 10 GHz) at
50Wm−2 and 10Wm−2 (for occupational and general pub-
lic exposure, respectively). As there is no evidence that
these levels will result in exposures that exceed the whole-
body basic restrictions above 6 GHz, or that they will cause
harm, these guidelines retain the ICNIRP (1998) reference
levels for whole-body exposure conditions.


The same time and spatial average for the whole-body
average SAR basic restrictions are applied to these corre-
sponding reference levels. Therefore, the incident power
density is to be temporally averaged over 30 min and spa-
tially averaged over the space to be occupied by a human
body (whole-body space).


Reference Levels From >6 GHz to 300 GHz for Local
Exposure


The incident power density (Sinc) reference levels
above 6 GHz for local exposure can be derived from the ba-
sic restrictions (i.e., from absorbed power density, Sab):


Sinc ¼ SabT
−1 W m−2	 



; ð29Þ


where T is Transmittance, defined as follows:


Transmittance ¼ 1− Gj j2: ð30Þ


The reflection coefficient G is derived from the di-
electric properties of the tissues, shape of the body sur-
face, incident angle and polarization. For transverse electric
(TE)-wave incidence, the angle corresponding to the maxi-
mum transmittance is the angle normal to the body surface,
whereas for transverse magnetic (TM)-wave incidence this
occurs at the Brewster angle (the angle of incidence at
which there is no reflection of the TM wave). Furthermore,
for cases of oblique incidence of the radiofrequency EMF
wave, Li et al. (2019) have shown that the incident power
and energy densities of TE waves, averaged over the body
or boundary surface, overestimate the absorbed power and
energy densities, while the absorbed power and energy den-
sities of TM-waves around the Brewster angle approach the
incident power and energy densities. They also found that
normal incidence is always the worst case scenario regard-
ing temperature rise (Li et al. 2019).


In the present guidelines, the basic restrictions and ref-
erence levels are derived from investigations assuming nor-
mal incidence to the multi-layered human model. As this
represents worst-case modeling for most cases, the results
obtained and used in these guidelines will generally be
conservative.


The variation and uncertainty of the transmittance for
the normal-angle incident condition have been investigated
(Sasaki et al. 2017). The transmittance asymptotically in-
creases from 0.4 to 0.8 as the frequency increases from
10 GHz to 300 GHz. Similar tendencies have also been re-
ported elsewhere (Kanezaki et al. 2009; Foster et al. 2016;
Hashimoto et al. 2017).


Considering the frequency characteristics of the
transmittance, the reference levels for local exposure have
been derived as exponential functions of the frequency
linking 200 W m−2 at 6 GHz to 100 W m−2 at 300 GHz
(for occupational exposure). The same method is applied
for the derivation of reference levels for the general pub-
lic. For the same reasons given in the “Reference Levels
from >6 GHz to 300 GHz for Whole-body Exposure” sec-
tion, reference levels cannot be used to determine compli-
ance in the reactive near field; basic restrictions need to be
assessed for such cases.
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The temporal and spatial characteristics are almost the
same for incident power density and absorbed power den-
sity at the body surface for the scale considered in the
basic restrictions, i.e., 6 min, and either 4 cm2 or 1 cm2


(an additional criteria above 30 GHz). Therefore, the
same averaging conditions are applied to the incident
power density reference levels, as for the absorbed power
density basic restrictions.


Limb Current Reference Levels
Limb current is defined as the current flowing through


the limbs, such as through an ankle or wrist. High local
SAR can appear in these parts of the body because of their
anatomical composition. The volume ratio of the high con-
ductivity tissues to the low conductivity tissues is small in
the ankle and wrist, resulting in the current concentrating
into high conductivity tissues such as muscle, and thus
greater SAR. This phenomenon is particularly pronounced
for cases of a human body standing on the ground plane
in a whole-body resonant condition.


The local SAR in limbs (ankle and wrist) is strongly
correlated with the current flowing through the limbs. Al-
though the local SAR is generally difficult to measure di-
rectly, the limb SAR can be derived from the limb current
(I), which can be relatively easily measured, as follows:


SAR ¼ sE2


r
¼ J2


sr
¼ I2


srA2
; ð31Þ


where J and A are the current density and effective section
area, respectively.


The limb current reference levels are therefore set in or-
der to evaluate the local SAR in the ankle and wrist, espe-
cially around the ankle in a grounded human body for the
whole-body resonant condition. As the frequency increases
above the whole-body resonant frequency for the grounded
condition, the efficiency of the localization within the limbs
gradually decreases. Thus, at higher frequencies, the maxi-
mum local SAR does not generally appear around limbs,
and is thus not relevant.


Dimbylow (2002) showed that a limb current of 1 A at
10 MHz to 80 MHz causes 530 W kg−1 to 970 W kg−1 of
local SAR averaged over 10 g in the ankles of an adult male
model standing on a grounded plane. It is noted that the
shape of the averaging region of the 10-g tissue was not cu-
bic, but contiguous, which results in higher SAR values
than those of a cube. Based on that study, ICNIRP sets the
limb current reference levels at 100 mA and 45 mA for oc-
cupational and general public exposures, respectively, to
conservatively ensure compliance with the local SAR basic
restrictions in the limbs (e.g., the maximum local SAR in
the limbs for a 100 mA current would only be 10 W
kg−1). Taguchi et al. (2018) confirmed this relation between


SAR and ankle current from 10 MHz to 100 MHz in differ-
ent anatomical models.


Similarly, Dimbylow (2001) computed the 10-g local
SAR (with contiguous tissue) for a 100-mA wrist current,
which resulted in 27 W kg−1 at 100 kHz, decreasing to
13 W kg−1 at 10 MHz. Considering the reduction of SAR
for the cubic compared to contiguous shape, the 100-mA
limb current at the wrist will also conservatively ensure com-
pliance with the local SAR basic restrictions in the wrist.
Based on this, ICNIRP has revised the lower frequency range
to 100 kHz, from 10 MHz in ICNIRP (1998).


As shown in eqn (31), the local SAR is proportional to
the squared value of the limb current. In eqn (31), however,
the effective area is a constant to relate the limb current
to the 10-g averaged local SAR and depends on not only the
actual section area but also tissue distribution/ratio and con-
ductivity. Because the conductivity asymptotically increases
as the frequency increases from 100 kHz to 110MHz, the re-
lationship between local SAR and limb current is not con-
stant across this frequency range. For example, Dimbylow
(2002) demonstrated that the local SAR due to a constant
limb current halved as frequency increased from 10 MHz
to 80 MHz. This suggests that the upper frequency limit for
limb current reference levels could potentially be lowered,
relative to the upper limit of the 10 MHz to 110 MHz range
of ICNIRP (1998). However, due to the lack of research ad-
dressing this issue, ICNIRP has kept the same upper fre-
quency range as in ICNIRP (1998).


Because the limb current reference levels are relevant
to the local SAR basic restrictions, the same temporal aver-
aging is applied (i.e., 6 min). Further, as the squared value of
the limb current is proportional to the local SAR, the
squared value of the limb current must be used for time aver-
aging (as described in the “Quantities and Units” section).
Note that temperature rise for exposures of less than 6 min
is only of concern for frequencies above 400 MHz, which
is higher than the upper frequency limit for limb currents.
Limb current reference levels are therefore not required for
exposures of less than 6 min.


Reference Levels for Brief Exposure (<6 min)
The reference levels for brief exposure are derived to


match the brief exposure basic restrictions, which have been
set in terms of SA and absorbed energy density, up to and
above 6 GHz, respectively.


The reference levels have been derived from numerical
computations with the multi-layered human model exposed
to a planewave, or to typical sources used close to the body,
such as a dipole antenna.


The reference levels vary as a function of time interval
to match the absorbed energy density basic restrictions
(above 6 GHz), with a similar function used below 6 GHz
to match the SA basic restrictions. It is noted that the time
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function of the absorbed energy density basic restrictions
and corresponding incident energy density reference levels
are more conservative than those for the SA basic restric-
tions and corresponding incident energy density reference
levels. This means that the reference levels are more conser-
vative above than below 6 GHz.


Because the reference levels are based on the multi-
layered model, the uncertainty included in the dosimetry
is not significant. Conversely, this simple modeling is likely
overly conservative for a realistic human body shape and
structure. This overestimation decreases as the frequency
increases because the penetration depth is short relative to
the body-part dimensions. Morphological variations are also
not significant.
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APPENDIX B: HEALTH RISK ASSESSMENT
LITERATURE
Introduction


The World Health Organization (WHO) has under-
taken an in-depth review of the literature on radiofrequency
electromagnetic fields (EMFs) and health, which was re-
leased as a Public Consultation Environmental Health
Criteria Document in 2014. This independent review is


the most comprehensive and thorough appraisal of the adverse
effects of radiofrequency EMFs on health. Further, the Scien-
tific Committee on Emerging and Newly Identified Health
Risks (SCENIHR), a European Commission initiative, also
produced a report on potential health effects of exposure to
electromagnetic fields (SCENIHR 2015), and the Swedish
Radiation Safety Authority (SSM) have produced several in-
ternational reports regarding this issue (SSM 2015, 2016,
2018). Accordingly, the present guidelines have used these lit-
erature reviews as the basis for the health risk assessment asso-
ciated with exposure to radiofrequency EMFs rather than
providing another review of the individual studies. However,
for completeness, ICNIRP considered more recent research
published after the reviews from WHO, SCENIHR and
SSM in the development of the current guidelines (cut-off date
September 1st, 2019). The discussion of ICNIRP’s appraisal of
the radiofrequency health literature below provides a brief
overview of the literature, a limited number of examples to
help explain the overview, and the conclusions reached by
ICNIRP.


The summary of the research on biological and health
effects of radiofrequency EMFs presented below considers
effects on body systems, processes or specific diseases. This
research feeds into the determination of thresholds for ad-
verse human health effects. Research domains considered
are experimental tests on cells, animals and humans, and
human observational studies assessing relationships be-
tween radiofrequency EMFs and a range of potentially
health-related outcomes. The experimental studies have
the advantages of being able to control a large number of
potential confounders and to manipulate radiofrequency
EMF exposure. However, they are also limited in terms of
making comparisons to realistic exposure environments,
employing exposure durations sufficient to assess many dis-
ease processes, and, in the case of in vitro and animal re-
search, relating the results to humans can also be difficult.
Epidemiological research more closely relates to actual
health within the community, but it is mostly observational
and, thus, depending on the type of studies, various types of
error and bias are of concern. These include confounding,
selection bias, information bias, reverse causality, and expo-
suremisclassification; in general, prospective cohort studies
are least affected by bias but large sample sizes are needed for
rare diseases. Therefore, it is important to consider research
across a range of study types in order to arrive at useful con-
clusions concerning the relation between radiofrequency
EMF exposure and adverse health effects.


It is important to note that ICNIRP bases its guidelines
on substantiated8 adverse health effects. This makes the dif-
ference between a biological and an adverse health effect an


8


Further details concerning the term substantiated can be found in the main
guidelines document.
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important distinction, where only adverse health effects re-
quire restrictions for the protection of humans. Research
on the health effects of radiofrequency EMFs has tended
to concentrate on a few areas of particular interest and con-
cern, with some other areas receiving little or no attention.
There is not sufficient research addressing potential rela-
tions between radiofrequency EMFs and the skeletal, mus-
cular, respiratory, digestive, and excretory systems, and so
these are not considered further. This review considers the
potential for different types of radiofrequency EMF expo-
sure to adversely affect health, including sinusoidal (e.g.,
continuous wave) and non-sinusoidal (e.g., pulsed) EMFs,
and both acute and chronic exposures.


BRAIN PHYSIOLOGYAND FUNCTION


Brain Electrical Activity and Cognitive Performance
Human research addressing higher cognitive function


has primarily been conducted within the ICNIRP (1998) basic
restriction values. This has mainly been assessed via perfor-
mance measures and derivations of the electroencephalogram
(EEG) and cerebral blood flow (CBF) measures (sensitive
measures of brain electrical activity and blood flow/metabolism,
respectively). Most double-blind human experimental
studies on cognitive performance, CBFor event-related poten-
tial (a derivative of the EEG) measures of cognitive function,
did not report an association with radiofrequency EMF expo-
sure. A number of sporadic findings have been reported, but
these do not show a consistent or meaningful pattern. This
may be a result of the large number of statistical comparisons
and occasional chance findings. There are therefore no sub-
stantiated reports of radiofrequency EMFs adversely affecting
performance, CBF, or event-related potential measures of cog-
nitive function. Studies analyzing frequency components of
the EEG have reliably shown that the 8–13 Hz alpha band in
waking EEG and the 10–14 Hz “sleep spindle” frequency
range in sleep EEG, are affected by radiofrequency EMF ex-
posure with specific energy absorption rates (SAR) <2 W
kg−1, but there is no evidence that these relate to adverse health
effects (e.g., Loughran et al. 2012).


Both rodents and non-human primates have shown a
decrease in food-reinforced memory performance with ex-
posures to radiofrequency EMFs at a whole-body average
SAR >5 W kg−1 for rats, and a whole-body average SAR
>4W kg−1 for non-human primates, exposures which corre-
spond to increases in body core temperatures of approxi-
mately 1°C. However, there is no indication that these
changes were due to reduced cognitive ability, rather than
the normal temperature-induced reduction of motivation
(hunger). Such changes in motivation are considered nor-
mal and reversible thermoregulatory responses, and do not
in themselves represent adverse health effects. Similarly, al-
though not considered an adverse health effect, behavioral
changes to reduce body temperature have also been


observed in non-human primates at whole-body average
SARs of 1 W kg−1, with the threshold the same for acute,
repeated exposures and for long-term exposures.


There is limited epidemiological research on higher cog-
nitive function. There have been reports of subtle changes to
performance measures with radiofrequency EMFs, but
findings have been contradictory, as there is no evidence
that the reported changes are related to radiofrequency
EMFexposure and alternative explanations for observed ef-
fects are plausible.


In summary, there is no substantiated experimental or
epidemiological evidence that exposure to radiofrequency
EMFs affects higher cognitive functions relevant to health.


Symptoms and Wellbeing
There is research addressing the potential for radiofre-


quency EMFs to influence mood, behavior characteristics,
and symptoms.


A number of human experimental studies testing for
acute changes to wellbeing or symptoms are available, and
these have failed to identify any substantiated effects of expo-
sure. A small portion of the population attributes non-specific
symptoms to various types of radiofrequency EMF exposure;
this is referred to as Idiopathic Environmental Intolerance at-
tributed to EMF (IEI-EMF). Double-blind experimental stud-
ies have consistently failed to identify a relation between
radiofrequency EMF exposure and such symptoms in the
IEI-EMF population, as well as in healthy population samples.
These experimental studies provide evidence that “belief about
exposure” (e.g., the so-called “nocebo” effect), and not expo-
sure itself, is the relevant symptom determinant (e.g., Eltiti
et al. 2018; Verrender et al. 2018).


Epidemiological research has addressed potential long-
term effects of radiofrequency EMF exposure from fixed-
site transmitters and devices used close to the body on both
symptoms and well-being, but with a few exceptions these
are cross-sectional studies with self-reported information
about symptoms and exposure. Selection bias, reporting
bias, poor exposure assessment, and nocebo effects are of
concern in these studies. In studies on transmitters, no con-
sistent associations between exposure and symptoms or
well-being have been observed when objective measure-
ments of exposure were made or when exposure informa-
tion was collected prospectively. In studies on mobile
phone use, associations with symptoms and problematic
behavior have been observed. However, these studies
can generally not differentiate between potential effects
from radiofrequency EMF exposure and other conse-
quences of mobile phone use, such as sleep deprivation
when using the mobile phone at night. Overall, the epide-
miological research does not provide evidence of a causal
effect of radiofrequency EMF exposure on symptoms or
well-being.
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However, there is evidence that radiofrequency EMFs,
at sufficiently high levels, can cause pain. Walters et al.
(2000) reported a pain threshold of 12.5 kW m−2 for 94
GHz, 3-s exposure to the back, which raised temperature
from 34°C to 43.9°C (at a rate of 3.3°C per second). This
absolute temperature threshold is consistent with Torbjork
et al. (1984), who observed a median threshold for pain at
43°C, which was in compliance with simultaneously mea-
sured response thresholds of nociceptors (41°C and 43°C).


Another instance of pain induced by radiofrequency
EMFs is due to indirect exposure via contact currents, where
radiofrequency EMFs in the environment are redirected via a
conducting object to a person, and the resultant current flow,
dependent on frequency, can stimulate nerves, cause pain,
and/or damage tissue. Induced current thresholds resulting
from contact currents are very difficult to determine, with
the best estimates of thresholds for health effects being
for pain, which is approximately 10 and 20 mA for chil-
dren and adults, respectively (extrapolated from Chatterjee
et al. 1986).


In summary, no reports of adverse effects of radiofre-
quency EMF exposures on symptoms and wellbeing have
been substantiated, except for pain, which is related to ele-
vated temperature at high exposure levels (from both direct
and indirect radiofrequency EMF exposure). Thresholds for
direct effects on pain are in the vicinity of 12.5 kW m−2 for
94 GHz exposures to the back, which is consistent with
thermal physiology knowledge. Thresholds for indirect ef-
fects (contact currents) are within the vicinity of 10 and 20
mA, for EMFs between 100 kHz and 110MHz, for children
and adults respectively.


Other Brain Physiology and Related Functions
A number of studies of potential adverse effects of ra-


diofrequency EMFs on physiological functions that could
adversely affect health have been conducted, primarily
using in vitro techniques. These have included multiple cell
lines and assessed functions such as intra- and intercellular
signaling, membrane ion channel currents and input resis-
tance, Ca2+ dynamics, signal transduction pathways, cytokine
expression, biomarkers of neurodegeneration, heat shock pro-
teins, and oxidative stress-related processes. There have been
some reports of morphological changes to cells, but these have
not been verified, and their relevance to health has also not
been demonstrated. There have also been reports of radio-
frequency EMFs inducing leakage of albumin across the
blood-brain barrier in rats (e.g., Nittby et al., 2009), but
due to methodological limitations of the studies and failed
attempts to independently verify the results, there remains
no evidence of an effect. Some studies also tested for effects
of co-exposure of radiofrequency EMFs with known toxins,
but there is currently no demonstration that this affects the
above conclusions.


Intense pulsed low frequency electric fields (with radio-
frequency components) can cause cell membranes to become
permeable, allowing exchange of intra- and extra-cellular
materials (Joshi and Schoenbach 2010); this is referred to
as electroporation. Exposure to an unmodulated 18 GHz
field has also been reported to cause a similar effect (Nguyen
et al. 2017). Both exposures require very high field strengths
[e.g., 10 kVm−1 (peak) in tissue in the case of low frequency
electric fields, and 5 kW kg−1 at 18 GHz]. These levels have
not been shown to adversely affect health in realistic expo-
sure scenarios in humans and, given their very high thresh-
olds, are protected against by restrictions based on effects
with lower thresholds. Accordingly, electroporation is not
discussed further.


In summary, there is no evidence of effects of radiofre-
quency EMFs on physiological processes that impair hu-
man health.


AUDITORY, VESTIBULAR, AND OCULAR
FUNCTION


A number of animal and some human studies have
tested for potential effects of radiofrequency EMFs on func-
tion and pathology of the auditory, vestibular, and ocular
systems.


Sub-millisecond pulses of radiofrequency EMF can
result in audible sound. Specifically, within the 200–3000
MHz EMF range, microwave hearing can result from brief
(approximately 35-100 ms) radiofrequency pulses to the
head, which cause thermoelastic expansion that is detected
by sensory cells in the cochlea via the same processes in-
volved in normal hearing. This phenomenon is perceived
as a brief low-level noise, often described as a “click” or
“buzzing.” For example, Röschmann (1991) applied 10-
and 20-ms pulses at 2.45 GHz that caused a specific energy
absorption (SA) of 4.5 mJ kg−1 per pulse, andwhich was es-
timated to result in a temperature rise of approximately
0.00001°C per pulse. These pulses were barely audible,
suggesting that this corresponded to a sound at the hearing
threshold. Although higher intensity SA pulses may result
in more pronounced effects, there is no evidence that micro-
wave hearing in any realistic exposure scenarios can affect
health, and so the present Guidelines do not provide a re-
striction to specifically account for microwave hearing.


Experimental and observational studies have also
been conducted to test for adverse effects of EMF exposure
frommobile phones. A few studies have investigated effects
on auditory function and cellular structure in animal
models. However, these results are inconsistent.


Beyond the behavioral and electrophysiological indi-
ces of sensory processing described above, a number of
studies have tested for acute effects of radiofrequency
EMF exposure on auditory, vestibular and ocular function-
ing in humans. These have largely been conducted using
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mobile phone-like signals at exposure levels below the
ICNIRP (1998) basic restriction levels. Although there are
some reports of effects, the results are highly variable with
the larger and more methodologically rigorous studies fail-
ing to find such effects.


There is very little epidemiological research address-
ing sensory effects of devices that emit radiofrequency
EMFs. The available research has focused on mobile phone
use and does not provide evidence that this is associated
with increased risk of tinnitus, hearing impairment, or ves-
tibular or ocular function.


Animal studies have also reported that the heating that
results from radiofrequency EMF exposure may lead to the
formation of cataracts in rabbits. In order for this to occur,
very high local SAR levels (100–140 W kg−1) at low fre-
quencies (< 6 GHz) are needed with temperature increases
of several °C maintained for several hours. However, the
rabbit model is more susceptible to cataract formation than
in primates (with primates more relevant to human health),
and cataracts have not been found in primates exposed to ra-
diofrequency fields. No substantiated effects on other deep
structures of the eye have been found (e.g., retina or iris).
However, rabbits can be a good model for damage to super-
ficial structures of the eye (e.g., the cornea) at higher fre-
quencies (30–300 GHz). The baseline temperature of the
cornea is relatively low compared with the posterior portion
of the eye, and so very high exposure levels are required to
cause harm superficially. For example, Kojima et al. (2018)
reported that adverse health effects to the cornea can occur
at incident power densities higher than 1.4 kW m−2 across
frequencies from 40 to 95 GHz; no effects were found be-
low 500 W m−2. The authors concluded that the blink rates
in humans (ranging from once every 3 to 10 s, as opposed to
once every 5 to 20 min in rabbits) would preclude such ef-
fects in humans.


In summary, no reported effects on auditory, vestibu-
lar, or ocular function or pathology relevant to human health
have been substantiated. Some evidence of superficial eye
damage has been shown in rabbits at exposures of at least
1.4 kW m−2, although the relevance of this to humans has
not been demonstrated.


NEUROENDOCRINE SYSTEM
A small number of human studies have tested whether


indices of endocrine system function are affected by ra-
diofrequency EMF exposure. Several hormones, includ-
ing melatonin, growth hormone, luteinizing hormone,
cortisol, epinephrine, and norepinephrine have been assessed,
but no consistent evidence of effects of exposure has been
observed.


In animal studies, substantiated changes have only
been reported from acute exposures with whole-body SARs
in the order of 4 W kg−1, which result in core temperature


rises of 1°C or more. However, there is no evidence that this
corresponds to an impact on health. Although there have
been a few studies reporting field-dependent changes in
some neuroendocrine measures, these have also not been
substantiated. The literature, as awhole, reports that repeated,
daily exposure to mobile phone signals does not impact on
plasma levels of melatonin or on melatonin metabolism,
oestrogen or testosterone, or on corticosterone or adrenocor-
ticotropin in rodents under a variety of conditions.


Epidemiological studies on potential effects of exposure
to radiofrequency EMFs on melatonin levels have reported
conflicting results and suffer methodological limitations. For
other hormonal endpoints, no epidemiological studies of suffi-
cient scientific quality have been identified.


In summary, the lowest level at which an effect of radio-
frequency EMFs on the neuroendocrine system has been ob-
served is 4 W kg−1 (in rodents and primates), but there is no
evidence that this translates to humans or is relevant to human
health. No other reported effects have been substantiated.


NEURODEGENERATIVE DISEASES
No human experimental studies exist for adverse ef-


fects on neurodegenerative diseases.
Although it has been reported that exposure to pulsed


radiofrequency EMFs increased neuronal death in rats,
which could potentially contribute to an increased risk of
neurodegenerative disease, other studies have failed to con-
firm these results. Some other effects have been reported
(e.g., changes to neurotransmitter release in the cortex of
the brain, protein expression in the hippocampus, and au-
tophagy in the absence of apoptosis in neurons), but such
changes have not been shown to lead to neurodegenerative
disease. Other studies investigating effects on neurodegen-
eration are not informative due to methodological or other
shortcomings.


A Danish epidemiological cohort study has investigated
potential effects of mobile phone use on neurodegenerative
disorders and reported reduced risk estimates for Alzheimer
disease, vascular and other dementia, and Parkinson disease
(Schüz et al. 2009). These findings are likely to be the result
of reverse causation, as prodromal symptoms of the disease
may prevent persons with early symptoms to start using a
mobile phone. Results from studies on multiple sclerosis
are inconsistent, with no effect observed among men, and
a borderline increased risk in women, but with no consistent
exposure-response pattern.


In summary, no adverse effects on neurodegenerative
diseases have been substantiated.


CARDIOVASCULAR SYSTEM, AUTONOMIC
NERVOUS SYSTEM, AND THERMOREGULATION


As described above, radiofrequency EMFs can induce
heating in the body. Although humans have a very efficient
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thermoregulatory system, too much heating puts the car-
diovascular system under stress and may lead to adverse
health effects.


Numerous human studies have investigated indices of
cardiovascular, autonomic nervous system, and thermoreg-
ulatory function, including measures of heart rate and heart
rate variability, blood pressure, body, skin and finger tem-
peratures, and skin conductance. Most studies indicate that
there are no effects on endpoints regulated by the autonomic
nervous system. The relatively few reported effects of expo-
sure were small and would not have an impact on health.
The reported changes were also inconsistent and may be
due to methodological limitations or chance. With expo-
sures at higher intensities, up to awhole-body SAR of about
1 W kg−1 (Adair et al. 2001), sweating and cardiovascular
responses have been reported that are similar to that observed
under increased heat load from other sources. The body core
temperature increase was generally less than 0.2°C.


The situation is different for animal research, in that
far higher exposure levels have been used, often to the point
where thermoregulation is overwhelmed, and temperature
increases to the point where death occurs. For example, Frei
et al. (1995) exposed rats to 35 GHz fields at 13 W kg−1


whole-body exposure, which raised body core temperature by
8°C (to 45°C), resulting in death. Similarly, Jauchem and Frei
(1997) exposed rats to 350 MHz fields at 13.2 W kg−1


whole-body exposure and reported that thermal breakdown
(i.e., where the thermoregulatory system can no longer cope
with the increased body core temperature) occurred at ap-
proximately 42°C. It is difficult to relate these animal findings
directly to humans, as humans are more-efficient thermoregu-
lators than rodents. Taberski et al. (2014) reported that in
Djungarian hamsters no body core temperature elevation
was seen after whole-body exposure to 900 MHz fields at
4 W kg−1 with the only detectable effect a reduction of food
intake (which is consistent with reduced eating in humans
when body core temperature is elevated).


Few epidemiological studies on cardiovascular, auto-
nomic nervous system, or thermoregulation outcomes are
available. Those that are have not demonstrated a link be-
tween radiofrequency EMF exposure and measures of car-
diovascular health.


In summary, no effects on the cardiovascular system,
autonomic nervous system, or thermoregulation that com-
promise human health have been substantiated for exposures
with whole-body average SARs below approximately 4 W
kg−1, with harm only found in animals exposed to whole-
body average SARs substantially higher than 4 W kg−1.


IMMUNE SYSTEM AND HAEMATOLOGY
There have been inconsistent reports of transient


changes in immune function and haematology following ra-
diofrequency EMF exposures. These have primarily been


from in vitro studies, although some animal studies have also
been conducted. These reports have not been substantiated.


The few human studies that have been conducted have
not provided any evidence that radiofrequency EMFs affect
health in humans via the immune system or haematology.


FERTILITY, REPRODUCTION, AND
CHILDHOOD DEVELOPMENT


There is very little human experimental research ad-
dressing possible effects of radiofrequency EMF exposure
on reproduction and development. What is available has fo-
cused on hormones that are relevant to reproduction and de-
velopment, and as described in the Neuroendocrine System
section above, there is no evidence that they are affected by
radiofrequency EMF exposure. Other research has ad-
dressed this issue by looking at different stages of develop-
ment (for endpoints such as cognition and brain electrical
activity), in order to determine whether there may be greater
sensitivity to radiofrequency fields as a function of age.
There is currently no evidence that developmental phase is
relevant to this issue.


Numerous animal studies have shown that exposure
to radiofrequency EMFs associated with a significant tem-
perature increase can cause effects on reproduction and de-
velopment. These include increased embryo and fetal
losses, increased fetal malformations and anomalies, and
reduced fetal weight at term. Such exposures can also cause
a reduction inmale fertility.However, extensive,well-performed
studies have failed to identify developmental effects at
whole-body average SAR levels up to 4 W kg−1. In particu-
lar, a large four-generation study in mice on fertility and de-
velopment using whole-body SAR levels up to 2.34 W kg−1


found no evidence of adverse effects (Sommer et al. 2009).
Some studies have reported effects on male fertility at expo-
sure levels below this value, but these studies have had
methodological limitations and reported effects have not
been substantiated.


Epidemiological studies have investigated various as-
pects of male and female infertility and pregnancy outcomes
in relation to radiofrequency EMFexposure. Some epidemi-
ological studies reported associations between radiofre-
quency EMFs and sperm quality or male infertility, but,
taken together, the available studies do not provide evidence
for an association with radiofrequency EMF exposure as
they all suffer from limitations in study design or exposure
assessment. A few epidemiological studies are available
on maternal mobile phone use during pregnancy and po-
tential effects on child neurodevelopment. There is no sub-
stantiated evidence that radiofrequency EMF exposure
from maternal mobile phone use affects child cognitive
or psychomotor development, or causes developmental
milestone delays.
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In summary, no adverse effects of radiofrequency
EMF exposure on fertility, reproduction, or development
relevant to human health have been substantiated.


CANCER
There is a large body of literature concerning cellular


and molecular processes that are of particular relevance to
cancer. This includes studies of cell proliferation, differen-
tiation and apoptosis-related processes, proto-oncogene
expression, genotoxicity, increased oxidative stress, and
DNA strand breaks. Although there are reports of effects
of radiofrequency EMFs on a number of these endpoints,
there is no substantiated evidence of health-relevant effects
(Vijayalaxmi and Prihoda 2019).


A few animal studies on the effect of radiofrequency
EMF exposure on carcinogenesis have reported positive ef-
fects, but, in general, these studies either have shortcomings
in methodology or dosimetry, or the results have not been
verified in independent studies. Indeed, the great majority
of studies have reported a lack of carcinogenic effects in a
variety of animal models. A replication of a study in which
exposure to radiofrequency EMFs increased the incidence
of liver and lung tumors in an animal model with prenatal
exposure to the carcinogen ENU (ethylnitrosourea) indi-
cates a possible promoting effect (Lerchl et al. 2015;
Tillmann et al. 2010). The lack of a dose-response relation-
ship, as well as the use of an untested mouse model for liver
and lung tumors whose relevance to humans is uncertain
(Nesslany et al. 2015), makes interpretation of these results
and their applicability to human health difficult, and, there-
fore, there is a need for further research to better understand
these results.


Two recent animal studies investigating the carcino-
genic potential of long-term exposure to radiofrequency
EMFs associated with mobile phones and mobile phone
base stations have also been released: one by the U.S. Na-
tional Toxicology Program (NTP 2018a and b) and the other
from the Ramazzini Institute (Falcioni et al. 2018). Al-
though both studies used large numbers of animals, best
laboratory practice, and exposed animals for the whole of
their lives, they also have inconsistencies and important lim-
itations that affect the usefulness of their results for setting
exposure guidelines. Of particular importance is that the sta-
tistical methods employed were not sufficient to differenti-
ate between radiofrequency-related and chance differences
between treatment conditions; interpretation of the data is
difficult due to the high body core temperature changes that
resulted from the very high exposure levels used; and no
consistency was seen across these two studies. Thus, when
considered either in isolation (e.g., ICNIRP 2019) or within
the context of other animal and human carcinogenicity re-
search (HCN 2014, 2016), their findings do not provide ev-
idence that radiofrequency EMFs are carcinogenic.


A large number of epidemiological studies of mobile
phone use and cancer risk have also been performed. Most
have focused on brain tumors, acoustic neuroma and parotid
gland tumors, as these occur in close proximity to the typi-
cal exposure source from mobile phones (Röösli et al.
2019). However, some studies have also been conducted
on other types of tumors, such as leukaemia, lymphoma,
uveal melanoma, pituitary gland tumors, testicular cancer,
and malignant melanoma. With a few exceptions, the stud-
ies have used a case-control design and have relied on retro-
spectively collected self-reported information about mobile
phone use history. Only two cohort studies with prospective
exposure information are available. Several studies have had
follow-ups that were too short to allow assessment of a po-
tential effect of long-term exposure, and results from case-
control studies with longer follow-up are not consistent.


The large Interphone study, coordinated by the Inter-
national Association for Research on Cancer, did not pro-
vide evidence of a raised risk of brain tumors, acoustic
neuroma, or parotid gland tumors among regular mobile
phone users, and the risk estimates did not increase with
longer time since first mobile phone use (Interphone
2010, 2011). It should be noted that although somewhat el-
evated odds ratios were observed at the highest level of cu-
mulative call time for acoustic neuroma and glioma, there
were no trends observed for any of the lower cumulative call
time groups, with among the lowest risk estimates in the
penultimate exposure category. This, combined with the in-
herent recall bias of such studies, does not provide evidence
of an increased risk. Similar results were observed in a
Swedish case-control study of acoustic neuroma (Pettersson
et al. 2014). Contrary to this, a set of case-control studies
from the Hardell group in Sweden report significantly in-
creased risks of both acoustic neuroma and malignant brain
tumors already after less than five years since the start of
mobile phone use, and at quite low levels of cumulative call
time. However, they are not consistent with trends in brain
cancer incidence rates from a large number of countries or
regions, which have not found any increase in the incidence
since mobile phones were introduced.


Furthermore, no cohort studies (which unlike case-
control studies are not affected by recall or selection bias)
report a higher risk of glioma, meningioma, or acoustic neu-
roma among mobile phone subscribers or when estimating
mobile phone use through prospectively collected question-
naires. Studies of other types of tumors have also not pro-
vided evidence of an increased tumor risk in relation to
mobile phone use. Only one study is available on mobile
phone use in children and brain tumor risk (Aydin et al.
2011). No increased risk of brain tumors was observed.


Studies of exposure to environmental radiofrequency
EMFs, for example from radio and television transmitters,
have not provided evidence of an increased cancer risk either
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in children or in adults. Studies of cancer in relation to occupa-
tional radiofrequency EMF exposure have suffered substantial
methodological limitations and do not provide sufficient infor-
mation for the assessment of carcinogenicity of radiofrequency
EMFs. Taken together, the epidemiological studies do not pro-
vide evidence of a carcinogenic effect of radiofrequency EMF
exposure at levels encountered in the general population.


In summary, no effects of radiofrequency EMFs on the
induction or development of cancer have been substantiated.


SUMMARY
The only substantiated adverse health effects caused


by exposure to radiofrequency EMFs are nerve stimulation,
changes in the permeability of cell membranes, and effects
due to temperature elevation. There is no evidence of ad-
verse health effects at exposure levels below the restriction
levels in the ICNIRP (1998) guidelines and no evidence of
an interaction mechanism that would predict that adverse
health effects could occur due to radiofrequency EMFexpo-
sure below those restriction levels.
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Differences between the ICNIRP (2020) and previous guidelines

1. Preface

The International Commission on Non-Ionizing Radiation Protection (ICNIRP) has published its 2020 Guidelines for Limiting Exposure to Electromagnetic Fields (100 kHz to 300 GHz). This updates the radiofrequency electromagnetic field (RF EMF) part of the ICNIRP 1998 guidelines, and the 100 kHz to 10 MHz part of the ICNIRP (2010) low frequency guidelines. There have been a number of requests for ICNIRP to explain the differences between ICNIRP (2020) and those previous guidelines; this is the purpose of the present document. However, as the aim is to help people understand the main differences, rather than to provide a precise explication of the various guidelines, this document should not be read as an alternate to the ICNIRP (2020) guidelines. Accordingly, should there be real or apparent inconsistencies between ICNIRP (2020) and the present document, ICNIRP (2020) must be taken as the only document relevant to the RF guidelines.

The ICNIRP (2020) and previous guidelines can be compared in terms of the overall approach of the protection systems, as well as in terms of the restrictions themselves. The overall approach includes such issues as the scope, types of adverse health effects considered, degree of transparency built into the protection system, quantities used to set the restrictions, and the way that restrictions are determined in order to provide protection. Conversely, the restrictions are the result of this overall approach – they are a set of RF EMF values that should not be exceeded in order to ensure protection from adverse health effects. The overall approach and the restrictions themselves are considered separately.



2. Comparing the overall approach of the protection systems

2.1. Transparency

An important feature of the ICNIRP (2020) guidelines is that it has increased the level of transparency of the overall approach and resultant restrictions. This has been made possible by the great wealth of scientific research that has been conducted since the previous guidelines, with the result being that it is now possible to see the decisions made at each step of the restriction derivations. This in turn enabled ICNIRP to engage meaningfully with the scientific and lay communities to improve both minor and substantive issues in earlier drafts via its public consultation process, and provided the detail needed to enable the guidelines to be evaluated against future scientific developments. This cannot completely remove the role of expert judgement in some stages of the restriction derivation process (such as whether to conclude that an adverse health effect has been demonstrated), but the determination itself is specified, and if subsequent research shows that the decision is incorrect, then the ramifications for the exposure restrictions can be easily identified and dealt with.



2.2. Scope

The scope of both guidelines is very similar, providing protection against all adverse health effects, regardless of whether they are due to acute or chronic exposures, regardless of age or health status, and regardless of the biophysical mechanism responsible for the effect. Exposure scenarios are also very similar in the two guidelines. Further clarification of the scope has been provided in ICNIRP (2020) to remove potential ambiguities. For example, it now specifically states that cosmetic procedures are within the scope (unless being conducted under appropriate medical supervision), and that ‘carers and comforters’ of those receiving medical treatment are outside the scope (with the cost-benefit assessment for them to be conducted similar to that of the person receiving treatment, by the appropriately trained medical practitioner).



2.3. Operational adverse health effect thresholds

The previous guidelines were based on adverse health effects that had been shown to be caused by RF EMF exposure. ICNIRP (2020) used the same approach, and indeed there is now a substantial body of literature that has confirmed that RF EMF exposure within the ICNIRP (1998) restrictions does not cause adverse health effects. However, the body of scientific information has not increased greatly in terms of exposures much higher than the ICNIRP (1998) restrictions, particularly in terms of thermal effects, making it difficult to determine thresholds for adverse health effects (i.e. the lowest RF EMF level that will cause an adverse health effect). Given this situation, and given that there is a strong body of literature concerning the effect of heating on health from other sources, ICNIRP (2020) has used this thermal physiology knowledge to supplement that of the RF EMF literature.



2.4. Classification of the fetus

ICNIRP (1998) and ICNIRP (2010) did not differentiate between pregnant and non-pregnant workers in terms of its occupational exposure restrictions, which may result in the fetus being exposed above the more conservative general public restrictions. Although there is no evidence showing that occupational exposure of the fetus would result in adverse health effects, as a conservative measure, ICNIRP (2020) treats the fetus as a member of the general public and therefore subject to the general public restrictions. Accordingly, to ensure that fetal exposure does not exceed the exposure restrictions for the general public, ICNIRP (2020) specifies that a pregnant worker is subject to the general public restrictions.



2.5. Types of changes to the restrictions

There are a range of improvements to the ICNIRP (2020) restrictions, including the addition of new restrictions, amendments to old restrictions, and the removal of some restrictions. These changes are described separately in Section 3 below. However, as a general explanation: additional restrictions were introduced to account for situations whereby the ICNIRP (1998) restrictions would not adequately account for new technological developments, such as aspects of 5G technologies; amendments to existing restrictions were made to improve precision based on scientific advances since 1998, such as more accurate knowledge concerning the relation between spatial averaging of exposure and temperature rise; and restrictions were removed in situations where it has become clear that a particular restriction was not needed to provide protection against adverse health effects.



2.6. What the changes to the restrictions mean for health protection 

It is important to note that the main restrictions specified in the previous ICNIRP guidelines provide protection against adverse health effects from exposure arising from RF EMF-emitting technologies as currently used. Accordingly, the main ICNIRP (1998) restrictions currently remain protective, and have been mostly retained in the new guidelines.

Minor changes that have been made to improve the precision of the restrictions have resulted in more-conservative restrictions, but as the differences are small relative to the strongly conservative restrictions themselves, these changes will not make an appreciable difference to health protection against exposure from current RF EMF-emitting devices.

However, there are two new restrictions in ICNIRP (2020) that have the potential to further strengthen health protection. The first relates to the development of technologies that utilise EMF frequencies >6 GHz, such as 5G, with new restrictions to better protect against excessive temperature rise in the body. The second relates to brief RF EMF exposures (<6 minutes), to ensure that transient temperature rise is not sufficient to cause pain or adversely affect tissue – although ICNIRP (1998) had a restriction for brief (circa 50 ms) pulsed RF EMF to the head, the present guidelines provide protection for exposure durations up to 6 minutes and over the whole body. ICNIRP is not aware of any situations where exposure compliant with the 1998 guidelines has resulted in transient temperature rises that has adversely affected health, but this new restriction will ensure that new or future technological uses will also not adversely affect health.



3. Technical changes to the basic restrictions

3.1. Whole body average exposure restrictions

The whole-body exposure restriction in ICNIRP (1998) was set in terms of the quantity ‘SAR’ (Specific energy Absorption Rate). This is also the case for ICNIRP (2020). However, whereas this restriction only applied up to 10 GHz in ICNIRP (1998), it is applicable across the entire 100 kHz to 300 GHz range in ICNIRP (2020). This will ensure that exposures from new technologies do not lead to excessive temperature rise deep in the body. The averaging time for this restriction has also been changed from 6 minutes in ICNIRP (1998) to 30 minutes in ICNIRP (2020), to better match the time taken for body core temperature to rise. The basic restriction values themselves have not changed, as research has now shown that they were even more conservative than was originally thought.



3.2. Changes to the ‘transition frequency’ for local exposure

Local RF EMF restrictions use different exposure quantities for different RF EMF frequencies. In ICNIRP (1998) SAR was used up to 10 GHz, and ‘power density’ was used above 10 GHz; the frequency at which the quantity changes, is referred to as the ‘transition frequency’. Different quantities are used because SAR may underestimate superficial exposure at higher frequencies, whereas power density may underestimate deeper exposures at lower frequencies. Although there is no ideal transition frequency, ICNIRP (2020) has taken a pragmatic approach and reduced the transition frequency from 10 GHz to 6 GHz because it provides the most accurate account of exposure overall.



3.3. Local, 6-minute average, exposure restrictions up to the transition frequency (≤6 GHz)

Both guidelines use the same 6-minute averaged SAR basic restriction values to protect against excessive local temperature rise. However, whereas ICNIRP (1998) required SAR to be averaged over a 10-g contiguous tissue region, ICNIRP (2020) requires it to be averaged over a 10-g cubic region. The change in spatial averaging is to provide a better approximation of temperature rise.

As with ICNIRP (1998), ICNIRP (2020) provides different exposure limits for different body regions for frequencies below the transition region. However, there are subtle differences in how these body regions are defined. From a practical compliance perspective, the main difference is that the pinna is treated as being similar to other superficial tissue (such as the skin), rather than treating it as tissue requiring more stringent limitation, such as the brain. This is taken into account when setting the exposure restrictions for the Head and Torso, and the Limbs in order to simplify the exposure assessment: detail of the exposed tissue type does not need to be considered, only whether the exposure is of the Head and Torso, or of the Limbs.



3.4. Local, 6-minute average, exposure restrictions above the transition frequency (>6 GHz)

There are a few changes in the protection system for local exposure above 6 GHz.

First, whereas ICNIRP (1998) used the quantity ‘incident power density’, ICNIRP (2020) uses ‘absorbed power density’. This is because the latter is a measure of exposure of the body, and thus satisfies the intent of a ‘basic restriction’, whereas the former is not a measure of exposure of the body because up to 50% of incident power density is reflected away from the body.

Second, whereas ICNIRP (1998) averaged over a 20-cm2 region, ICNIRP (2020) requires averaging over a 4-cm2 region (and in some situations a 1-cm2 region). This 4-cm2 averaging area matches the face of the averaging volume (10 g) of SAR, and provides a consistent transition at 6 GHz (see Section 3.3). This change also ensures that an allowable exposure over 20-cm2 cannot be focused into a small region and increase temperature excessively. For example, for a restriction based on a 20-cm2 averaging area, a homogeneous exposure over a 4-cm2 region can be 5 times higher than if averaged over the entire 20-cm2 region.

Third, to account for highly focused beams that may occur above 30 GHz, ICNIRP (2020) has also incorporated a 1-cm2 restriction for frequencies >30 GHz; although the degree of focus increases continuously with frequency, equivalent restrictions are not set below 30 GHz because the beams are not ‘sufficiently’ focused to cause harm there. Note that the second and third point are particularly relevant for ensuring safety with future technologies, such as 5G.

Fourth, whereas ICNIRP (1998) reduced the averaging time with increasing frequency, this method is not used in ICNIRP (2020) because it provides a poorer prediction of temperature rise than is provided by the additional ‘brief exposure restriction’ that has been introduced in ICNIRP (2020); described in Section 3.5.

Fifth, the value of the basic restriction for EMFs >6 GHz (now the absorbed instead of the incident power density) has been set to provide equivalent maximum exposures in the body above and below 6 GHz. This results in a higher numerical basic restriction value for EMFs >6 GHz than in ICNIRP (1998). However, due to the use of a 4-cm2 averaging area in the present guidelines (see Point 2 above), as opposed to 20-cm2 in ICNIRP (1998), the peak exposure in the body for EMFs >6 GHz is now lower than was the case in the ICNIRP (1998) guidelines.



3.5. Restrictions for brief (<6-minute), local exposures

Brief, intense RF EMF exposures can raise local tissue temperature excessively, even if the average power over 6 minutes does not exceed the 6-minute average restrictions. This is particularly relevant for frequencies above 30 GHz, but it can also occur down to 400 MHz. Accordingly, ICNIRP (2020) provides additional restrictions to ensure that exposures over brief intervals do not result in excessive temperature rises. These restrictions are set as a function of exposure duration, and are applicable to both continuous (e.g. sinusoidal) and discontinuous (e.g. pulsed) RF EMF. As excessive temperature rise cannot occur in this manner below 400 MHz, these restrictions have only been implemented for EMF frequencies above 400 MHz.

From >400 MHz to 6 GHz, this restriction is given in terms of specific energy absorption (SA), and above 6 GHz it is given in terms of absorbed energy density (Uab). These restrictions will ensure that new and future technologies utilising higher RF EMF frequencies, such as 5G, will not result in excessive temperature rise due to brief exposures.



3.6. Microwave hearing effect

Sub-millisecond pulses of RF EMF can result in audible sound. This occurs due to thermo-elastic tissue expansion resulting from very small (circa 0.00001°C) temperature rises, which is detected by sensory cells in the cochlea via the same processes involved in normal hearing. ICNIRP (1998) set a restriction to avoid the possibility of this auditory phenomenon. However, as this represents a sensory phenomenon, with no evidence that it would adversely affect health, this restriction is not used in the ICNIRP (2020) guidelines. Note that the brief exposure restrictions, described in Section 3.5 above, will protect against RF EMF pulses that are sufficiently intense to adversely affect health.



3.7. Nerve stimulation restrictions (100 kHz to 10 MHz)

ICNIRP (2020) has not re-evaluated the ICNIRP (2010) basic restrictions that were designed to protect against nerve stimulation. These occur within the 100 kHz to 10 MHz range, where both nerve stimulation and heating effects can be present. Instead, the ICNIRP (2010) basic restrictions for nerve stimulation have been added to the ICNIRP (2020) basic restrictions for all other potential adverse health effects, to provide a complete set of basic restrictions that covers the entire 100 kHz to 300 GHz EMF frequency range. As the ICNIRP (2010) guidelines have already updated the ICNIRP (1998) nerve stimulation-related basic restrictions from 100 kHz to 10 MHz, it follows that the ICNIRP (2020) guidelines also differ from ICNIRP (1998) in this respect.



4. Technical changes to the reference levels

4.1. Additional reference levels

ICNIRP (1998) provided reference levels for continuous whole-body exposures. This is relevant, for example, when assessing compliance in the community related to RF EMF emissions from devices such as mobile phone base stations. However, those reference levels did not cover all of the types of basic restriction. ICNIRP (2020) provides reference levels corresponding to all the basic restrictions. This allows a simpler means of assessing compliance with all the basic restrictions. However, note that due to complexities relating to the near- and far-field distinctions, there will still be situations where it is not possible to use reference levels; these situations are specified in the guidelines.



4.2. Removal of reference levels

ICNIRP (1998) included whole-body reference levels, specified in terms of E-field, H-field and power density, above 10 GHz. However, as E-field and H-field values do not always provide a good estimate of the basic restriction values above approximately 2 GHz, E-field and H-field values are not used in ICNIRP (2020) for whole body reference levels above 2 GHz.

ICNIRP (1998) included reference levels for contact currents. Contact currents occur when a conducting object redirects RF EMFs to a person through physical contact, which can increase the SAR in tissue above the basic restrictions. Accordingly, it can be useful to have a reference level to avoid exceeding the basic restrictions due to contact currents. As described in ICNIRP (2020), it is not possible to provide such a reference level due to the need to account for a variety of parameters that cannot be routinely specified in advance. Because of this, ICNIRP (2020) no longer provides contact current reference levels. Instead of reference levels, ‘guidance’ has been provided to help inform those responsible for occupational RF EMF exposures, to assist them in ensuring that this hazard is understood, and accounted for in an appropriate health and safety program.



4.3. Greater specification of compliance rules

ICNIRP (1998) specified reference levels primarily for electromagnetic fields within the far-field zone, but also allowed those reference levels to be used in the near-field zone. However, particularly with the introduction of additional reference levels to match each of the basic restrictions, there are complexities involved with measuring the EMFs within the near-field zones. Accordingly, reference levels have been specified with different requirements for EMFs within the far-field zone, radiative near-field zone, and reactive near-field zone. Further, the degree to which the reference levels adequately correspond to the basic restrictions is also affected by other factors that are beyond the scope of the ICNIRP (2020) guidelines. As a result, precise specification of the far-field, radiative near-field and reactive near-field zones needs to be considered ‘in conjunction with’ other important characteristics of the exposure scenario, such as antenna shape and size. Accordingly, it is now specified that input from a technical standards body is required for precise specification of near- and far-field zones so as to ensure concordance between the reference levels and basic restrictions.

It is important to note that in some exposure scenarios, EMF levels are not sufficiently informative to ensure that reference levels will correspond to the basic restrictions. In such cases, compliance with the basic restrictions is required; reference levels cannot be used to verify compliance. This is now specified clearly in ICNIRP (2020). For example, for EMFs above 2 GHz within the reactive near-field zone, such as those emanating from many mobile phone handsets and measured close to the device, reference levels cannot be used to demonstrate compliance.



4.4. Differences in reference level values

As described above, ICNIRP (2020) has introduced a range of new reference level categories, and so these provide reference level values that were not in ICNIRP (1998). These are not discussed further.

For ICNIRP (1998) there was limited research available below 30 MHz for ICNIRP (1998) to specify the reference levels. Accordingly, reference levels were set very conservatively. The ICNIRP (2010) low frequency guidelines, which included reference levels for EMF frequencies up to 10 MHz, reduced the electric and increased the magnetic field reference levels from 100 kHz to 10 MHz, relative to ICNIRP (1998). These changes were based on relatively weak science, and in the case of the electric field, were operationally very limiting. However, research has now better determined the relations between basic restrictions and both the electric and magnetic field reference levels, and ICNIRP (2020) has updated these reference levels to incorporate our improved knowledge. This does not affect the basic restrictions, but as we now know that higher reference level values are needed to reach the basic restrictions, the reference levels have been increased accordingly. The result of this is that in the frequency range of 100 kHz to 30 MHz, E-field and H-field reference levels are higher in ICNIRP (2020) than in ICNIRP (1998). Further, whereas the E- and H-field reference levels increased with reducing frequency from 20 MHz in ICNIRP (1998), research has shown that to match the whole-body basic restrictions, this increase should start at 30 MHz. ICNIRP (2020) thus has a monotonous increase in both the E- and H-field reference level values with decreasing frequency, that begins at 30 MHz. These differences can be seen in Figure 1.

As can also be seen in Figure 1, there are no differences between the ICNIRP (1998) and ICNIRP (2020) whole body average reference level values above 30 MHz. However, as the rules for applying the reference levels differ between the two guidelines, the same reference level values will result in different magnitudes of exposure to a person. That is, ICNIRP (1998) did not specify separate reference level values for exposures in the far- and near-field zones, but instead allowed the far-field zone reference level values to be used for fields within the near-field zone. New scientific knowledge allowed rules to be set in ICNIRP (2020) for the application of reference levels in the near- and far-field separately. This will ensure that exposures within the near-field zone will not result in over-exposure. In addition, although ICNIRP (1998) allowed E-field and H-field to be used for whole-body average reference levels across the entire 100 kHz to 300 GHz frequency range, this method can potentially result in inaccuracies for frequencies above about 2 GHz within the near-field zone and so is not permitted within the new guidelines; measures of power density must be used instead.
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Figure 1. Whole body average reference levels for the general public for the ICNIRP (1998), ICNIRP (2010) and ICNIRP (2020) guidelines, for the 100 kHz to 300 GHz frequency range. Note that the units of the two y-axes (i.e. electric field and power density) are independent of each other.
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Figure 2. Reference levels for the general public applying to local exposures ≥6 min for the ICNIRP (2020) guidelines, for the 100 kHz to 300 GHz frequency range. Local exposure reference levels were not given in the ICNIRP (1998) and ICNIRP (2010) guidelines. Note that the units of the two y-axes (i.e. electric field and power density) are independent of each other.
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Figure 3. Whole body average reference levels for workers for the ICNIRP (1998), ICNIRP (2010) and ICNIRP (2020) guidelines, for the 100 kHz to 300 GHz frequency range. Note that the units of the two y-axes (i.e. electric field and power density) are independent of each other.
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Figure 4. Reference levels for workers applying to local exposures ≥6 min for the ICNIRP (2020) guidelines, for the 100 kHz to 300 GHz frequency range. Local exposure reference levels were not given in the ICNIRP (1998) and ICNIRP (2010) guidelines. Note that the units of the two y-axes (i.e. electric field and power density) are independent of each other.
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