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Abstract

This document defines and specifies the general architecture of the management plane system to
manage network slicing in the context of 5G networks. The proposed management plane enables not
only intra-domain but also inter-domain end-to-end network slice management and orchestration.
To facilitate the design of the modules for slice management, an information model in the context of
SliceNet’s network slicing is defined. A cognitive network slice management sub-plane with its inner
modules is specified towards achieving cognition-based, machine learning enabled management for
QoS and QoE awareness and optimisation, in relation to slice and service management for network
operators, vertical users, and other stakeholders with different roles in the 5G system. The
management plane, information model concepts including the slice template, the inter and intra
domain considerations as well as SliceNet roles are instantiated for the project use cases, namely,
eHealth, Smart City, Smart Grid.
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Executive summary

Network slice management in a 5G system is challenging and complicated, taking into account the
various intra- and inter-domain deployment scenarios, divergent use cases of different QoS/QoE
requirements, stakeholders of different roles and business models, the immaturity of standards, the
complexity of integrating it with network slice control, among other issues. The SliceNet
management plane presented in this document targets to address some of these highlighted
challenges. By taking a twofold design approach, both bottom-up and top-down, we present an
advanced network slice management system that is capable of handling both intra- and inter-domain
slices, supporting various slice-based representative use cases, differentiating stakeholders’ roles,
integrating with the defined SliceNet control plane, and leveraging and advancing related standards
etc.

Specifically, this document is defining and specifying:

e We design the management plane by advancing the state of the art through positioning the
add-ons of SliceNet and filling the gaps in the ongoing standardisation to ease the
participation and contribution of the project to relevant SDOs;

e We define the management modules including cognition and orchestration;

e We define the information manipulated within those blocks as part of the SliceNet
information model;

e We define the roles of the main stakeholders in the network slice enabled 5G ecosystem;

e We show how the proposed management and orchestration fits the project use cases: Smart
city, eHealth and Smart Grid.

e We ensure the mapping of the definitions and specifications of the overall SliceNet
architecture and the SliceNet control plane architecture to those of this SliceNet
management to create an integrated slice control, management and orchestration system;

o We explore how inter-/multi-domain network slices can be managed.
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VNFFG VNF Forwarding Graphs
VNFM VNF Manager

VNFO VNF Orchestrator

VolP Voice over IP

vP-GW virtual Packet Gateway
vS-GW virtual Serving Gateway
WG Working Group

WP Work Package
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1 Introduction

Network slicing has been widely recognised as a fundamental cornerstone technology in the
emerging softwarised and virtualised 5G mobile networks to enable independent end-to-end logical
networks on a shared physical infrastructure. Therefore, effective and efficient management of 5G
network slices is crucial for the success of 5G deployment in delivering varied services customized for
a wide range of vertical businesses with diverging QoS/QoE/SLA requirements.

To substantially reduce the operational expenditure (OPEX), cognitive network slice management
and orchestration is entailed to realize fully/highly automated slice management and orchestration
through machine learning and other artificial intelligence technologies and utilizing a carefully-
defined MAPE loop model and the associated policy framework.

Moreover, some use cases demand slice-based service deployment over a large geographical area
that may span across multiple 5G network domains managed by different administrative
organizations/network service providers/operators. A 5G management system is thus required to
deal with such challenging scenario through well-defined cross-domain slice management
mechanisms as well.

Furthermore, the 5G network slice management system needs to seamlessly interwork with the slice
control plane and orchestrate the operations to close the control/management loops in the system.
It is important to note that the network slicing paradigm further opens up the
telecommunication/ICT market and introduces a number of stakeholders, and their roles and
relationships need to be clearly defined from the management perspective.

1.1 Objectives

This deliverable aims to achieve the following specific objectives by defining the management plane
for the overall SliceNet framework:

e Design the management plane by leveraging and advancing the state of the art and relevant
standards;

o Define the management modules that are composing the cognitive and orchestration plane
defined in D2.2 [2]

e Define the information manipulated within those blocks as part of the SliceNet information
model;

e Define the roles of the main stakeholders in the network slice enabled 5G ecosystem;

e Ensure the mapping of the definitions and specifications of the overall SliceNet architecture
and the SliceNet control plane architecture to those of this SliceNet management to create
an integrated slice control, management and orchestration system;

e Investigate how the proposed management and orchestration fits the project use cases [1];

e Explore how both inter-/multi-domain network slices can be managed, especially the multi-
domain scenarios for the use cases.

1.2 Approach and Methodology

To fulfil the above objectives, we adopt standards compliant methodology and follow both top-down
and bottom-up design approaches, as explained below:

e Standards compliance: Network slice management is currently under standardisation
processes in various leading SDOs whilst a number of informative technical specifications or
drafts have already been released. This task has benefited from studying these documents
and applied the recommended design principles and guidelines to the proposed SliceNet
management plane.
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o This methodology facilitates the justification of the design choices, ensures the
compatibility of the proposed system with the emerging standards, and helps the project
to identify gaps in the standardisation and thus potential contributions from the project.

Both top-down and bottom-up design approaches

o Overall SliceNet architecture informed: The management plane proposed in this
deliverable is an integral part of the overall SliceNet architecture, which has been defined
in D2.2, where the high-level vision of the management plane has been provided and
further advanced in this deliverable. The specification of the management plane herein is
clearly informed by the high-level vision in the overall architecture.

o SliceNet use case informed: The project takes a “verticals in the whole loop” approach,
and thus the verticals’ perspective is also reflected in the design of the management
plane. In particular, the SliceNet use cases defined in D2.1 have been reviewed to inform
the investigation, in terms of P&P management for verticals, multi-domain network
slice/service management and orchestration for use cases and so on.

o 5G/4G technologies informed: Finally, the design of the SliceNet management plane is
informed of the underlying 5G/4G technologies by taking into account the implications of
the evolutionary nature of 5G deployments. This bottom-up approach is complementary
to the above top-down approach where use cases and overall architecture have served
as the starting points, thereby offering a more complete view for the management plane
definition.

1.3 Document Structure

The remainder of the document is organized as follows:

Section 2 reviews the state-of-the-art related work focusing on the emerging standards from
leading standardization bodies (IETF, ETSI, 3GPP, etc.).

Section 3 defines the main stakeholder roles concerned in the project (Network Service
Provider, Digital Service provider and Digital Service Customer).

Section 4 defines the network slice information model together with the slice template.
Section 5 presents the modules in the management plane to cover the key functionalities
including orchestration, SLA/QoE management, P&P management, monitoring, cognitive
management and policy framework, and the interfaces and workflows among the
components of the blocks.

Section 6 applies the management plane to the defined SliceNet use cases with the multi-
domain scenario highlighted.

Finally, concluding remarks are provided in Section 7.

In addition, a summary of the defined SliceNet control plane is appended to provide the
context and reference in relation to the interworking of management and control planes in
the SliceNet architecture.
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2 Related work

2.1 IETF Common Operations and Management on Network Slices

During 2017 a group of network management and control experts coming from industry and
academia across the world formed a discussion group within IETF to tackle network slicing aiming to
find an initial consensus of IETF definition of the term network slicing. This brought to the creation of
a discussion mailing list called “netslices”[4], where network slicing problems and gaps to be covered
for facilitating interoperation across different operator and vendor solutions were discussed.

As a result, early 2018, an IETF Birds of Feather (BoF) called Common Operations and Management
on Network Slices (COMS) was approved to further, aiming to properly position the ongoing activities
within IETF, i.e. either by creating a new Working Group (WG) or joining others relevant.

COMS targets to produce and promote a technology-independent and resource-centric management
plane for network slices. In particular, COMS aims to describe an overall architecture for network
slicing, with information models that enable the design of service delivery and customer service
interfaces. Also, COMS plans to specify network slicing OAM as well as data plane functionalities
required to enable the delivery and operation of network slices as required by industry verticals.

As a general approach, COMS define a network slice as a set of infrastructure resources and service
functions with customized and specific attributes designed to address the requirements of an
industry vertical or a more generic end to end service. In the COMS view, network slices can span
across multiple administrative domains, and may use heterogeneous technologies. Following other
standard bodies definitions, COMS envisages end-to-end network slices as composed by one or
multiple network slice subnets, which are basically single domain portions of the whole network
slice, being them either technology domain or administrative domain subnets.

In this direction, at the time of writing, COMS has produced a set of relevant Internet-Drafts (I-Ds)
that tackle network slicing from different perspectives, from overall management and operation
architecture to information models and cross-provider challenges and approaches in multi
administrative domain scenarios. The following sub-sections provide a brief summary of the I-Ds
identified as relevant for the SliceNet management and orchestration architecture definition.

2.1.1 COMS architecture

The overall COMS architecture is presented in the draft-geng-coms-architecture I-D [5], where a top
level network slice orchestrator enables a technology independent network slice management on
top of a heterogeneous infrastructure. The COMS architecture approach is shown in Figure 1; it is
worth to highlight that COMS is applied in Transport Network regions scenarios, and it assumes that
end-to-end network slice and slicing in general refer to slicing across multiple Transport Network
domains. As depicted in Figure 1, a top level orchestrator receives network slice service profiles,
which include technology agnostic operation and management requests for network slices, and map
them into technology specific configuration information to be enforced through properly selected
network slice controllers and orchestrators.
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Figure 1 COMS overall architecture and technology agnostic orchestration approach

In particular, this COMS approach is built around four main layers and macro-components in the
technology agnostic top level orchestrator, as shown in Figure 1. The first one is the common
information model, which basically provide the description language and format of network slice
service profiles in a technology independent way. In the second macro-component, the end-to-end
slice profile is split into technology agnostic single domain service profiles that the COMS top level
orchestrator can manage with technology specific and domain specialized controllers and
orchestrators. For this, in the third macro-component, the most appropriate available
implementation of a per-domain specific controller or orchestrator technology is selected according
to end-to-end slice requirements and per-domain service profile attributes. At the fourth
component, the technology translation towards the selected controller or orchestrator is applied to
implement the necessary mapping to enforce the specific slice requirements and attributes.
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As a main takeaway for SliceNet, this COMS overall architecture follows a technology independent
orchestration approach where end-to-end slice and service profiles are split into per-domain actions
and configurations to be enforced through technology specific controllers and orchestrators that can
play as an example in the context of SDN network domains and NFV environments.

2.1.2 Technology Independent Information Model for Network Slicing

Following the COMS overall architecture introduced above, a dedicated COMS I-D proposes the
technology independent information model to describe the entities building a network slice [6]. This
model also includes properties, attributes and operations on each entity, as well as how network
slice elements relate to each other in an end to end network slice that may span across multiple
technology domain. In general, COMS envisages a network slice as the composition of heterogeneous
resources (compute, networking, storage, service functions, etc.) that can be described together as
kind of topology of connected entities.

The COMS network slice information model is described through YANG, and following the above
considerations, is built on top of the data model for network topologies [8]. The main elements
composing the COMS network slice information model are: connectivity resources, storage
resources, compute resources, service instances and function blocks, network slice level attributes.
These elements are arranged in a tree structure of attributes following the YANG principles, and the
new COMS attributes on top of those defined in are marked with "netslice:" namespace, as shown in
Figure 2.

The COMS network slice information model is a composition of basic resources, comprising nodes,
links, compute units and storage units which are augmented with service instances and slice level
attributes. A whole network attribute represents a network slice instance, while nodes and links
describe virtual nodes and links exposed to the slice user.
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Figure 2 COMS network slice YANG model.

With reference to SliceNet, the new “netslices” attributes proposed by COMS are relevant and in
particular those related to link QoS (bandwidth, jitter, latency), service instances and function blocks,
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slice level attributes. Figure 3 shows the YANG model related to COMS generalized function blocks
that are used to describe service instances associated to a network slice. Some examples are
firewalls, load balancer, DPIs, etc. Figure 3 also shows the tree structure of the slice level attributes,
which includes slice start/end time, lifecycle status, access control, availability against SLA, etc.

Moreover, COMS defines a set of operations on top of the network slice technology agnostic
information model: In principle, each element inside network slice also should be able to be
operated individually.

* £ £ £ £ € ¢

=

TR RE

Figure 3 COMS “netslice:service-instance” (left) and “netslice:slice-level-attributes”(right) models

While this IETF approach to network slice information model is very much tied to a network topology
view, which might not always be applicable to end-to-end slices offered to verticals, the combination
of base resources and service functions and slice level attributes following a YANG principles is very
relevant to SliceNet.

2.1.3 Gateway Function for Network Slicing

As mentioned above, COMS tackles network slicing in both single and multiple administrative
domains. This means that the proposed technology agnostic management and operation approach
needs to cope with the orchestration of network slice subnets and their interconnection and
integration into end-to-end network slices.

For this purpose, COMS proposes an approach based on the Slice Gateway Function (SLG), which is a
function or a group of functions that are used to connect or disconnect network slice subnets. In
particular, SLGs are conceived to interconnect subnets while guaranteeing the required QoS and
performances in the end-to-end slices, still applying a technology agnostic model by means of
dedicated SLG Control functions that can be orchestrated following the COMS principles. This SLG
approach is shown in Figure 4, where multiple SLGs glue network slice subnets at both intra and inter
administrative domain level. Moreover, SLG are defined to provide specific functions for
identification of user and service traffic and their allocation to the appropriate network slice subnet
at each edge of the end-to-end network slice.
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Figure 4 COMS SLG approach for network slice subnets interconnection

With reference to SliceNet, it is relevant to highlight how COMS considers and approaches the usage
of SLGs for inter administrative domain scenarios. As shown in Figure 5, inter-domain (ID) SLGs are
intended to be used to forward network slice subnets data packets to other ID-SLGs located on
different administrative domains and hosting network slice subnets part of the same end-to-end
slice. ID-SLGs also support authentication for connecting to opponent SLGs and slice isolation
features, while from a control perspective may expose dedicated interfaces to configure policies and
collect telemetry information.

*Virtual Layer®*

| ID-SIG ) | ID-SLG
NE Subnet#l lunnel NS Subnet$2
. ¢+
*Physical Layer*
Administrative \ / Administrative
Domaingl [ CW ]---[ GW ] Domaing2

GW: Gateway Node

Figure 5 Inter-Domain (ID) SLG for inter administrative domain network slice subnets
interconnection

Moreover, SLGs can be deployed in the form of Virtualized Network Functions (VNFs) following the
ETSI NFV MANO principles, as shown in Figure 6. This is highly relevant in the context of SliceNet
where cross provider (or operator) slices may be properly controlled and managed via dedicated SLG
VNFs that enforces proper QoS policies as agreed by the involved actors on a per-slice basis.
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Figure 6 Deployment of SLG functions (and control) in NFV environments.

2.2 ETSI NFV Network Slicing Support

During 2017, ETSI NFV started to analyse and investigate how its principles and architectures could
be mapped to network slicing concepts and use cases defined in other standardization bodies. In
particular, in the context of the Evolution and Ecosystem (EVE) WG, a dedicated document [9] has
been released early 2018 with the aim of reporting how and if network slicing (as defined mostly
within NGMN, 3GPP and ONF) could be supported by the ETSI NFV architecture and MANO concepts,
Figure 7.
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Figure 7 3GPP and NFV information models potential mapping (source ETSI GS NFV-EVE 012)
From a practical perspective, [9] analyses network slicing from three different perspectives:

i) how the network slice information models and architecture components map with ETSI NFV MANO
ones,
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ii) figure out potential impacts of network slicing use cases (mostly from 3GPP) on ETSI NFV
constructs (i.e. VNF and NS descriptors), security and reliability,

iii) provide recommendations in term of potential ETSI NFV MANO evolutions resulting from the
analysis the network slicing use cases.

In the context of SliceNet, and this deliverable in particular, the most relevant considerations
provided by [9] are those related to information models and architectural aspects specifically
targeting 3GPP network slice concepts. Indeed, 3GPP defines a network slice as a combination of
zero or more network slice subnets, following a kind of recursive approach where each subnet can
contain zero or more other subnets, as well as zero or more network functions.

Network functions in 3GPP are associated to VNFs and PNFs, therefore a direct mapping of an NFV
Network Service as a resource-centric view of a network slice is highly appropriate. Moreover, as
3GPP foresee that network slice subnet instances can be shared by multiple network slice instances,
virtualized resources for a slice subnet (including compute, network and storage) can be mapped to
nested NFV Network Service concept. This way, as shown in Figure7, a correspondence between
network slice instances and network slice subnets instances with NFV Network Services exist
following the relationship provided by the dotted arrows.

This can be considered as a key starting point and reference baseline for the SliceNet slice modelling
exercise. However, this 3GPP network slice to NFV constructs mapping at the information model
level translates into further considerations from architectural point of view. In particular, from a
management perspective, 3GPP defines a Network Slice Management Function (NSMF) as
responsible for the lifecycle management of network slice instances, if applicable NSMF is also linked
and delegates to Network Slice Subnet Management Function (NSSMF) the lifecycle management of
subnet slice instances. Figure8 shows how [9] considers these network slice management functions
positioned with respect to NFV MANO architecture and components. Here, the 0Os-Ma-Nfvo
reference point (that is the interface in ETSI NFV that the NFV Orchestrator exposes towards OSS
functions) can be used as placeholder for interactions among NFV MANO components and 3GPP
management ones. In practice this means that NSMF and NSSMF functions need to be aware of
available NFV Network Services as offered by the NFV MANO to be either instantiated or re-used to
fulfill the requirements of network slice and slice subnet instances. In other words, NSMF and NSSMF
would need to map network slice templates and NFV Network Service Descriptors, considering the
relevant (potentially multiple) Network Service deployment flavours available.

In summary, [9] defines that a network slice instance can be mapped to:
i) aninstance of single NFV Network Service instance,
ii) aninstance of composite nested NFV Network Service instances,
iii) a concatenation of NFV Network Service instances.

And in general, different network slice instances generated from the same template can make use of
NFV Network Service instances of the same type (i.e. from the same Network Service Descriptor) and
possibly with different deployment flavors. In this case, the mapping perfectly works when network
slice instances share a large common subset of network functions but differ each other in terms of
required performances so that NFV deployment flavors can play the role of differentiators among
same types of NFV Network Services.

As a main take-away for SliceNet, this initial information model and architecture components
mapping and relations/interactions between 3GPP and ETSI NFV are crucial for the definition of
management and orchestration principles and concepts. It is worth to mention that it is foreseen in
SliceNet that network functions as defined in 3GPP, i.e. constituent functions of network slice
instances, to fulfill performance requirements for specific vertical services requiring customized
applications running at the edge of the network. Therefore, as an example of gap that SliceNet can
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fill to have a coherent and consistent end-to-end slice management and orchestration framework,
what [9] defines as mapping between network slice and NFV Network Service would require further
extension and enhancement in SliceNet to consider RAN, CORE and MEC applications for example as
part of the NFV Network Service Descriptors and instances, at least, Figure 8.

3GPP Slice related management functions
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Management Function

i NFVO
Network Slice . O Malho
Management Function
Network Slice Subnet
Management Function
EMs
VNFM
VNFs
PNFs
NFVI VIM

Figure 8 3GPP and NFV management components potential relationship (source ETSI GS NFV-EVE
012)

2.3 3GPP Slicing concepts

A concept of end to end slicing for 4G mobile networks has been identified in [13] and in its
enhanced version of [14] under the terms of DECOR and eDECOR respectively. The concept foresees
a number of DEdicated CORe networks to be serving UE beyond the RAN part of the network. Each
Dedicated Core Network (DCN) is assumed to be serving one type of subscribers that are identified
either by extra optional subscription information stored in HSS (DECOR) and/or by UE provide
information that is used to assist DCN selection and minimise signalling traffic (¢eDECOR). A general
overview highlighting the (e)DECOR concept is presented in the following figure. While (e)DECOR
concept adoption by operators is still pending, its slicing potential can be coupled with the Control
User Plane Separation (CUPS) principles as applied on top of ETSI-NFV capabilities which makes it a
good candidate for applying slicing aspects in the context of 4G either by passive (DECOR) or active
participation of the UE (in case of eDECOR) in slice selection. The latter case is quite aligned with the
5G slicing concept as it is presented in the next paragraph in the context of NSSAI, Figure 9.
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According to [15] a Network Slice (NS) consists of Physical and/or Virtual Network Functions (NFs,
VNFs/PNFs) that can belong to Access (AN) and Core (CN) Network part. The synthesis of an NS
serves a particular functional purpose and once instantiated it is used to support certain
communication services. Much alike Network Services in NFV-MANO approach, Network Slice
Subnets (NSS) constitute Network Slice ingredients that can be used to perform specific tasks within
a Slice and allow more flexible management over the NS instantiation process. For example an NSS
may be providing the RAN part, while another NSS may provide the Core part of an NS. An NSS is,
therefore, a collection of interconnected NFs that provide a clearly identified functionality. NSs are,
obviously, higher layer aggregations of the NSSs but cannot span across domain borders.

Typically, all NFs contained in one NSS are interconnected. The interconnection pattern is also
maintained for the inclusion of NSSs inside NSs resulting in an overall interconnectivity graph for
which each connection is sub